Kypc JIeKIMH 110 TUCHHUILINHE
«XpaHeHHe U 3a1uTa HHGoOpMALMHU
B 0a3ax JaHHBIX MH(POPMAIMOHHBIX CHCTEM)



OrnaBneHue

L@ 10 E=1=1 3 T=T o YRS OS 3
CnUCOK NCNONb30BAHHBIX COKPALLEHUM ........ecveeieeiieiiiesieeneesteeie e staesaessaesseassesneessnesennes 5
BBEIEHUE ...ttt ettt et e e e e e — e e et e e e it — e e aa i —r e e e —reeeares 6
1. OcHoBbl MH(pOPMALIMOHHON 6Ee30NAaCHOCTN MHAPOPMALIMOHHBLIX CUCTEM.............. 9

1.1 OOmiast xapaKTepHUCTUKA COCTABIISIOMNX WH(POPMAITMOHHOM Oe30macHoCcTH 9

1.2 OCHOBHBIE TIOHSATHS U OTIPEICTICHIIS «....cevveesreesreesreesreasneesseesneesesnesnesnnesseens 15
1.3 Knaccudukaius yrpo3 HHGOPMAITHOHHON 0€30TACHOCT ... vvvveevveeeriveeanns 18
1.4 OcHOBHBIC IPUHIUIIBI OOECTICUeHIS HH()OPMAITMOHHOHN 0€30MaCHOCTH. ... 23
Cneundrka 3amTbl B 6@3AX AAHHDBIX ....c..cveiviieieiieiieereeeesiesiesreste e sseereesaesessennes 26
2.1 VHQEPEHIINS H ATPETHPOBAHIIE ....vevveereseesseesieesreesseesseesseesnessessnessnessnesseens 26
2.2 CKpBITBIC KaHAJTBI TEPEAATN HHOOPMAIIHH. ......eerveerveereereereereeeeasnesnessnens 29
RIS YO L I 7 5 15324 1170 USSR 31
YnpaBreHne JOCTYNOM K LAHHDBIM .........cccviiiiiiieeiieiieeseesaeesiessseessessssesssessssesssnes 35
3.1 NnenTudukanus u ayTeHTUOUKAIINAS TOTB30BATCIICH ...vvvevvvresivieeeiiveeesnnns 36
3.2 ABTOPH3ALHMS TTOTTB30BATEIICH ..vvvevviieiviiessiiieesiteesssineesssseeesseeesssseesssseessneeas 39
3.3 JIMCKPEIMOHHOE PA3TPAHUUCHUE JOCTYTIIA .veeeurreessrreessrenesssenesssneessneessssnns 40
3.4 MaHJAaTHOE PA3TPAHUYCHHIE JTOCTYTIA «..uvvenreernreessreesireesineassneanseessseesnnesneens 52
3.5 PosieBO€ Pa3TPAHUUECHUE TOCTYTIA ..ccuuvieireesriaseeareessesasreessnesssneesineessesanneas 56
O6ecneyeHNE LLEETTOCTHOCTU JAHHDBIX .....ooioviieierieeeereeeseseessseeseseeseseesesseeseseeeseseeesns 58
4.1 TTpuHIUIIEI 00ECTICUEHUS LETOCTHOCTH TAHHBIX ...vvveeirieesurreesvreessneeeesneess 58
4.2 Mopenb KnapKa-BUIBCOHA. ........cocviiiiiiiiciii e 60
LG T\Y, (61 (5010 30 ) % (5 : NPT 61
4.4 CoBMECTHOE UCIIOJIb30BAHUE MOJIEIEH O€30IIACHOCTH ....ccvvvvvienneeerreeersnnens 62
4.5 Omnepatopsl s3bika SQL 3a1aHMs OTpaHUYEHUH HIETOCTHOCTH ... 63
BoccTaHoBneHme LuenocTHOro COCTOAHUA B ...........oovvvviiiiiiii e, 66
5.1 TIOHATHE TPAHBAKIIMM ... .veevvieiriesiriesieeeressnessne st e b s s ne e sne e 66
5.2 TIpUHIUTIBI BOCCTAHOBIICHUS JAHHBIX ... vveeuveessteessreesineesineasseeassesssessseesnneens 68
5.3 METOIBI BOCCTAHOBIICHIS ....vvvvvvverrrsssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnes 73
5.4 Opranmzanus BocctanoBieHus nanubix B CYBJl MS SQL Server............. 76
5.5 Co3/1aHHE OTKA30YCTOMUMBBIX CHCTEM ...eeuvveiuriesreesireessnsassesasseesssessneesneens 82



6. 3awmTta gaHHbIX C MOMOLLbIO Hpeﬂ,CTaBﬂeHMVI, COXpaHeHHbIX npouenyp,

OYHKLAM U TPUITEPOB ...vevietiesieeteesteesteaseesteeaesseesteessessessseassessesssesssessessseessessesssesssessesnsens 85
6.1 OnpeneneHne MPEACTABICHIM ....vvviiiuveeeiiieesiiiiessiieessieeesiressssseesssseessseessns 85

6.2 IlpenmymiecTBa U HEMOCTATKHA MPEACTABIICHIM ... cevvvervverreesreereeeesiresneninens 88

6.3 TranSaCt-SQL ........oooiiiii e 90

6.4 XPAHUMBIC TTPOTICITYPBI .. .vvveevreressrreesssressssseessssesssssessssseesssssesssssesssseessnseeenns 95
6.4.1 TToHATHE XPAHUMOM TIPOIICILYPBI «...vverveerriireieesressresieesreassesseessessesseenseesesnes 95

6.4.2 TUTIBI XPAHUMBIX TIPOLICILYD v uveesreseereessesseesseessessresseessessessssessesssesseessessesses 97

6.4.3 BBIMOTHEHNE XPAHUMOM TPOIICILYPBI -vevvrvreriiesrensresieesesseesseesseasesseesseesesnns 99

6.4.4 TIPUMEPBI TIPOLICILYP --vveuvveerreesureeseesureasseessneasseessnsessesssssassesssnesssessnssnsessnes 101

6.5 DYHKITHH F TPHUTTEPDBI 1eevvvvieiurieeiiressssieesssieeessssesssssessssessssssesssssssssssesssnsees 103
6.5.5 TTOHATHE PYHKIIHHU TTOTB30BATEIIN «...vvevveenreenresieeteeseesseesseensesseesteennesseennens 103

6.5.6 Omnpenenenue Tpurrepa B cranfapte A3bIKa SQL ....oooovveiiiiiiiiiieen 107

6.5.7 Peanmm3anus tpurrepoB B cpeae MS SQL Server ..., 109

7. CuctemMa 3amTbl MICIOSOft ACCESS .. .cunieeieeeee e e 115
7.1 Vcnonb3oBaHME 3alIUTHI HA YPOBHE MOJB30BATEIIS ..vvvvvevrersireesireasieeannens 115

7.2 MeToibl MPOTUBOACHCTBHS B3JIOMY 3AITUTBI ACCESS ..vvvvivvveiiivieeriieeennenns 121

8. Apxutektypa cuctemMbl 6€30nacHOCTN SQL Server.........cccccvvvvevvveneennnennnnnnns 123
8.1 Cuctema 6€30MaCHOCTH YPOBHS CEPBEPA «.uveervvrerrriareeateeareesireessneesseeesenas 124
8.1.1 AyTeHTUDHUKAIUST WINAOWS .....oviiiiiiiiiiiiiiesicnieeeeeee e 127

8.1.2 AyteHTuuKaMs SQL SEIVET......ccviiiiiiii 129

8.2 Cucrema 6€30MaCHOCTH YPOBHS 0Q3bI TAHHBIX . ....ceevviireeiriesiriesireesineeeeas 132

L1 =T 0= 1Y/ o= USSR USSR 140



1. Cneuundcuka 3awnTbl B 6a3ax AaHHbIX

[Ipu moctpoeHnu 3amuThl 0a3 JaHHBIX HEOOXOIMMO YUUTHIBAThH PsI CIie-
MUPUIECKUX yTpo3 0e30MacHOCTH HH()OPMAIMH, CBA3aHHBIX ¢ KOHIICHTPAIIH-
eil B 0azax JMaHHBIX OOJBIIOTO KOJWYECTBA PazHOOOpa3HOW HMH(pOpMAIH, a
TaKXKe C BO3MOXKHOCTBIO HCIIOJIb30BAHUS CIIOKHBIX 3apOCOB 00pabOTKH JaH-
HbIX. K Takum yrpo3am oTHOCATCS:

e wundepennus u arperuponanwe (Logical Inference and Aggregation);

o KOM6HH&HI/I$I Pa3pCIICHHBIX 3aIllpOCOB IJIA ITOJIYUYCHUA 3aKPBITBIX HdH-
HeIx (Browsing);

e OpraHu3anusi CKpBITHIX KaHanoB mnepemaun wuHpopmarmu (Covert
Channels);

e SQL wmnbekmuu (SQL Injection);
e IpOrpaMMHBIC 3aKJIaAKH, oTiaamounbii Ko (Backdoors, Trapdoors)
e TposiHckue kouM (Trojan Horses).

1.1 WHdepeHunsa n arpermpoBaHune

[Ton mHpepeHuuelr noHUMAaETCs MOJyYeHue KOH(UIESHIMAIbHON HH)OP-
MaIliU U3 CBEJICHUI C MEHBIIIEH CTETIEHbIO KOHPHUICHIIMATHHOCTH ITyTEM yMO-
3akmoueHnid. Ecian yauteiBaTh, 9TO B 0a3ax JaHHBIX XpaHHUTCS WHGOpMaIus,
NOJyYeHHAas! U3 pa3IMYHbIX HCTOUHUKOB B pa3HOE BpeMsl, OTIMYAIOIIASCS CTe-
NIeHbI0 00OOIIEHHOCTH, TO aHAJTUTHUK MOXKET MOJYyYUTh KOH(PHUIACHIIMATbHBIC
CBEJICHUS IyTEM CPaBHEHUS, IOTIOJHEHUS U (QUIBTPAIIMH TAHHBIX, K KOTOPHIM
oH nomnymieH. Kpome Toro, on oOpabarsiBaeT nH(pOpMAIKIO, MOTYUYCHHYIO U3
OTKPBITHIX 0a3 JaHHBIX, CPEICTB MaCCOBOM MH(OPMALIMH, a TAK)KE UCIOJIB3YET
IPOCYETHI JIMILI, ONPECISIIOIINX CTENEHb BaXXHOCTU U KOH(PUIEHIUAIBHOCTH
OTJIETBHBIX SIBJIEHUH, MPOLIECCOB, (PAKTOB, MOJYUYEHHBIX PE3yJIbTaTOB. Takou
croco® mosyueHus: KOH(PHUISHIIMANBHBIX CBEACHMIA, HalpuMep, 0 MaTepua-
JaM CpeICTB MaccoBOW MH(OpPMALMU, UCTIOJIB3YETCS JAABHO, U MOKa3al CBOIO
3 PEKTUBHOCTD.

brnu3kuM k uHGEpEHINH SBISETCS APYTrod cnocod oO0kIBaHUS KOHPHUICH-
UaNbHBIX CBeJEeHUI — arperupoBanue. Ilon arperupoBaHueM MOHUMAETCA
croco6 nosy4yeHus 0oJiee BaXKHBIX CBEICHUHN 10 CPAaBHEHUIO C BAXKHOCTBIO TEX
OTJIEJIBHO B3STHIX JTAHHBIX, HA OCHOBE KOTOPBIX U MOJIYYalOTCS 3TU CBEJICHUSI.
Tax cBeneHust 0 NEATEIBHOCTH OJHOTO OTAEIEHUS WK (uiIraia KOpHnopauu
00JaaloT OMNpe/esieHHbIM BecoM. J[aHHBbIE K€ 3a BCIO KOPHMOPAIUIO UMEIOT
KyZa OOJIbIIYIO 3HAUUMOCTb.

Ecnu undepeHmus u arperupoBaHue SIBISIOTCA CrocoOaMu J0ObIBaHUS
nHPOpPMAIH, KOTOPbIE MMPUMEHSIOTCS HE TOJILKO B OTHOIICHUU 0a3 JTaHHBIX,



TO CIOCO0O CIEUANIbHOTO KOMOWHUPOBAHHUS 3allPOCOB HCIIOJIB3YETCS TOIBKO
npu pabote ¢ 6azamMu JaHHBIX. VCMoMb30BaHUE CIIOXKHBIX, & TAKXKE MOCIEI0-
BaTEJIbHOCTH MPOCTHIX JOTHYECKU CBSI3aHHBIX 3aIIPOCOB IMO3BOJISIET MOJIyYaTh
JaHHBIE, K KOTOPBIM JOCTYIl MOJB30BATEN0 3aKpbIT. Takass BO3MOXKHOCTb
UMeeTCs, MPEeXkJIe BCero, B 6a3zax JaHHBIX, MO3BOJISIONINX MOJIy4aTh CTATUCTHU-
yeckue AaHHble. [Ipy 3TOM oTAenbHbIe 3aMucH, oS, (MHAUBUAYabHbIC JaH-
HbIC) SIBJISIIOTCA 3aKpBITHIMU. B pesynbrare 3ampoca, B KOTOPOM MOTYT HC-
M0JIb30BaThCSl UTOTOBBIE OIEpaId, MOJIb30BATEIb MOXET MOJYyYUTh TAKUE
BEJIMYMHBI KaK KOJMYECTBO 3alUCEH, CyMMa, MAaKCUMaJIbHOE WJIM MUHUMAJIb-
HO€E 3HaueHue. Mcnoib3ysl CII0KHBIE EPEKPECTHBIE 3aIIPOCHl 1 UMEIOILYIOCS B
€ro PacmlopsLKEHUH JOTMOHUTENbHYI0 HH(pOpMAaIHio 00 0COOCHHOCTSAX MHTE-
pecyroiieit 3anucu (1oJist), 3J10yYMBIIIJIEHHUK ITyTEM MOCIeI0BaTeIbHON (PUITh-
Tpalu 3aMucell MOKET MOIYYUTh AOCTYH K HY>KHOU 3aMKCH (ITOJII0).

PaccMmoTpum mpumepsl HHPEPEHIIMY U KOMOMHUPOBaHUS 3anpocoB. Jlomy-
CTUM, Mbl UMeeM 0a3y JTaHHBIX, KOTOpas COACPKUT MH(OPMAIUIO O COTPY/I-
HUKAaX HEKOTOporo yHuBepcutTeTa B KamudbopHuu u Haiia 1eib COCTOUT B
OTpeJIeTICHUN BETUYUHBI 3apabOTHOM TIJIaThl OINPEACIICHHBIX COTPYIHHUKOB.
[Ipsimoit goctyn k aToit uHbopmaru 3amnpenied. Ho Mbl Mokem chopmyiu-
pOBaTh 3aIpOC Ha CPEAHIOI0 3apILIaTy ONPEJEICHHOW KaTeropuu COTPYIHHU-
KOB, K IPUMEPY, CPEAHEN 3apIuiaThl KEHILIUH MPO(eccCOPOB KOMITbIOTEPHBIX
Hayk. OtBet coctaBui 100 000S. 3aTem MbI MOXeM cHOpPMYIIUPOBATH €IIIE OJIUH
3amnpoc, HO YK€ Ha KOJIMYECTBO JKEHIIUH MPOPeccOpOB KOMIBIOTEPHBIX HaYyK.
OtBer - oguH. OcTaeTcs BHITOJIHUTD Pa3pEIIEHHbIHN 3apOC Ha MOUCK KEHIIUHbI
npodeccopa KOMIBIOTEPHBIX HAYK.

K npyrum xanamam ytedku uHGOPMAIIMA MOKHO OTHECTH aHAJIU3 OIIUOOK
U cooOmIeHui 00 ommrbKkax BpeMEHHU BBIMOJTHEHUS W aHAJIN3 BPEMEHU BBIMOJI-
HeHus 3anpoca. Hanpumep, 3ampoc:

select * from employee where 1/(salary-100000) = 0.23

TIO3BOJIUT JIETKO ONPEACIIUTh HAMUne coTpyaHuka, moryqaroriero 100000.
I'eneparus 3anmpoca win MoA3anpoca, BHIMOJHSIOUIETO CIOKHbIE (IJTUTEIbHbIE)
BBIYKCIICHUS IPU HATMYUU ONPEIETIEHHOr0 (MICKOMOT0) 3Haue- HUs HEKOTOPOTro
noJist B B/ Takke mo3BOJIUT BBISIBUTH HAIMUKE TAKOTO 3HA- YCHMUS.

[TpoTuBonelicTBUEe MOAOOHBIM YIpo3aM OCYUIECTBIIACTCS CIEAYIOUIUMHU
METOJIaMU:

e OJOKMPOBKA OTBETA MPU HEMPABUIHLHOM YHCJIIE 3aIIPOCOB;

® JCKa)XCHUE OTBETA IIyTEM OKPYIVIEHUS U JPYIrOW NpeIHaMEPEHHOU
KOPPEKIIMHU JaHHBIX;

e pasjescHue 0a3 JaHHBIX;



® CIyYaiHBIN BEIOOP 3amucH 11 00pabOTKH;
® KOHTEKCTHO-OPHUEHTHUPOBAHHAS 3aIIHUTA;
® KOHTPOJIb MOCTYIAIOIIUX 3aPOCOB.

MeTto OIOKUPOBKH OTBETa MPU HEMPABUIBHOM YHUCIIE 3alpPOCOB MPEAIo-
JaraeT OTKa3 B BBIIOJIHEHUH 3apoca, €CJIU B HEM COAEPKUTCS OOJbIIE Onpe-
JIEJICHHOT'O YMCJia COBHAJAOIIMX 3alUCced U3 MpEeAbIIyIINX 3apocoB. Takum
o0pa3oM, JTaHHBIA MeTOJl 00€CIeUrBAET BHITIOJIHEHUE MPUHIUIIA MUHUMAIb-
HOM B3aMMOCBSI3H 3allPOCOB. DTOT METOJ CJOKEH B PEaIu3alluu, TaK Kak
HE0OXO0IMMO 3alIOMUHATh U CPABHUBATH BCE MPEBIITYIIHE 3aIIPOCHI.

MeTon KOppEeKLMH 3aKJII0YAaeTCs] B HE3HAYUTEIbHOM U3MEHEHUH TOYHOIO
OTBETa Ha 3ampoc noib3oBarens. st Toro, 4To0bl COXpPAaHUTh TPHUEMIIEMYIO
TOYHOCTh CTATUCTUYECKON MH(POpPMalLUU, MPUMEHSETCS TaK Ha3bIBAEMBbIil CBO-
NUHT JaHHBIX. CYIIHOCTh €ro 3aKJIKYaeTcss BO B3aMMHOM OOMEHE 3HauyeHUH
MOJICH 3aliCH, B PE3yJIbTaTe Yero BCE CTATUCTHKH I-TO MOPSAKA, BKIFOYAO-
e 1 aTpuOyTOB, OKa3bIBAIOTCS 3AUIUIICHHBIMUA U1l BCEX 1, MEHBIIMX WIIU
paBHBIX HEKOTOpoMy uuciy. Ilpu cBommHre pes3ynbTaT BBIIOJHEHUS CTATH-
CTUYECKOM OIlepaluy HE MEHSETCS, HO €CIIU 3JIOYMBIIUICHHUK U CMOKET BbI-
SABUTh HEKOTOPbIE 000OIIEHHBIE JAHHBIE, TO OH HE CMOXET OIPEAEIUTh, K Ka-
KOM KOHKPETHO 3aIlUCH OHU OTHOCSITCA.

[TpumeHnsieTcs Takxe METOJ paszesieHus: 0a3 JaHHBIX Ha rpymnmnsl. B xax-
IYI0 TPYNIly MOXET ObITh BKJIIOUEHO HE 0oJiee ONMpeesIeHHOro 4ucia 3amu-
ceil. 3anpockl pa3pelieHbl K JJI000My MHOXECTBY I'PYII, HO 3alpelaroTcs K
IIOAMHOKECTBY 3alMCeN U3 OJHOU rpynmsl. [I[pumeneHue 3Toro meroaa orpa-
HUYUBAET BO3MOXKHOCTHU BBIJICICHUS JAHHBIX 3JI0YMBIIIJIEHHUKOM Ha YPOBHE
HE HW)Xe Ipymbl 3anuceid. MeTton pa3aenenus 0a3 JaHHBIX HE HaIlelsl HIHpPOo-
KOr0 TNPUMEHEHHUS H3-3a CJOKHOCTU IMOJYYEHUS CTAaTUCTUYECKHX JIaHHBIX,
OOHOBJIEHUS U PECTPYKTYpHU3ALUU JAHHBIX.

O (DEKTUBHBIM METOJIOM NPOTUBOACHCTBUSI MCCIIECIOBAHUIO 0a3 JaHHBIX
ABJISIETCSI METOJ] CIIy4allHOTO BbIOOpA 3amucen JUisl CTaTUCTUYECKOM 00padboT-
ku. Takast opraHusanusi BbIOOpa 3amucedl HE TO3BOJSET 3JI0YMBIIIJICHHUKY
IPOCIEAUTH MHOYKECTBO 3aIIPOCOB.

CyHOCTh KOHTEKCTHO-OPUEHTHPOBAHHOM 3aIMTHI 3aKJII0YAETCS B Ha3HA-
YeHUH aTpuOyTOB JOCTyMa (YTEHUE, BCTaBKa, y/najeHue, OOHOBIICHUE, YIIPaB-
JICHUE | T. JI.) DJIEMEHTaM 0a3bl JJaHHBIX (3aMUCAM, TOJISIM, TPYTIIaM TOJei) B
3aBUCUMOCTH OT MPEIBIIYIIMX 3anpocoB Mosb3oBaTens. Hampumep, mycTthb
MOJIb30BATENIO JIOCTYIHBI B OTAENBHBIX 3alpocax MOJisl: «UIECHTU(PUKALNOH-
Hble HOMEpa» U «(HaMHIUKA COTPYJHUKOB», a TaKXKe «HUICHTU(DHUKAMOHHBIC
HOMEpa» M «pa3Mep 3apaboTHOM miatb». COnoCcTaBUB OTBETHI MO 3TUM 3a-
IpocaM, MOJIb30BATENb MOXKET MOTYUYUTh 3aKPBITYIO HH(OPMAIUIO O 3apadboT-



HOM TUTaTe KOHKPETHBIX PaOOTHUKOB. J[JI1 MCKITFOUEHHS] TaKOH BO3MOXKHOCTH
MOJIB30BATENIO CIEAYET 3aIPETUTh JOCTYII K MO0 «UACHTU(PHUKATOP COTPYA-
HUKa» BO BTOPOM 3aIIpOCE, €CIIA OH YK€ BBIMOJIHUII IEPBBIN 3aMpoc.

Opnum u3 Hambomee d(HPEeKTUBHBIX METOAOB 3allUThl WH(pOpManuu B Oa-
3aX JaHHBIX SIBJIAETCA KOHTPOJb IMOCTYHAIOUIUX 3aIIPOCOB HA HAIMYHUE «IIOJI0-
3pUTEIBHBIX» 3alPOCOB WJIM KOMOHMHAIIMM 3alpOCOB. AHalu3 MOJ0OHBIX IO-
MBITOK IMO3BOJISIET BBISIBUTh BO3MOKHBIE KaHAJbI NOJyYEHHS] HECAHKIIMOHUPO-
BAHHOI'O JIOCTYIIA K 3aKPBITHIM JAHHBIM.

1.2 CKpbITble KaHanbl nepegavyu uHgpopmaumm

HedopmansHo mox ckpeiThiM kanaimom (Covert channel) nepemaunm un-
(opManuu MOHUMAIOT JIFOOOM KaHal CBsI3U, U3HAYAJIBHO Ul Mepefadyd WH-
dbopmanuu He peHa3HaYeHHBIN. B Oosnee 001iemM Bue Mo CKPHITHIM, HHAYE
KOCBEHHBIM KaHAaJIOM, HapyLIEHUS KOH(PUACHIMAIbHOCTU IMOAPA3yMEBAETCS
MEXaHU3M, IOCPEACTBOM KOTOPOro CyOBEKT, MMEIOIIMA BBICOKHI YpPOBEHBb
JIOIyCKa, MOYKET MPEIOCTABUTh OINPEACIICHHbIE aCIIEKThl KOH(PHUICHIIMATIbHON
nH(popmanuu cyObeKTaM, CTENEHb JIOMYCKa KOTOPHIX HHMXKE YPOBHS KOH(U-
JNE€HIUATBHOCTH 3TON HH(POpPMaLIUU.

Jlyis opraHu3aii CKphITOro KaHajia HeoOXOAMMBbI TpU Bellld. Bo-nepBbIX,
OTIIPaBUTEIb U TMOJyYaTedb AODKHBI UMETh JIOCTYI K 001eMy pecypcy. Bo-
BTOPBIX, OTIIPABHUTENb JIOJDKEH HUMETh BO3MOXXHOCTH HM3MEHSTh HEKOTOpBIE
CBOICTBa 00IIEro pecypca, a MojayyaTellb — UMETh JOCTYN Ha MPOCMOTp 00-
mero pecypca. HakoHen, oTHpaBUTENb M IMOIMy4yaTelb JOJDKHBI UMETh BO3-
MO>KHOCTb CUHXPOHU3HPOBATh CBOU JEHCTBUS.

CKpbITbIE KaHaAJIBI IPAKTUYECKA HEBO3MOKHO YCTPAHUTh, U HAIN yCHIIHS
JOJIKHBI OBITh HAIIPABJICHBl HA MUHUMHU3AIUIO IIPOMTYCKHON CHOCOOHOCTH 3THX
KaHayioB. HaBepHOe, eIMHCTBEHHBI CIOCOO YCTPAHEHMS CKPBITHIX KaHA-JIOB
3aKJIIOYAETCS B TOJHOW JIMKBUAAIMU BCEX OOILIMX PECYPCOB M BCEX KOM-
MYHHUKAIUH.

BbIaenstoT ciielyouue TUIbl CKPBITHIX KaHaJIOB:

1. CkpbITble KaHAJIBI 110 MAMSTH, B KOTOPBIX HHPOpMALIHS TTepeaaéTcs ye-

pe3 JOCTYIl OTIPABUTENS HA 3alMCh U MOJIydaTelsls Ha YTEHUE K OJHUM
U TEM e pecypcaM Wi o0beKTaM;

2. CKpbITbIE KaHAJIbI 10 BPEMEHH, KOTOPBIE XapaKTEPU3YIOTCS TOCTYIIOM
OTHPABUTENS U TIOJTYUYaTeNsl K OJHOMY U TOMY K€ MPOLECCY MU U3MeE-
HSEMOMY BO BPEMEHU aTpPUOYTY.

[IpuBenémM mnpumepbl CKpBITHIX KaHAIOB mepeaaund uHpopmanuu. Pac-
CMOTPHUM CHUCTEMY, B KOTOPOU MUMEIOTCS [1BA YPOBHS CEKPETHOCTU: BBICOKUI U
Huskuii. Ilepenaya undopmanuu ¢ ypoHs Huszkuii Ha ypoBeHb Bricokuit
paspelleHa, a B 00paTHOM HallpaBJIeHUM — 3anpenieHa. Llenp Hapymmrens co-



CTOWT B TOM, YTOOBI OPTaHU30BaTh CKPBITHIN KaHAJ JJIA Tepeaadn napopma-
MY OT TPOTPaMMHO-AIAPATHOTO areHTa, (GYHKIIMOHUPYIOMIETO B cpeae Bri-
COKHH, K IPyTOMY MPOTPaMMHO-ANNapaTHOMY areHty, (GyHKIIMOHUPYIOUIEMYB
cpene Huszkuit. CyObekt, GyHKUMOHUPYIOHIMK B cpene Bbicokuii, mMoxer
COBEpILIATh COBEPILIEHHO 0€300MAHbIC IEUCTBUS, HAIPUMEDP, MEHATbh HACTPOM-
KU MTapaMeTPOB O€30MaCHOCTH AJIEMEHTOB (haliJIOBOM CUCTEMBI, TOCTYIHbBIE JIJIs
HaOmonenuss B cpene Huskuit. B 3TOM cnydae 3/0yMBIIUICHHUK MOXKET
3aKOMPOBAThH TepeaaBaeMyto MHGOPMAIMI0 B 3HAYEHUAX MMApaMeTpoB 0Oe€3-
OTACHOCTHU T€X WJIM WHBIX JIEMEHTOB (PailJIOBON CUCTEMBI.

[IpuMep CKpBITOrO KaHajla Mo BpEMEHHU. B JaHHOM ciydae MEXIy ypOB-
HsMH Beicokuit 1 Huszkuii HET o0ImMX pecypcoB, 3a UCKIFOYEHHEM HEKOTOPOM
CUCTEMHON OMOJMOTEKH WM TMPUIOKEHHUS, JOCTYI K KOTOPOW BO3MOXKEH
TOJIbKO Ha yTeHue. JlJi1 opraHu3aiiy CKphITOro KaHasia repefaadyu uHdopma-
U cyOBeKT B cpene Bhicokuii MOKeT MOAYIUpPOBATh ONpeAeIEHHBIM 00pa-
30M MHTEPBAJIbI 3aHATOCTH OMOIMOTEKU, a CyOBEKT B cpene Huskuit — ckanu-
pOBaTh BpPEMsI 3aHSATOCTH OMOJIMOTEKH, OCYIIECTBIISSA 3aMpPOChl K HEM ¢ 3a/1aH-
HOM NIEPUOANYHOCTBIO.

Eme ogun npumep: cotpyanuk Alice ¢ ypoBHem nomycka Top Secret xo-
YeT MepefaTh HEKOTOPOE KOJUYECTBO CEKPETHOM HMHQOpMAIIUU COTPYIHUKY
TOM K€ OpraHu3allli, HO YK€ C MUHUMAJIbHBIM YPOBHEM JOMycKa. ¥ o0oux
COTPYJHUKOB €CTh JIOCTYM Ha YTEHUE HEKOTOPOTO KaTajora B 00IIeM pecypce.
JHonosnHutenbHO Alice MOXKET co37aBaTh U yAAlATh (Dailyibl B ’TOM KaTaJiore.
Tornma nis nepegaun napopmaruu Alice MOKET co3/1aBaTh M yAAIATh Gaii ¢
ONpE/ICJICHHBIM UMEHEM B 3TOM KaTajore ¢ 3apaHee yCJIOBJICHHOW Mepuoany-
HOCThIO. Eciiu monb3oBaTens Bob, mpocmarpuBast kaTaior, BUAUT B HEM ¢aii,
To nepenana 1, ecou Het — 0. Koneuno, mna mepenmauu, Hampumep, (aiina
pasmepom 100M6 ¢ nepuoanunocthio 1 cex (1 Oour B cexynay) Alice morpe-
Oyercs 25 net, HOo mns nepenaun 256-bit AES key yxe tpebyercst MeHblIe 5
MUHYT.

[Togxoapl K pEIICHUIO 3a/lauyd BBISBJICHUS CKPBITHIX KAaHAJIOB Ieperaydyu
MH(pOpMaIUU B HACTOSAIIEEC BPEMSI aKTUBHO M3y4arOTCS U COBEPIICHCTBYIOTCS.
Ha cerognsiinuii 1eHb Hanbosee pacpoOCTPaHEHbI CIEAYONNE METOIbI:

1. Meron pasnensembix pecypcoB Kemepepa, KOTOpBI COCTOUT B CEAY-
IOIIEM: I KaXKJIOr0 pa3fesiieMoro pecypca B CUCTEME CTPOUTCS Mat-
pHUlla, CTPOKH KOTOPOM COOTBETCTBYIOT BCEBO3MOXHBIM aTpuOyTam
pa3zensieMoro pecypca, a CTOJIOIBI — ONEePaIisaM, BBIMOIHSIEMBIM B CH-
cTeMe. 3HAYEHUs B SAYEMKax MaTPHUIbl COOTBETCTBYIOT BO3IECHCTBUSIM,
OCYILIECTBJISIEMBIM IPU BBIMOJHEHUH TEX WJIM MHBIX ONEpaluii B OTHO-
IICHUU aTpUOYTOB pazjiensieMblx pecypcoB. [lomyuuBiasics B pe3yib-



TaTe MaTpHIla MO3BOJIAECT OTCIACAUTh UH(POPMAIIMOHHBIE MOTOKH, CYIIE-
CTBYIOILIAE B CUCTEME.

2. CurHartypHbIIl aHaJIU3 MCXOJHBIX TEKCTOB IPOrpaMMHOr0 olecreue-
HUsl. [[aHHBIM METOJA MpEAIojaracT MPOBEICHUE aHAIW3a HMCXOJHBIX
TEKCTOB MPOrpamMM C IETbIO BBISIBJICHUS KOHCTPYKIIMM, XapaKTePHBIX
JUTSI CKPBITHIX KaHAJOB mepenadyn napopmarmu. Heo6xoamMocTs mpo-
BEJICHUS aHajiM3a aBTOMATU3WPOBAHHBIX CUCTEM B XOJ€ MPOBEICHUS
CepTU(PUKAMOHHBIX HWCIBITAHUN PETIAMEHTHPYETCS COOTBETCTBYIO-
IIUMHU OIEHOYHBIMH CTaHAApTaMU U OOBIYHO SIBIISIETCS HEOOXOIUMBIM
JUJIS1 BBICOKO JTOBEPEHHBIX CUCTEM.

1.3 SOL nHBbeKuum

Nubeknueit SQL (SQL Injection) Ha3bIBalOT TEXHOJOTHUIO B3JIOMa, KOTO-
past no0aBiiser B napameTp auHamuueckoro SQL He TpeOyeMoe 3HaueHue, a
HekoTopbid ko SQL. DTa TexHosmorus oco00 omacHa TeM, 4TO JIFOOOH, KTO
umeet goctyn K b/l unun Web-caiity opranusanuu, obpamatomeiica k bJI, u
Croco0eH BBOAUTH JTAHHBIE B TEKCTOBBIC MOJIS, MOTCHIUAIEHO MOXET CTaTh
MCTOYHUKOM aTak ¢ moMoupio MHBEKIM SQL. SQL-UHBEKIMS MOXKET BO3-
HUKHYTbH B CIEAYIOIIUX CIIy4asX:

e [epegaya BPEJOHOCHOTO KOJla B MapameTpbl TUHAMHYECKOIrO 3arpoca

(MpUKpeTUIIeMbIi Ko 1 u3MeHeHHbIe npeioxkenus WHERE);

® HempaBHWJIbHAsI 00pPaOOTKaA TUTIOB;
e qnouck ysassumoctd B CYB/I;
® YCIIOBHBIC OIIHOKHU.

CymiecTByeT MHOKECTBO BPEAOHOCHBIX MPUEMOB, MCHOJIB3YIOIIMX MPH-
KpemsieMbll koA U n3MeHeHHble npemnoxenuss WHERE. Paccmorpum cre-
OYIOIINE U3 HUX:

IIpukpensenue BpPeAOHOCHOr0 Koaa. /[oOaBieHwe TepMHUHATOpA WH-
CTPYKIMH, Apyroi WHCTpYKIuu SQL u comepXKuMOro BBOAA IMO3BOJISET
B3JIOMUIUKY ME€peIaTh NPOrpaMMHBIA KOJ B CTPOKY BblnoJiHeHHsA. Hanpumep,
MIPUIIOKEHUE CUNTHIBAET IIApaMETp customer K3 MoJisi BBOJA, pa3MELIEHHOTO Ha
dopme, u quHamMu4ecku hopmupyet ctpoky SQL Buma

qguery = " SELECT * FROM Customers WHERE CustomerName ='" +

customer +"'"

Ecnu monw3oBarens B3aMeH BBOJAA MMEHHM KIMEHTA BBOJAUT CIEAYIONIYIO
CTPOKY:

Cunopor'; Delete FROM Orders--

TO B JuHaMU4eckyro cTpoky SQL Oyner mo6aBnena unctpykuus DDL
DELETE, xotopas u OyAeT BbIOJIHEHA B MAKETE C OCHOBHOM:



SELECT * FROM Customers WHERE CustomerlD ='Cumopor'; De-

lete FROM Orders—--'

Tepmunarop wHCTpyKImH (;) 3aBepHIacT 3aJOKEHHYIO MPOTPAMMHCTOM
oneparuto, nocie yero CYBJ] paccmaTpuBaeT npoaobKAIOIIUMNACS TEKCT Kak
CJIEIYIOIYI0 MHCTPYKIIMIO B MAKeTe. 3aBepIlarolas KaBbluka Moria Obl Mpu-
BECTHU K OIIMOKE BBITIOJIHEHHMSI, OJTHAKO ATa MpodiiemMa MpOoCTO PEIIaeTCs MyTeM
noOaBiieHus Mapkepa komMmeHTtapus (-- 11 MS SQL Server). B pesynbsrate
MOJIyYHMM ITyCTYyI0 Tabnuily 3aka3oB (Orders).

Cpenu Apyrux NOMyJSIPHBIX MPUKPEIUISIEMBIX KOJIOB MOYKHO OTMETHUTh 3a-
myck komauael Xp _commandshell (8 MS SQL Server) u yctaHOBKY TapoJist st
MOJIB30BATEIS SA.

Hpuxpemnenue Or 1=1. Enie ogaum metoaom "nabexkuui’ SQL sBiser-
csa Mmoaudukanus npennoxxkennss WHERE niia BeiOOpku OoJbliero Koiauye-
CTBa CTPOK, YeM ObUIO MU3HAYAJIBHO MPEeAyCMOTpeHO. Ecnu nonp3oBaTeinb BBO-
JUT B TEKCTOBOE I10OJIE CTPOKY

123" Or 1=1 --

TO ycinoBue 1=1 (koTopoe Bcerja UCTUHHO) BHEAPSIETCS B MPEMJIOKECHHUE
WHERE:

SELECT * FROM Customers WHERE CustomerlD='123' or 1=1 --'

Tak Kak B MHCTPYKIIUU OTOMPAIOTCSA BCE CTPOKH, Jlajiee BCE 3aBUCUT TOJIb-
KO OT TOro, Kak cucreMa oOpabaTbiBaeT MHOXeCTBa CTpoK. OJHAKO HE3aBU-
CHUMO OT 3TOT0, MporpamMmMa cJiejaeT COBCEM HE TO, YTO JOJKHA ObLlIa C/IEeTaTh.
WNnu BBEaeM B moJie BBOJIa MAPOJIS CICTYIOIIEES

secreta net' Or 1=1 -- [Homyunm:

SELECT * FROM users WHERE username = 'james' AND password

= 'secret' OR 1=1--"

3navyenue 1=1 Bcerga MCTUHHO, TAKUM OOpa30M, 3HAaUYCHHUE MAPOJI YKE HE
OyJleT UMETh 3HAUCHUS.

KommenTupoBanue koaa. Emie ogHol pacnpocTpaHeHHOHN "WHBbEKIMEen"
koga SQL sBigeTCs KOMMEHTUPOBAHUE OCTAILHOW YaCTH KO, MOJIJIEKAIIETO
BBINOJIHEHUIO. Eciu mosb3oBarens BBoAuT B Web-popMmy perucrpaiuu Ha
caure:

UserName: Joe' --

Password : qwerty
TO PE3yJbTUPYIONIYI0 MHCTPYKIUIO SQL MOXHO OyJaeT mpouuTaTh ClEayro-
UM 00pa3om:

SELECT UserlD FROM Users WHERE UserName = 'Joe'--' AND
Password = 'gwerty'
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Bxitouenne Mapkepa KOMMEHTapusl B MOJIE€ UMEHU MOJb30BaTENs MPUBO-
JIUT K TOMY, 4TO AajbHenmas dactb npeanoxenuss WHERE, Bkmtouas ycio-
BUE JIJIS1 [TAPOJIsl, HTHOPUPYETCS.

I'enepanus omubok. IIposepka ya3Bumoctu st SQL MHBEKIUI TyTeEM
BBojma '*** B mome BBoga. OAMHOYHBIC KaBBIUKH BCTABIISIIOT TAKXKE B CTPO-
ky URL 3ampoca. Bo3nukaromias HeoOpaboTaHHasi OmrOKa MOXKET MPea0cTa-
BUTHh MHOTO WH(OpMAIUU IJis HapymmTess. Ecau B3MOMIIKMK MOTYYUT OMINO-
Ky BHUJIa

Microsoft OLE DB Provider for ODBC Drivers error '80040e14'

[Microsoft][ODBC SQL Server Driver][SQL Server]Incorrect syntax near the

keyword 'or".

/wasc.asp, line 69
TO BEPOSTHOCTHh OCYIIECTBICHUS BTOpxkeHUs myTeM SQL wmHBEeKInii Oyaet
JIOBOJIBHO BBICOKOM.

MoXHO Takke BBECTH KaBBIUKY IIPH 3ampoce ompeneseHHoro (aiina
(Hanmpumep My3bIKaJIbHOTO (paityia). B OTBET MOJIyYyuM 4YTO TO MOAOOHOE Clie-
ayromemy: Warning: file(./data/music/Sunny.mp3): failed to open stream: No
such file or directory in C:\Website\index.php on line 27. ITony4ennoe coo0-
nieHue 00 oImMOKe MO3BOJISET JIETKO Y3HATh, I/I€ XPAHATCS (abl.

OnpeneneHHbIM 00pa3oM chOpMYJIUPOBAHHBIE 3aMPOCHI MOTYT N1aTh JO-
CTYM K CTPYKTYpe AaHHBIX (MMeHaM mosier u Tadnui). Hanpumep, ais noucka
YA3BUMOCTH Ha cairte, HanmucaHHOM Ha si3bike PHP u ucnone3yrommm CYB/]
MySQL, MoxHO TTOTIPpOOOBaTh ClIeayFOIIICe:

http://.../php?id = 12 + union + select + null,null,null +

from + users/*

(3meck /* at0 cumBon kommeHTapusi B MySQL). [IpaBunbHbie BBIMOTHEHHBIC
3ampockl OyAYT COOTBETCTBOBAThH CYIIECTBYIOIIMM MMeHaM Tabnwui. Criemyer
IPOBEPUTH Ha CYIIECTBOBaHUE TaOIUII users, passwords, regusers u T.J. 3aTeM
BBITIOJTHSIEM
http://.../php?id=9999+union+select+'test',null, null/*
http://.../php?id=9999%+union+select+null, "test',null/*

BBox momo0OHBIX KOMaHII HEOOXOAMMO MPOAOKATH O TEX IMOp, MOoKa
Ha3BaHMe T0JIsI (cIoBO test) okaxkercs: B HyKHOM MecTe. «[1oae3HpIMuUY SIBJIS-
FOTCS TAKXKE CIIETYIOIINE KOMaH/bI:

http://.../php?2id=9999+union+select+null, DATABASE () ,null/*

http://.../php?id=9999+union+select+null, USER(),null/*
http://.../php?id=9999%+union+select+null, VERSION () ,null/*

MokHO Takke MmompoOOBaTh U YSA3BUMOCTH, MO3BOJISIIOIIYIO 3arpyaTh
(aiiel ¢ cepBepa:

http://.../php?id=9999%+union+select+null, LOAD FILE('/etc/p

asswd'),null/*
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Ecii HeT BO3MOKHOCTH IpUMEHEeHus UNioNn B 3anpoce (Hampumep, MySQL
uMeeT Bepcuro 3.*), TO MHBEKIIUIO MOXKHO HCIIONB30BaTh IJII TOTO, YTOOBI
3aCTaBUThH cepBep 0a3bl JAaHHBIX HcCUepIaTh BCE CBOU pecypchbl. st atoro
MOXHO wucnonb3oBaTh GyHkiuio BENCHMARK, koropas mnoBTOpsieT
BBIIIOJTHEHUE BBIPAXKEHUS €XPr 3aJJaHHOE KOJIMYECTBO pa3, yKa3aHHOE B apry-
MeHTe count. CoctaBiieHHBIN 3aMpoc OyAET BBITIISIETh CIACAYIOMIUM 00pa3oM:

http://.../php?id=BENCHMARK (10000000, BENCHMARK (10000000, md

5 (current date)))

1000000 3ampocoB mdS BBITTOTHSIOTCS (B 3aBUCUMOCTH OT MOIITHOCTH Cep-
Bepa), mpuMmepHo 5 cexyHna. Bnoxennbiii benchmark Oynmer BBITOMHATHCS
OYE€Hb JIOJITO Ha JI0OOOM cepBepe.

3ammura or SQL uHbekumii. [IpegoTBpaTuTh NPOHUKHOBEHHE ''MHBEK-
nui" K0Jja MOXKHO HECKOJIbKUMH Iy TSAMH.

1. B3zamen auHamuueckoro (GOpMUPOBAHUS HHCTPYKIUA HMCIOJIH30BAThH

MOATOTOBJIEHHBIE MHCTPYKIINH, HAIIPUMED:

PreparedStatement pstmt= conn.prepareStatement ("select
balance from account where account number =7?%);
pstmt.setString(l,accnt number) ;
pstmt.execute() ;

2. HpOI/I3BOIII/ITI> IIPOBCPKY THUIIA BBOAUMBIX JAHHBIX KW OI'PaHUYHBATb
YUCJIO BBOAUMBIX CUMBOJIOB.

3. Hcnonw30oBaTh COXpaHEHHBIC TPOILEAYPHI U (PYHKIIHUH.

4. IlpuMeHATH (PYHKIIUU, aBTOMATHYECKH YCTPAHSIOIINE MOTEHIIUAIBHO
OTTACHBIE CUMBOJIbI MJIM TTOCJIEIOBATEILHOCTH CUMBOJIOB, COJIEpIKaIne
TEPMUHATOPHI MHCTPYKIIMHA, KOMMEHTapHH, OJMHOYHBIC KaBBIYKH U
cumBosbl Xp_ (mmst SQL Server) u3 BBOAMMBIX jJaHHBIX. Hampumep:
dbynkuust 6mokupoBku mysql real escape string() B8 MySQL 6oku-
pPYET BBOJI OJIMHOYHBIX KaBBIYCK, TCPMHUHATOPOB WHCTPYKIIMH U TIPO-
yee.

5. TwmarenbHO onpenensTh NpaBa JOCTyNa, YTOObl MHCTPYKLUU HE UMETTU

paspeuienuit Ha 3anmyck DDL uncTpykimii.

6. Ortkitouath Bbljauy HEOOPaOOTaHHBIX OIIUOOK.

[Ipobneme mubekiuit koma SQL craeayeTr ynensTh MOBBIIMIEHHOE BHUMA-
Hue. Ecnu Baiie npuiiokeHue npearnoaraeT BBOJI 1aHHbIX U3 HTepHETa, U BbI
HE TMPEAyCMOTPUTE JIECUCTBUS, HANPABJICHHbIE MPOTHUB MOTEHIIMATbHBIX
UHBEKLNNA, pa3pyllieHne 0a3bl TaHHBIX CTAHET TOJIBKO BOIIPOCOM BPEMEHH.
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3. YnpaBneHue AOCTYNOM K AaHHbIM

B mo0oit opranuzanuu 1edCTBYIOT OINpeesICHHbIE TIPaBUiia HAKOTUICHUS U
WCIIOJIb30BAaHUSI CBEICHUI, OTPAaHWYMBAIOIINE JOCTYN K HH(MOPMALMOHHBIM
pecypcam. KoHKpeTHbIE MpaBuiia ONpenessitoTcss MHPOPMAIIMOHHON MOIUTH-
KON pYKOBOJICTBA MPEANPUATHS, OJHAKO B JIIOOOM cilydae pa3yMHbIE OTpaHH-
YEHUs JOCTyla OCHOBAHBI Ha CIEIYIOIIUX MPUHLUIIAX:

® TMpENNpUsTUE SIBISETCS COOCTBEHHMKOM BCeH cCilyxeOHOoW uH(popma-

LA, TTIOJYYEHHOW €T0 MOAPa3IeICHUSIMU WIIN CITYKalllUMU;

® [OJpa3JeICHUE WIH CIIyKAIIUN ABJISICTCS BIaACIIbLEM IIOJIYyYEHHON UM
uH(pOpMAIMU U MOKET UCIIOJIb30BaTh €€ B MHTEpecax NpeAnpusTHs 0e3
OTpaHUYCHHU;

® CIYyXaIlllui UMEET MPaBo JOCTyIa K TEM U TOJIBKO TEM CBEJICHUSIM, KO-
TOPBIC HEOOXOIUMBI JJIsl UCTIOTHEHHUS €T0 CIIY>KEOHBIX 003aHHOCTEH;

e CIOyXallWii MMEET MPaBO BBIITOJHATH TE, U TOJBKO TC MaHHUITYJISIUH
JOCTYITHBIMU CBEJICHUSMH, KOTOPBIC OOYCIIOBJICHBI €0 CIY)KCOHBIMH
0053aHHOCTSAMH.

OTHU NPUHIHUIIBI PEATTU3YIOTCS B BUJEC CUCTEMBI MPABUII, OTPAHUYHNBAIOIINX
MpaBa JOCTyMa CiyKalluxX K HHPOpMaIMOHHBIM pecypcaM npeanpusitus. Co-
BpeMeHHble CYBJ[ uMeroT Xopolio pa3BUTHIE CPENICTBA MOJACPKKU MO00-
HBIX IIPAaBWJI - MOJCUCTEMBI aIMUHUCTPUPOBAHUS NaHHBIX. Llenpro nmoacucre-
Mbl aIMUHUCTPUPOBAHHUS SIBIISIETCS OOECIIEYEHHE CAHKIMOHHUPOBAHHOTO JI0-
CTyla CIyXaluxX MNPEANpHusThs K XpaHUMbIM JaHHBIM. C KOHIIENTyaJlbHOMN
TOYKH 3PEHUsI OHA JOJDKHA oOecreurBaTh HajeneHue nonb3zoBareneit CYB]]
IIPUBUJIETUSIMU 110 OTHOILLICHUIO K JIAHHBIM M KOHTPOJUPOBATH MPENOCTABIIE-
HUE KOHKPETHOMY I10JIb30BATEII0 TOJIBKO OIPEACIIEHHBIX I HErO MPUBUIIE-
THH.

3a MpenoCTaBICHUE MOJb30BATENSIM JIOCTyNa K KOMIIBIOTEPHOU CHUCTEME
OOBIYHO OTBEYAET CHUCTEMHBIH aJIMHUHUCTPATOpP, B OOSI3aHHOCTH KOTOPOTO
BXOJUT CO3JaHUE YUYETHBIX 3aIUCEN IMOJIb3oBaTener. KaxxaoMy mosib30BaTesnto
PUCBAUBACTCA YHHUKAIbHBIA WACHTHU(PUKATOP, KOTOPHIN HCIOJIB3YEeTCs OIe-
PaAIMOHHONW CUCTEMOM JIJISl TOTO, YTOOBI OMPEACINTh, KTO €CTh KTO. C KaKIbIM
UIECHTU(UKATOPOM CBS3BIBACTCS TIAPOJIh, BEIOMPAEMBIN TOJIH30BATEIEM H H3-
BECTHBIM ONEpPAllMOHHOM cucteme. [lpu perucrpanuu moiap30Barenb JOJKEH
MPEIOCTaBIATh CUCTEME CBOW Mapoiib /it ayreHTudukaruu. [lomobHas npo-
Leaypa mo3BOJIsIeT OPraHU30BaTh KOHTPOJIUPYEMBIN JTOCTYII K KOMITBIOTEPHOU
CUCTEME, HO He 00s13aTelIbHO npeaocTasisiet npaBo Aoctyna k CYB /I nnu nnou
IIPUKIAAHOMN ITporpamMme. i1 mosryyeHus 1oap30BaTesieM IIpaBa J0CTy- Ma K
CVYB/I MmoxeT ucnoib30BaThCsl OTAEIbHAs Mog00Has mpoieaypa. OTBeT-
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CTBEHHOCTb 3a TpenocTaBieHue npas goctyna k CYBJl o0saHO HEeceT aamu-
HUCTpPATOp 0a3bl TaHHBIX, B 00SI3aHHOCTH KOTOPOTO BXOJUT CO3JaHUE WHIU-
BUIyaJIbHBIX WJEHTU(UKATOPOB MOJIb30BATENEH, Ha ATOT pa3 yKe B Cpejie ca-
moit CYBJI. Kaxnapiit u3 uaentudukatopos nojs3oateneit CYB]] Takxe cBs-
3bIBACTCSI C MApOJIEM, KOTOPBIM JOJKEH OBITh M3BECTEH TOJIBKO JaHHOMY
MOJIb30BATEIIO.

Hekoropeie CYB]] moanep>kuBaroT CIHUCKU pa3pelIeHHBIX HIICHTU(]UKA-
TOPOB IOJI30BATENEN U MApPOJEH, OTIIMYAKOLIMECS OT aHAJOTHUYHOIO CITMCKAa,
noanepxkuBaeMoro OC. Jlpyrue tunel CYB]Jl mogaepKuBarOT CHOUCKH, 3Jie-
MEHTBI KOTOPBIX IPUBEAECHBI B COOTBETCTBUE CYIIECTBYIOIIUM CIIUCKAM IOJIb-
30BaTEIEN ONMEPALMOHHONW CUCTEMBI U BBINOJHSIOT PETUCTPALNIO, UCXOAS U3
TEKYIIEero UACHTU(UKATOPA MOJb30BaTENs, YKA3aHHOTO UM IIPU PETUCTPALIUU
B CHCTEME. DTO MPEAOTBPAIIACT MOMBITKU MOJIb30BATENIEH 3aPETUCTPUPOBATH-
csa B CYB]I nox naeHTu(GUKaTOpOM, OTIUYHBIM OT TOTO, KOTOPBIM OHU TOJIb-
30BaJIv [IPU PETUCTPALIUU B CUCTEME.

Hcxons u3 BBINIECKA3aHHOTO, CPOPMYIUPYEM TEPMHUH «YIPABJICHHUE J10-
CTynoM» OoJiee JIeTajabHO. Ynpaenenue 0ocmynom eCTb METOJ| 3alllUThl UH-
dbopManui MyTeM peryJupoBaHMs MCIOJIB30BaHUS PECYPCOB CUCTEMBI (3JIe-
MeHTOB Bb/I, mporpaMMHBIX U TEXHUYECKUX CPENCTB). BritowyaeT ciemnyromiue
(GyHKINY 3aIIUATHI:

e yjeHTU(UKAIIMS TT0JIB30BATENIEH U PECYPCOB CUCTEMBI;

® YCTaHOBJICHUE MOJUIMHHOCTU O0BEKTa WM CyOBEKTa MO MpPEIbsBIICH-
HOMY UM UJeHTU(dUKaTOpy (ayTeHTU(UKALINSA);

® pasrpaHUYEHUE U MpOBepKa MmoaHoMounit (aBropuzanus). Coznanue
yCJIOBHUM pabOTHI B TIpe/iesiaX YCTAaHOBJICHHOTO PETrJIAMEHTa;

® pErucTpaius oopalieHul K 3alyiaeMbIM pecypcaM (POTOKOIUPOBa-
HUE U ayJuT);

¢ pPCarupoOBaHMC IIPHU IOINBITKAX HCCAHKIUOHHUPOBAHHOI'O JOCTYIIA.

3.1 UpeHTndpmkauma n ayteHTuMKauus nonb3oBarenen

Jlisg Toro 4to6sl mosyuuTh Aoctyn K BbJl, monp3oBaTens NOMKEH yKas3aTb
cBoii uaentudukarop (ID) u monTBepAMTH MPaBO HA €ro WCIOJb30BAHUE.
Ono3HaB NOJIb30BATEIIS, CUCTEMA FOTOBA BBINOJHATH ONEpAllMU HAJl TaHHBIMU
oT ero umeHu. B 3aBucumoctu ot TpeOyemol CTeNeHM 3allUIIEHHOCTH CH-
CTEMBI MOTYT HCIIOJIb30BaThCs Pa3IMYHbIC NTPOLEAYPHl YCTAHOBIEHUS JINYHO-
cTH nosb3oBarens. [IpuBenem mpocreimme 1 Haudosee 4acTo UCIOIb3yEMbIE
IpOrpaMMHBIE TPOLIEYPHI ayTEHTU(UKAIIMN, HE CBA3aHHBIE C aHATU30M «I10-
Yyepkay MoJib30BaTeld (HampuMep, M0 CKOPOCTU HAaXKaTWs KJIaBUII KIJIABUATY-
PBI U JUIMTEIILHOCTH May3 MEXY OTAEIbHBIMU HAXKATUSIMH):
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IHaponvuasa 3awguma. B npocteiiiem Bapuante ¢ ID cBsa3biBaeTcst mapoib
- W3BECTHBIA TOJILKO Biazenbily ID u cucreme Habop CUMBOJIOB (CEKpET).
MunumansHbI HaOOp moJHOMOYHMH BiaAenbiia ID B 3ToM BapuaHTe BKIIIOYA-
€T IpaBa BXOJa B CUCTEMY M U3MEHEHMs cBoero napoys. Hu oauH nmons3oBa-
Tenb (BKIIIOYAsi aMUHUCTPATOPa CUCTEMbI) HE UMEET MpaBa MPOCMOTpa Mapo-
nelt. [laponu xpaHsTCs B BUJE XAII-KOAa UK B 3alIM(PPOBAHHOM BHUJIE.

Peanusys nmaposipHy0 3alUTy, aAMAHUCTPATOP AOJLKEH ONPEAECIUTH All-
¢daBUT maposiel U UX JUIMHY, a TaK)KE YCTAHOBUTH MaKCHMAaJILHOE YHCIIO TI0-
MIBITOK BBOJIA MTAPOJISI /WM BpEMS PEAKIIUH MTOJIh30BaTENs Ha 3alpoc MapoJis.
Crnenyer UMeTh B BUIYy, 4TO 4eM Oorade andaBUT U JUIMHHEE MapOib, TEM
TpyAHEE B3JIOMATh 3alIUTy MyTEM ero nojoopa. OaHako, ¢ Apyroil CTOPOHBI,
JUIMHHBIA ¥ U30MIPEHHBIN Mapoib TpyJaHEEe BBECTHU Oe3 omwubok. /(s moBbI-
HMICHUS] HAJEKHOCTU 3aIIUTHl MOXKET OBITh YCTAHOBJIEH CPOK JCHCTBUS MapoJis
WM MaKCHMAaJbHOE YHUCJIO MOJAKIIOUYEHUN C 3TUM IaposieM. JlonmoIHUTEIbHO
BBOJISIT 3aJIEPKKy TPU BBOJIC HEMPABUIBLHOTO MapoJjsi, OTOPAKOBKY Maposiei
II0 CJIOBAPIO U KypHay UCTOPUM Iapose. B psie cirydaeB BBOAAT 3alpeT Ha
BBIOOp MApoJisi MOJIb30BaTENIEM U MPOU3BOJAT aBTOMATUYECKYIO T€HEpaIlUIo
I1apoJIsl.

3awguma '"eonpoc-omeem'’. boiiee CIOXHBIM BapUAHT 3alUTHl BXOAa
MOXeT ObITh TakuM. Brazgener ID BBOIUT npu perucTpanuu CEpuio BOIIPOCOB
BMECTE C OTBETaMH. BOMPOCHl UMEIOT JIMYHBIN XapakTep, MO3TOMY MpPaBUJIb-
HbI€ OTBETHI HA HUX HEBO3MOXHO yrajats. Hanpumep: "Ha kakyro MIKOJIBHYIO
KIMYKY OT3bIBaeTcsa Bam memsinuuk?", "I'ne poawnack Bama 6a0ymka?" u
T.I1. /{71 yCcTaHOBIIEHUS IMYHOCTH ITOJIB30BATEIISI IIPU TIOMNBITKE BXOJ1a CUCTEMA
IPEIBSBIISICT €My CIIy4aitHO BHIOPAHHBINA BOMIPOC(BI) U3 ITOM CEpUHU.

Ilpeoonpeodenénnvtit ancopumm. ECv NOTEHIMATBHBIA 37I0YMBIIILICHHUK
MOET NOAKIIOYUTHCS K KOMMYHUKAIIMOHHOW JIMHUM, CBSI3BIBAOIIECH KOMIIb-
IOTEP-KIIMEHT C CEPBEPOM, TO IS 3aLMTHI BXOJa MOKHO MCIIOJIb30BATh MPE-
ONIPENEIICHHBIM aIrOpUTM, U3BECTHBIN Baaaenslly ID u cucreme. [Ipu monbit-
K€ BXOJa CUCTEMa MPEABSIBIISIET MOJIB30BATEIIO CiiydaitHoe uncio. [Tonp3oBa-
TEJb JOJKEH BBITIOJIHUThH HY)KHBIE MTPE0Opa3oBaHusl U BBECTU pe3yibTar. llo-
CTOPOHHMI HaAOII0JaTeh Ha JIUHUM MOXKET YBUIETh TOJBKO MCXOJHOE U KO-
HEYHOE yuclia. Takoro BUa 3alMTa MOoJdydria MUPOKOE pacpOCTPAHEHUE B
NutepHet cucremax goctyna Kk 0aHKOBCKOMY cueTy. Briaaenbily cuera Bbljia-
€TCsl CIEUHAIbHOE IMOPTATUBHOE YCTPOWCTBO, OCHAIIIEHHOE CUYWTHIBATEIEM
uH(popmaruu u3 yuna 6aHKOBCKOW cMapT-KapThl. [Ipu ycraHoBIeHUU coenu-
HEHUS BIIaJIeJIel] JOJKEH BHAYAJIE BCTABUTh KAPTY B CUMTHIBATEIb, BBECTH ITUH-
KOJI, @ YK€ 3aTeM BBECTHU CIIy4ailHbIM 00pa30oM CreHEPHUPOBAHHOE HACTPAHUIIE
nocryna yucyio. OTBET JaHHOTO YCTPOUCTBA MOCHUTAETCS OOPAaTHO Ha CEPBED.
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[Tpu coenuHeHuM Mo ceTy ayTeHTU(UKALMIO JOHKHBI MPOUTH 00a coeu-
Hstomuxcs oobekra. [locne ycraHoBIeHUsT cCOeTMHEHUST HEOOXOANMO BBITIOJ-
HUTb TPEOOBAHUE 3AIIUTHI IPU OOMEHE COOOLIEHUSIMMU

® [0Jy4aTesb J0JKEH ObITh YBEPEH B MOJJIMHHOCTH HCTOYHUKA JAHHBIX;

® [IOJydYaTeh JAOJKEH OBITh YBEPEH B IMOJIMHHOCTHU TIEPEIaBaECMBbIX
JIAaHHBIX;

¢ OTIIPAaBUTCIIb JOJIZKCH OBITH YBEPCH B JOCTABKC JaHHBIX ITOJIYUATCIIIO,

® OTIIPaBUTENb JOJDKEH OBITh YBEPEH B IMOJUTMHHOCTH JTOCTABICHHBIX
JTAHHBIX.

BBITTOTHUTB 3TO TpeOOBAaHUE 3AIUTHI MOYKHO C IIOMOIIBIO TaK Ha3bIBAEMOM
uudpoBoit noanucu. Eciiu Bce 3Tu yeTbipe TpedoBanus peanuzoBanbl B KC,to
oOecrieunBaercss (YyHKUMS MOATBEPKIACHUS (HEOCIIOPUMOCTU MEpeadn).
OTmpaBuTeNb HE MOKET OTPULATh HU (PAKTA MOCBLIKH COOOIIEHHUS, HH €r0 CO-
JepXaHus, a MoJdyyaTeslb He MOKET OTpHULaTh HU (pakTa MOITydeHHs cooOIie-
HUS1, HU ITIOJUIMHHOCTHU €r0 COAECPKaHU.

WNudopmanius 0 3aperucTpupoOBaHHbIX Moib3oBaTensax b/l xpanurtcsa B ee
cucteMHoM Katanore. CoBpemennble CYB/] He uMmeroT o0IIero cuHTakcuca
SQL-npennoxxeHus coeauHeHUs ¢ 0a30M JTaHHBIX, TaK KaK UX COOCTBEHHBIM
CHUHTAKCHC CIOXuWiIcs panblue, yem ctanaapt ISO. Haubonee yacto ynorpeo-
asercs npemnoxkenne CONNECT. Hanpumep, nis IBM DB2:

CONNECT TO <BI> USER <nosb3oraTesib> USING <napoJjb>

CoenuHeHue Cc cuCTeMOW HE WIACHTH(PHUIIMPOBAHHBIX TOJB30BaTENCH U
MOJIb30BaTENeH, Y KOTOPBIX MPOBEpPKA MOJIMHHOCTH MPEABSBICHHOTO UCH-
TU(UKaTOpa IPHU ayTeHTU(DUKAIIMM HE MOATBEPANIIACH, UCKIt0YaeTcs. B mpo-
1ecce ceaHca padbOThl MOJb30BaTeNd (OT YJIaYHOrO MPOXOXKIAEHUST UACHTU(DU-
Kallud U ayTeHTU(UKAIMHA O OTCOCTUHEHHs] OT CUCTEMBI) BCE €0 JCHUCTBUS
HETMOCPEACTBEHHO CBS3BIBAIOTCS C pe3yibTaroM uaeHTHdukamumu. Otcoenu-
HEHUE TOJIH30BATEINsI MOXKET ObITh KaK HOPMAJIbHBIM, TaK U HACUIHLCTBEHHBIM
(MCXOnAIUM OT TOJIb30BaTENA-aIMUHACTPATOPA, HAIPUMEP B Clydae yjaie-
HUS NI0JIb30BATENs WIK MPU aBapUHOM OOphIBE KaHala CBSI3U KJIMEHTa U cep-
Bepa). Bo BTOpoMm cityuae mosp30BaTehb J0JDKEH ObITh MPOUHGOPMHUPOBAH 00
ATOM, W BCE€ €ro JACMCTBHS aHHYJIMPYIOTCS 10 MocieaHel (ukcanuu u3MeHe-
HUH, TPOU3BEICHHBIX UM B TabuIax 0a3bl JaHHBIX. B 11060M cirydae Ha Bpemst
ceaHca paOOTHl MIECHTU(PUIMPOBAHHBIA TMOJB30BATENb OYyIeT CyOBEK- TOM
J0CTyna Jii CPEACTB 3allUThl MHPOpPMAIMM OT HECAHKUHOHHUPOBAHHOTO
noctyna CYB/I.
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3.2 AsTopusauus Nonb3oBaTenemn

ABTopH3anus TOJIb30BaTelie (CyOBEKTOB JOCTyMa) 3aKkjiIio4yaeTcs B
MPEOCTaBICHUN OMPENICICHHBIX MpaB (MM MPUBWIETHI), MO3BOJISIONINX UX
BJIAJICJIbIY UMETh 3aKOHHBIM JOCTYI KaK K CaMOM CHUCTEME, TaK U K €€ OT-
JenbHBIM 00BbeKkTaM. Bece CyOBEKTHI TOCTyma MOTYT OBITh Pa3e/ICHbI IS CH-
creMbl Ha psj kateropuid, Hanpumep: CONNECT, RESOURCE u DBA. Habop
Takux Kareropuil ompenengercs npousBoautenem CYBJl. Hapactanue
BO3MOXHOCTEH (IMOJTHOMOYMI) JIJIsl KaKJIOTO OTIEIBLHOTO BUA MOJKIIOUECHUS
MPOUCXOJUT B YKA3aHHOM IOPSIKE:

CONNECT - koneunsle moJsib30oBaresd. [lo ymoluaHuio UM paspernieHo
TOJIBKO CO€JIMHEHUE ¢ 0a301 JaHHBIX U BBHITIOJIHEHHUE 3alIPOCOB K JIAHHBIM, BCE
UX JIEVCTBUA PETJIAMEHTUPOBAHBI BBIJAHHBIMU UM MPUBUJIETUSIMU;

RESOURCE - npuBmierupoBaHHbIC TOJ30BATENIH, 00IaAAI0NINE TPABOM
CO3/laHUsI COOCTBEHHBIX OOBEKTOB B 0a3e JMaHHBIX (TAaOJUIl, TPEACTaBICHUN,
XPaHUMBIX MPOLETYP U TPUTTEPOB).

DBA - karteropusi aiMUHUCTPATOpPOB 0a3bl JaHHBIX. BKiItoyaeT BO3MOX-
HOCTH 00euX MPEeabIAyIINX KaTEeropuid, a TakkKe BO3MOKHOCTb PETUCTPUPO-
BaTh CYOBEKTHI 3aLIUTHI WM U3MEHSTh UX KaTETOPHUIO.

Cnenyetr oco00 oTMeTuTh, uTo0 B HeKOTOpPhIX CYBJl amMuHucTpaTUBHBIC
JEUCTBUA TaKXKe pa3fesieHbl, YTO OOYCIOBIUBAET HAIMYUE JOMOTHUTEIHHBIX
kareropuii. Tak, B Oracle monb3oBarens ¢ umeHeM DBA sBnsiercs amMuHM-
CTpaTOpoOM cepBepa 6a3 JaHHBIX, a HE OJHON-ESAUHCTBEHHOM 0a3bl JaHHBIX. B
IBM DB2 cymectByer psag kareropuit ammunuctpatopoB: SYSADM
(HaMBBICHINI YpPOBEHb;, CUCTEMHBIM aIMUHUCTpATOp, OOJIATaAOIUi BCEMU
npusuierusmu ); DBADM (agmunuctpaTop 0a3bl JaHHBIX, 00JIaal0MIUNA BCEM
Ha0OpOM MPUBWIETUN B paMKax KOHKPETHON Oa3bl AaHHBIX). [IpuBuie- ruu
yIIpaBJICHUs] cepBEpOM 0a3 JaHHBIX UMEIOTCS Yy MOJIb30oBaTelel ¢ UMEHa- MU
SYSCTRL (HauBbIcHIMII ypOBEHb MOJHOMOYMN YTNPABIEHUS CHCTEMOU,
KOTOPBIM MPUMEHSIETCSI TOJIBKO K OTNEpaIusM, BIUSIONIMM Ha CUCTEMHBIE pe-
CypPChI; HEMOCPEICTBEHHBIN HOCTYN K JAHHBIM 3aMPEIIEH, pa3pelIeHbl Orepa-
UM CO3JaHus, MOIU(PUKAIINY, yIAJICHUS 0a3bl JAHHBIX, CO3/IAHUE U yIaJICHUE
TaOJIMYHBIX MPOCTPAHCTB). [[71s1 Kak10i aAMUHUCTpAaTUBHOM oreparuu B IBM
DB2 onpenenen HeoOX0AUMbIN HA0Op aIMUHUCTPATUBHBIX KaTETOPH, K KO-
TOPBIM JIOJIKEH MPUHAJJIEKATH MMOJIb30BATENb, BBITOIHSIIOMINI TOT WM UHOMN
3ampoc aAMUHUCTpUpOBaHUs. Tak, BBIMOIHATH ONEpallii Ha3HAYCHUSI TPUBU-
jeruii nmonws3oBareasaM MoxkeT SYSADM unu DBADM, a mis Toro 4ro0nl co-
31aTh OOBEKT JaHHBIX, I[IOJH30BATEIh JOJDKEH 001anaTh NPUBUIICTHCH
CREATETAB.

AnmuHHCTpaTOp Kaxaou b/l 3aHMMaeTcsi CO3MaHUEM CITUCKA BO3MOKHBIX
nosnes3oBaresien b/l v pasrpaHruYeHUEM IOJIHOMOYUM 3TUX I10JIb30BATEIICH.
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JlaHHBIE O pa3rpaHUYEHUAX pacrloJiaraloTcsi B cucteMHoM Katainore b/[. Oue-
BHJIHO, YTO JIaHHAs MHGOPMAIIHSI MOKET OBITh HCTOIb30BaHA JJIT HECAHKITHO-
HUPOBAHHOIO JOCTYIA M IMOATOMY TaKXe MOJJIEKHUT 3alIUTe. 3aluTa 3THX
JAHHBIX ocylecTBisieTcs cpeacrsamu camori CYB/I.

B macrosimiee BpeMs HamboJee 4acTO MCIONB3YEeTCS TPU OCHOBHBIX TIOJI-
X0J1a K pa3rpaHUYCHUIO JOCTYIa: H30MpaTENbHbIN, 003aTebHBIA U POJICBOM.
N30upaTenbHblil MOAXO0] OMUCHIBAETCS IUCKPELIMOHHON MOJENbI0 pa3rpaHu-
yerust jmocrymna, Discretionary Access Control (DAC), o0s3arenbHbIA WM
MMOJTHOMOYHBIA — MaHJAATHOW MOJENbIO pa3rpaHudeHust aoctyna, Mandatory
Access Control (MAC). O6a obecrnieunBalOT CO3IaHUE CUCTEMBI 0€30IacHO-
ctu Kak misg bJl B mienom, Tak u A1 OTAEHBHBIX €€ 00BEKTOB - TaOIHII, TIPE/I-
CTaBJICHUM, KOPTEXKEW U T.JI. BIUIOTh IO KOHKPETHOI'O 3HAYECHUSI HEKOTOPOTO
atpulOyTa B OIpPEJCICHHOM KOPTEXE OIPEACNICHHOro OTHoleHus. PoneBas
MojieNb pasrpaHudenus aocryna, Role Based Access Control (RBAC) siBns-
€TCSl B HEKOTOPOM CMBICJIE KOMOMHAIMEH BhIlIeyKa3aHHbIX Mojieneit. CrienyeT
YIOMSIHYTh TaKXe€ U MOJENb KUTallCKOW CTEHBI, 3aKIIOYAIOIIAsACS B BO3BEIE-
HuU (uzndeckoro 6apbepa mexay bJl u rpymnmnoi aBTOpU30BaHHBIX JIHUI, U
OCTaJIbHBIM MUPOM.

3.3 AucKpeuUOHHOe pa3rpaHM4eHue gocTtyna

N36upatenbHbI MOAXO0/, OMUCHIBAEMbIA JTUCKPEIMOHHONW MOJICTBIO pa3-
TPAaHUYCHUS JTOCTYIIA, SBIISETCS HAaMOOJee MPOCTHIM OTHOYPOBHEBBIM ITOAXO-
JIOM K o0ecnieueHnro 0e3zonacHocTh. OCHOBHBIMH €T0 MOHATHUSIMHU SIBISIOTCS:

® CyOBEKT - CHCTeMHBIH HaeHTU(UKATOp, OT uMeHu kKotoporo CYBJI

BBITIOJIHSET OMpPEIeNICHHbIE NEUCTBUS HaJ ONPEACIICHHBIMU 00bEKTaMHU.
[TonsiTue cyOBEKTa OTIAMYACTCS OT TMOHATHUS TMOJIH30BATEIh KOMIIBIO-
TEPHOW CHCTEMBI, MIOCKOJBKY WHUIIMUPOBATh H3MEHEHUE WH(OpMaIuu
MOTYT TaKXe U CUCTEMHBIC MTPOIICCCHI;

e O00BEKT 3aluThl - YacTh bJl, Ha KOTOpPYIO pacpoCcTpaHseTCs JeHCTBUE
KOHKPETHOTO TMpaBuiia 0€30MaCHOCTH; 3TO MOXET OBITh IpyIia OTHO-
[ICHUH, OTACIIBHOE OTHOIIIEHUE, MTOJIMHOKECTBA aTpUOYTOB U T.1.;

® TMPUBWIETHUSA - JEHCTBUE HAJ OOBEKTOM 3aIlUTHI, KOTOPOE MOXKET OBITh
COBEPIIIEHO OT UMEHU KOHKPETHOTO UIACHTU(UKATOPA.

Nudopmarus o mpuBUIIETHIX COXpaHSAETCS B CUCTEMHOM Katanore. OHa
HCTOJIB3YETCSI CUCTEMOM ISl IPUHATHS PELICHUS O BBINOJHEHUU 3alpOIICH-
HBIX CyOBEKTOM Orfeparuii Haj JaHHbIME. [Ipu 3TOM AeiCTBYEeT MPUHITUI: 3a-
IIPELIEHO BCE, YTO HE Pa3pelICHO sIBHO. BhIACIAIOT ABa THUIIA IPUBUIETUM:

1. CucreMHble NIPUBUJIETHH - MPaBa HAa CO3JaHUE U MOAU(DUKAIINIO 00BEK-

toB B/l (1moap30BaTeneil, UMEHOBAHHBIX OTHOIICHUH, TPaBUJI U T.11.);
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2. OObeKTHbIC MPUBUIIETUH - MIpaBa Ha UCIOJIH30BAaHUE OOBEKTOB B OIIE-
panusx MaHUITYJTUPOBAHUS JAHHBIMH.

JluckpernmonHasi MOJIeib pasTpaHUYCHHS JOCTYIla OCHOBBIBACTCS Ha Clie-
JTYFOIIMX OCHOBHBIX TOJIOKCHHSX
1. Bce cyOBeKTBl M OOBEKTHI JOJDKHBI OBITh OJHO3HAYHO HIACHTH(HUITU-
POBaHBI;

2. Jns moboro oObEeKTa JOMKEH OBITh ONPEACNICH I0JIh30BaTENb-
BIIAJIETIELI;

3. Branmenen o0bekTa o0iagacT MpaBOM OINpPEAENEHHUs MpaB J0CTyHa K
00BEKTY CO CTOPOHBI JTIOOBIX CYOBEKTOB;

4. B cucrteme cymiecTByeT NpUBWICTUPOBAHHBIN MOJIH30BaTENb, 00JIa1a-
IOIHUM MPaBOM MOJIHOTO JOCTyHa K JI0OOMY OOBEKTY (WM MpaBoM
CTAHOBHUTBHCS BIIaJICNIBIIEM JIFOOOTO 00BEKTA).

[TocnegHee CBOMCTBO OMNpENENsieT HEBO3MOXKHOCTh CYLIECTBOBAHUSI B CH-
CTeME MOTEHUUAIBLHO HEIOCTYIHBIX OOBEKTOB, BIAJENEl] KOTOPHIX OTCYT-
cTtByeT. Ho peanuzanusi 3TOro MOJOKEHUS HE O3HAYAET, YTO MPUBHIETUPO-
BaHHBIN MTOJIB30BATENIb MOKET UCIOJIb30BATh CBOU MOJTHOMOYMS HE3aMETHO IS
peantbHOTO BiIaJIeNblla 00BEKTA.

Yame Bcero BnajenblieM 0a3bl JaHHBIX sBisieTcss AnmunucTparop bJl.Emy
MPE0CTaBIEHbI BCE CUCTEMHBIE U 0OBEKTHBIC MMPUBUIIETHH. B yacTHO- CTH, OH
MMEET MPaBO PETUCTPAIlMUd HOBBIX IMOJIH30BATENIEM U TPEAOCTABICHUS UM
MPUBWIETUN, KaK CUCTEMHBIX, TaK U 00beKTHBIX. [lonb30BaTeh, UMEIO- U
CUCTEMHBIC TTPUBUJIETUH, SIBIISICTCS BIIAICIIbIIEM BCEX CO3/IaHHBIX UM OOBEKTOB,
UMEET MO OTHOUIEHUIO K HUM BCE€ MPUBWIETUH U MOXET MPEI0- CTABISTh UX
MNOJIHOCTBIO WJIM YaCTUYHO JPYTrUM [OJb30BaTENsIM. MUHUMaANb- HOMI
CUCTEMHOW NpUBHWIIETHEN sBIIgeTCS mNpaBo noakiatoueHuss k CYBJ[ - mpu-
Busierus Bxoza. OHa oJbKHA OBITH PEIOCTaBICHA KaKIOMY CITyKalleMy, KO-
TOPBIN B CHITY CBOMX CITY>KEOHBIX 00513aHHOCTEH UMEET TaKoe MPaBo.

JIucKpermoHHoe pa3rpaHUueHUE JOCTyIa peaanu3yeTcss Ha OCHOBE MHOXe-
CTBa pa3pelIeHHbIX OTHOIICHUHN JTIOCTyMa B BUJIE TPOCK — «CYOBEKT JOCTyma —
TUIl 10CTyIa — OOBEKT JOCTyna». HarisinHbpIM U pacrpoCTpaHEHHBIM CIIOCO-
60oM (opMaTM30BaHHOTO MPEACTABICHUS JTUCKPEIIMOHHOTO JOCTYIA SIBISETCS
MaTpuIia J0CTyIa, yCTaHABIMBAIOIIAs MEePEeUeHb MOIb30BaTeseil (CyOheKTOB)
Y MEpEUCHb Pa3pENIEHHBIX Onepannil (MpoLeccoB) MO0 OTHOMIEHUIO K KaXKI0My
00BeKTy 0a3bl MaHHBIX (TaOIUIIKI, 3apockl, popmel, oTueTsl). Ha Puc. 1 npu-
BEJICH MPUMEP, WLTIOCTPUPYIOIINN MaTpully AocTymna. JJlaHHOe mpencTasiie-
HUE SIBIIIETCS CXEMATHUYHBIM, MOCKOJbKY B pensiunoHHbIX B/l BcienctBue
TpeOOBaHMs TIEPBOM HOPMAILHON (POPMBI TSI KKJIOTO THIIA JTOCTYMa HEKO-
TOPOro CyOBbeKTa K HEKOTOPOMY OOBEKTY OTBOJUTCS OTIEIbHAs 3aIUCh.
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O0BbexTbI
Kinenrsi Tosapbl 3akasbl
CyO0beKTbI
YTEHHE, BCTaB- | YTCHHUE, BCTAB- | YTEHHE, BCTAaB-
Cunopos Ka, MomuduKa- | Ka, MomupuKa- | Ka, MoAu(UKa-
U ST s
YTEHHE, YTeHHE YTEHHE
IleTrpos
BCTaBKa
HNBanoB YTCHUE YTCHHE

Puc. 1 Mopaenb 6e301macHOCTH Ha OCHOBE MaTPHIIBI JJOCTYIIA

B pamkax AMCKpEIMOHHOW MOJIENIM CYIIECTBYET JiBa MOAXO0/a YIIPABICHUS
JIOCTYIIOM:
e 00pPOBOJIBLHOE YIPABICHUE TOCTYIIOM;

¢ IIPHUHYIUTCIBHOC YIIPABJICHUC JOCTYIIOM.

[Ipu 10OGPOBOJIBLHOM YIPABIECHUU JOCTYIIOM BBOJMTCS TaK Ha3bIBAEMOE
BiajieHue oObekTaMu. Kak mpaBuiio, BiajenbliaMd OOBEKTOB SIBJISIOTCS Te
CyOBeKTbl 0a3bl JTaHHBIX, MPOLECCHl KOTOPBIX CO3JalH COOTBETCTBYIOLIUE
00bekThI. J[0OpOBOJIBHOE YyHpaBiICHUE TOCTYIOM 3aKIIOYAETCsl B TOM, YTO
MpaBa Ha JIOCTYI K 00BEKTaM OIpPEEsaioT UX Biajienblibl. MIHaue roBops, co-
OTBETCTBYIOIIUE SYECHKU MaTPUIIbl JOCTYyMa 3aMOIHSIOTCS TEMU CyObEKTaMU
(Tmosib30BaTENAMM), KOTOPHIM NPUHAJICKAT TpaBa BJIaJCHUS HaJ COOTBET-
CTBYIOIIIMMHU OO0BEKTaMu 0a3bl JaHHBIX. BrageHue HEKOTOPHIM OOBEKTOM
MIPENOCTABIISICT €ro BIAJENbIly BECh BO3MOXKHBIA HA0Op MPUBUJIETHIM B OTHO-
HMIEHUH 3TOr0 00BEKTa. DTO MPABUIIO MPUMEHSETCS KO BCEM aBTOPU3UPOBAH-
HBIM TI0JI30BATEIISIM, TIOJTYYAIOIINM TIpaBa BJIaJICHUS ONPEICICHHBIMUA 00bEK-
TaMH. JIF000M BHOBb CO3MaHHBIN OOBEKT aBTOMATHYECKHU IEpeIaeTCs BO Blia-
JIEHUE €T0 CO3/aTelt0, KOTOPHIN M MOJTy4YaeT BECh BO3ZMOXKHBIM HaOOp MPUBH-
Jeruit s qaHHoro oowvekTa. [IpuHapiexaniue BiIajenbily IPUBUIETUA MOTYT
OBITH MEepelaHbl UM JPYTUM aBTOPU3HPOBAHHBIM MOJIb30BaTesiM. [1pu mpeno-
CTaBJICHUM TOJIb30BATEI0 HEKOTOPOU MPUBHUIETUM JIOMOTHUTEILHO MOXKHO
yKa3bIBaTh, MEPEIACTCS JIM €My MPaBO MPEAOCTABIATh ATy MPUBUIIECTHIO JIPY-
TUM TI0JIB30BaTENIsIM (YK€ OT UMEHM 3TOTr0 MoJib3oBaresis). EctecTBeHHO, UTO
B 3ToM ciiydyae CYB][ nomkHa KOHTPOJIMPOBATH BCHO HEMOYKY MPEAOCTaBIIC-
HUS TIPUBWIECTUN TOJIB30BATENISIM C yKa3aHHWEM TOTO, KTO MMEHHO €€ Ipejo-
CTaBWJI, YTO MO3BOJIUT MOAJIEP>KUBATh KOPPEKTHOCTh BCEro Habopa yCTaHOB-
JICHHBIX B CHCTeMe NpuBuieruii. B wactHoctn, 3Ta nndopmarus Oyaer Heoo-
X0JIUMa B CITy4ae OTMEHbI MPEIOCTAaBICHHBIX pAHEE MPUBUIIETUI JJIsl OpraHu-
3al[My KacKaJHOTO PaclpOCTPAaHEHUsI BHOCUMBIX M3MEHEHHUUN CPeau LEMNOYKH
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noJyib3oBareseil. B pesynpraTte npu 100pOBOIBHOM YIPaBIEHUH JOCTYIIOM pe-
ANU3yeTCs] TMOJHOCTBIO JELEHTPAIM30BAHHBIN MPUHUMUII OpraHu3alud |
yIpaBJICHUs MPOLIECCOM pa3rpaHUueHus AocTyna. Takoil moaxona obecreuu-
BaeT r'MOKOCTh HACTpauBaHUs CHCTEMbl pa3rpaHUYEeHHs JocTyrna B 0aze JaH-
HbIX Ha KOHKPETHYIO COBOKYMHOCTH IOJIb30BAaTENEN U PECYpPCOB, HO 3aTPy/I-
HSIET OOUIMIT KOHTPOJIb U ayJUT COCTOSHUS O€30IIaCHOCTH JJAHHBIX B CUCTEME.

[IpyHYIUTENBHBIA MOAXO K YIPABICHUIO JOCTYNOM IPEAyCMaTpPUBAET
BBEJCHUE E€IUHOIO LIEHTPAIM30BAHHOTO AaJMUHUCTPUPOBAHUS NOCTyIoM. B
0a3e MaHHBIX BBIICISETCS CHEIUAIBHBIA JOBEPCHHBIA CYOBEKT (aIMUHUCTpPA-
TOP), KOTOPBIN (M TOJIBKO OH), COOCTBEHHO, U ONPEIEIIACT pa3pelieHus Ha J10-
CTYIl BCEX OCTAJIbHBIX CyOBEKTOB K 0ObekTaM 0a3bl NaHHBIX. MHaue rosops,
3aMOJIHATh U U3MEHSTh STYEHKH MaTpHULbl JIOCTyNa MOXKET TOJbKO aJIMUHH-
cTparop cuctembl. [IpuHyIuTEnbHBIN cioco0 obecreunBaeT 0ojiee KECTKOE
LEHTPAIM30BAaHHOE YNPAaBIIEHHUE HOCTYNIOM. BMecTe ¢ TeM OH SIBISETCS MEHee
rMOKMM M MEHEE TOYHBIM B IIAHE HACTPOWKH CHCTEMbl pa3TpaHUUYCHUS J10-
CTyna Ha MOTPEOHOCTH W TOJHOMOYMS TOJb30BaTeliel, Tak Kak HauboJee
MOJIHOE TPEJCTABICHUE O COJACPKUMOM U KOH(PUACHIIMAIBHOCTH OOBEKTOB
(pecypcoB) UMEIOT, COOTBETCTBEHHO, UX BIIAJCIIbIIbI.

Ha mpaktuke MOXET MpUMEHATHCS KOMOMHHUPOBAHHBIM CIOCOO yIipaBiie-
HUA AOCTYIIOM, KOT/Ia ONpEIEJI€HHAsl 4acTh MOJIHOMOYHMM Ha OCTYN K OOBEK-
TaM yCTaHABJIMBAETCS aAMUHUCTPATOPOM, a JAPYyTasl 4acTh BIaAeibllaMU 00b-
€KTOB.

Hexkoropsimu o0bektamu B cpene CYB/] Bianeer cama CYB/]. O6br4HO 3TO
BIIQJICHUE OPraHU3YyeTCsl TMOCPEACTBOM  HCHOJB30BAHUS  CHELHAIBHOTO
uaeHTHUUKATOpa 0COOOTO CYNEePob30BaTeNsl - HAIPUMED, C UMEHEM system
administrator (sa).

[Tonp30BaTen MOTYT ObITH OOBEMHEHBI B CHIEHUAJIBHBIC TPYIIIHI MOJIb30-
Baresneil. OuH MoJIb30BaTENb MOXKET BXOJUTh B HECKOJIBKO Ipynil. st mosib-
30BaTesIell ¢ MUHUMAIbHBIM CTaHJIAPTHBIM HaO0OPOM MpaB BBOAUTCS TTOHSATHUE
rpyrmnsl PUBLIC. 1o ymonyaHuiO mpeanongaraeTcs, 4To KaKIbld BHOBb CO-
3/1aBaeMblil MOJI30BATENb, €CIU CIEHHUATBHO HE YKAa3aHO MHOE, OTHOCUTCS K
rpynne PUBLIC. Eciu CYB/] nogaepkuBaeTr MCroib30BaHUE HACHTU(PHUKA-
TOPOB KakK OTAEJbHBIX MOJIb30BATENICH, TaK W WX TPYMNI, TO, KaK MPaBUIIO,
UIEeHTU(UKATOP MOJIB30BaTENs OYJIET UMETh 00JIe€ BHICOKUN TIPHOPUTET, YEM
UIECHTU(HUKATOP TPYTIIIHL.

[IpuBUnern KOHKPETHOMY TOJIH30BATENI0 MOTYT OBITh Ha3HAYCHBI aJIMH-
HUCTPATOPOM SIBHO U HESIBHO, Hampumep, 4epe3 poib. Poib - 3TO emnie oauH
BO3MOKHBIM MMEHOBAaHHBIA HOCUTENb OpuBuieruil. CyniecTByeT psii CTaH-
TApTHBIX POJIeH, KOTOPBIE MPOCKTUPYIOTCS mpu paspadotke CYBJl. Taxxke
UMEETCSI BO3MOKHOCTh CO3/1aBaTh HOBBIC POJIU, IPYNIUPYS B HUX MPOU3BOJIb-
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HbI€ TIOJIHOMOYHs. BBeeHne posield mo3BOJIAET YIPOCTUTh YIPABIECHUE MPU-
BWJIETHSIMU T0JIb30BaTENE, CTPYKTYpUpPOBaTh 3TOT mpouecc. Kpome Ttoro,
BBEJICHUE POJIEN HE CBSA3aHO C KOHKPETHBIMU IOJIb30BaTEISIMU, [I0O3TOMY POJIH
MOTYT OBITH OIpEAENIEHbl U CKOH(HUTypHpOBaHbI JO TOTO, KaK OMpPEIeIICHbI
M0JIb30BaTEIM CUCTEMbl. Poiu y100HO KCIONBb30BaTh, KOT/Ia TOT WJIM WHOU
HA0Op MPUBUIIETUI HEOOXOIUMO MPETOCTABUTh WU OTHSTH Cpaszy ISl TPyI-
nbel noJb3oBarenied. C OJHOM CTOPOHBI, ATO OOJErdyaer aJIMUHHUCTPATOPY
yIpaBJIECHUE NPUBUIIETUSIMU, C JAPYrOM - BHOCHUT OIPENEICHHBIA MOPSAIOK B
clly4ae HEOOXOAUMOCTH U3MEHUTh HAOOP MPUBHIIETHIA JIJISl TPYMIIBI MOJIb30Ba-
Tenel cpazy. bosee moapoOHO ¢ poIEBOM MOMETBI0 pa3TpaHUYCHHS JOCTyIa
ITO3HAKOMHUMCS TTO3KE.

Mopeans Xappucona-Py33o0-Yiabmana. Matematuueckoil gopmanuzaiu-
el TUCKPEIMOHHON MoJeNu siBisieTcs pazpadboranHas B 1971 r. mogens Xap-
pucona-Py330-Yibmana. B naHHON Mojenu JAOMOJHUTENBHO K CyObeKkTam S,
o0bekTam O (mpuyem i TOro, 4ToObl BKJIIOUUTH B 00JIACTh JEHCTBUS MOJE-
JM Y OTHOLIEHUS] MEXAY CyObEKTaMHU, MPUHSATO CUUTATh, YTO BCE CYOBEKTHI
OJIHOBPEMEHHO SIBJISIIOTCS U 00BbeKTaMu, S < O ) u mpaBamu Aoctymna R, ompe-
JEJSIIOUMM MaTpUILy JOCTyna M, BBOAUTCA TaKXKe MPOCTPAHCTBO COCTOSTHUM
cuctembl Q. IIpocTpaHCTBO COCTOSIHMIA CHCTEMBI O0Opa3yeTcs AeKapTOBBIM
MIPOU3BEICHUEM MHOXKECTB COCTaBIIAIOIIMX €€ O0OBEKTOB, CYOBEKTOB M IpaB
S x O x R . Jlro0ast siueitka matpuuibl M conepxut HaOOp mpaB cyObekTa S K
o0bekTy O, mpuHaANexKaMX MHOXECTBY npaB jaoctyna R. [loBenenue cu-
CTEMBbI BO BPEMEHU MOJEIUPYETCS MEPEXOJaMU MEXAY PAa3IMYHBIMU €€ CO-
crossHusaMu. JIst 3amaHHOM cucTteMbl HadaiabHOe coctosaue QO = {S0, OO0,
MO}, rne MO — Teky1iee cocTOsIHME MaTpUIIbl JOCTYIIa, Ha3bIBaeTcsl Oe3zomnac-
HBIM OTHOCHTEJIBHO IIpaBa I, €ClI He CylecTByeT npuMeHumon k QO mociie-
J0BAaTE€IbHOCTU KOMaHJ, B Pe3yJbTaTe BBINOJIHEHUS KOTOPBIX MpaBo I' Oyaer
3aHECEHO B SYEHKY MaTpulbl M, B KOTOPOW OHO OTCYTCTBOBAJIO B COCTOSIHUU
Q0. Ipyrumu cioBamMu 3TO 03HAYaAET, YTO CyOBEKT HUKOI/IA HE MOJIYYHUT Ipa-
BO JIOCTYyIA I' K 00OBEKTY, €CJIM OH HE UMEJI ero u3HavyajibHo. Eciu ke mpaBo r
0Ka3ajoch B TYEMKE MaTpullbl M, B KOTOPON OHO M3HAYaJIbHO OTCYTCTBOBAJIO,
TO TOBOPSIT, YTO MPOU30IILIA yTeuKa npasa I’

O4eBUAHO, YTO ISl KaKIOr0 CyOBeKTa S, aKTUBU3UPOBAHHOTO B MOMEHT
BpeMeHHU 1, CyIlecTByeT €IUHCTBEHHbIH CyOBEKT S', KOTOPBIM aKTHBHPOBAJ
(co3man) HEKOTOPOE MpaBo AocTyma I s cyobekTta S. [ToaTomy nmocpencTBom
aHanu3a rpada OTHOIIEHUH MEXIy CyObeKTaMu M OOBEKTaMHU MOKHO BbI-
SABUTh €IMHCTBEHHOI'O I0JIb30BaTel1, OT UMEHH KOTOPOIrO AKTUBHU3UPOBAHO
uccienyemoe npaBo cyobekra S. COOTBETCTBEHHO, JUIS JII0OOTO 00BEKTa Cy-
IIECTBYET E€IMHCTBEHHBIN IM0JH30BATEIb, CO3JABINIUN JIAHHBIH OOBEKT U
chOpMHUPOBABIIKHI JJI HETO CIIMCOK MpaB JocTyna. B 3ToM cioyyae cxemaTuy-
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HOE M300pakeHHe KaHalla YTEeUYKH B BHJIE Pa3pEIICHHOTO JOCTYNa OT UMEHHU
Pa3HBIX MOJIH30BATEICH K OJHOMY M TOMY € O0BEKTY OyAeT BHITIIANETh Clie-
ayromuM oopaszom: S; -> (3anuck B MOMEHT BpeMmend t1) -> O u Sj -> (Utenue
B MOMEHT BpeMeHHU tp) -> O, rae i# u t; < t,, DakTu4ecku 3TO 03HAYALCT, YTO
HUYTO HE MEIAET JIETaJIbHOMY IOJIb30BaTENI0 (HAIPUMEp, BCIEIACTBUE TIPO-
rpaMMHOM OIIMOKH) TEepeOpPOCUTh CEKPETHYH0 HWH(OpMAIMI0O BO BHOBH CO-
3JIaHHBIA 0OBEKT, JOCTYI K KOTOPOMY OTKPBIT BCEM >KEJAIOIIUM, UM OpTraHu-
30BaTh CKPBITHIA KaHAN YTEUKHU MPU MOMOIIN «TPOSHCKOr0» KOHS. [ J1aBHBIM
HEJIOCTAaTKOM MOJIEIIH SIBJISIETCS TO, YTO B HEM KOHTPOJIUPYIOTCS TOJIBKO OIie-
panuu J0CTyIa CyObeKTOB K OOBEKTaM, a HE TOTOKH HH(POPMAITUU MEKIY
Humu. [losTomy, KOoTa «TpOSIHCKAs porpaMma MepeHOCUT HHPOPMAIIHIO U3
JOCTYITHOTO HEKOTOPOMY TI0JIb30BaTeNll0 O0OBEKTa B OOBEKT, JTOCTYIHBIN
HapyIIUTET0, TO (OPMAIBHO HHUKAKOE IMPaBUJIO JUCKPEIIMOHHON IMOJMTHKU
0€30MacHOCTH HE HApyIIAeTCsl, HO yTeUKa HHPOPMAIUHN POUCXOIUT.

PaccmoTpum emie onauH npumep yTedkd mnpasa. [lycTe B HayaibHOM CO-
CTOSIHMM B cucTteMe nMeroTcst o0bekT O u 1Ba cyonekrta: S u T; S He obnagaet
HUKAaKUM TpaBoM 1o otHomieHuto k O, a T o61amaeT HEKOTOPBIM MPABOM & 110
otHouieHuto Kk O. ChopMynupyeM MOCIEI0BATEILHOCTh IIaroB, MOKa3bIBal0-
MUX, KaK CyOBEKT S MOXET MOJYyYHUTh MPaBO JOCTyINa & MO OTHOILIEHUIO K
cyonekry O:

1) HadanpHOE COCTOSTHHE,

2) CyObekT S co3maéT HOBBIH 00BEKT X, IO OTHONICHHIO K KOTOPOMY aB-
TOMATHYECKHU TOJTydaceT MpaBa YTCHHS W 3alKCH (IIOTOMY YTO TPH CO3JIaHHH
00BEKTa OH CTAHOBUTHCS BIAAEIIbLIEM O0BEKTA);

3) CyonekT S nepenaér cyobekry T mpaBa 4TEeHHUS M 3alIUCH MO OTHOIIIC-
HUIO K X

4) CyOonekT T KOmUpyeT 4acTh MU Bee 3amuch 00bekTa O B 00BeKT X;

5) CyOBekT S, uMest MOJIHBIC ITPpaBa JOCTyIa K X, MOJydYaeT MpaBo JA0CTyIa
K CKOIMPOBAHHBIM JaHHBIM, YTO O3HA4aeT (haKTUUECKUM MEepeHOC MpaBa a 1o
otHoueHuto K O oT cyonekta T k cyObekTy S.

Knaccuueckass monens XappuoHa-Py330-YiabpMaHa MIMPOKO HCIOIB3YETCS
IpH TpoBeIeHNH (DopManbHOU BepU(PUKAIINA KOPPEKTHOCTH TIOCTPOCHUS CH-
CTEM pa3TpaHUYCHUS JOCTyNa B BHICOKO 3aNTUIIEHHBIX aBTOMATH3UPOBAHHBIX
cuctemax. [Ipobiemy 6€30macHOCTH MOXKHO C(HOPMYIUPOBATH B CIEAYIONIEM
o0IIeM BUjIe: CYIIECTBYET JIM KaKOe-IM0O0 TOCTIKUMOE COCTOsTHUE QQ, TIPH KO-
TOPOM HEKOTOPBIN CyOBeKT OyaeT 00JsiaaTh mpaBaMu JOCTYIA K OMpPEIeeH-
HOMY 00BEKTy. B pamkax pemienusi qaHHO# mpoOieMbl chopMyIupoBaHbl U
JIOKA3aHbI JIBE TEOPEMBI:
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Teopema 1. Tlpobrmema 06€30MacHOCTH pa3pemMa Jjisi MOHO-YCIIOBHBIX
CUCTEM, T.€. 3alPOChl KOTOPBIX COAEPKAT OJHY NPUMHUTHBHYIO ONEPALAIO BO
dpaze WHERE;

Teopema 2. Ilpobnema 6e30MMacHOCTH HE pa3penmma B o01eM cirydae.

B 1976 rony Xappucon, Py330 u YiabmaH 0ka3anu, 4To B caMOM OOIIEM
Clly4ae BOIIPOC OMpeesieHus] O€30MacHOCTH KOMIBIOTEPHOI CHCTEMBbI Hepas-
pemiMm. MHBIME ClIOBaMHM, HE CYIIECTBYET alIrOpUTMa, MO3BOJIAIOIIETO OMpe-
JenuTh, OyIeT JIM KOMITBIOTEpHAs CHCTeMa Oe3oracHa wim HeOe3omacHa B
oO1eM citydae (T.€. 3a7a4a ONpPEAENICHHs] TOT0, SBIIAETCS JIM UCXOJHOE COCTO-
SHUE CUCTEMbl 0€30MaCHBIM /I JJAHHOTO TpaBa I, SBJISIETCS BRIYUCIUTEIHHO
HepazpemnrmMoit). OJHaKO B YACTHBIX CIIy4asix mpodsiema 0e30MacHOCTH pellia-
€TCsl, @ UMEHHO, aBTOPBI NMOKA3aJIM, YTO OE30MAaCHBIMU SIBJISTFOTCSI MOHOTOHHBIE
cucteMmsl (He conepxkamue onepammu DROP u DELETE), cucremsl, He co-
nepxaiue ornepanuit CREATE, u MOHO-yCITOBHBIE CUCTEMBI (3alpoC K KOTO-
PBIM COJIEP>KUT TOJBKO OJTHO YCIIOBUE).

Jlnst onleHKH O€30MacHOCTH CUCTEMBI TaKXKe€ IIMPOKO HCHOJIB3YETCS MO-
nenb Take-Grant. B xauecTBe OCHOBHBIX 3JIEMEHTOB MOJENIU HCIOJIb3YIOTCS
rpad nocTyna W MpaBwia €ro npeodpazoBanus. B Moaenn JOMUHUPYIOT JiBa
npaBuia: "nasate" U "Opath". OHU UTPAIOT B HEM 0COOYIO POJIb, IEPENUCHIBAS
MpaBuja, ONMCHIBAIOUIME JONYCTHUMbIE MYTH W3MEHEHHs rpada. B oOmei
CJIO’)KHOCTH CYIIECTBYeT 4 mpaBuia npeoOpa3oBaHus: MpaBmwio «Opathy, mpa-
BUJIO «JaBaTbhy», MPABUIIO «CO3JaTh» M MPABUJIO «yAaluTh». Mcnons3ys »Tu
IpaBUJia, MOXXHO BOCIPOM3BECTU COCTOSIHUS, B KOTOPBIX OYJIET HaXOAUTHCA
CUCTEMA B 3aBUCUMOCTH OT PACIPEIEIICHNS U U3MEHEeHus npas aocryna. Cie-
JOBATEJIbHO, MOKHO MPOAHAIM3UPOBATh BO3MOKHBIE YIPO3bl ISl JAHHON CH-
CTEMBI.

B ¢opmanbuyto Teopuio 3amuThl HHGOPMAIIUK BBOJIUTCS MOHSTHE MOHU-
Topa Oe3omacHocTu. KoHuenust MOHUTOpa G€30MaCHOCTH OOpaIleHU SBIIS -
€TCsl IOCTATOYHO €CTECTBEHHOU (hopmanuzanueil HeKOro MexaHu3Ma, peaju-
3YIOILIETO pa3rpaHUYeHHE JoCcTyma B cuctemMe. MoHUTOp 6€30macHOCTH 00pa-
IIEHUA TPEeACTaBIAeT cO00M (MIBTP, KOTOPHIA paspeniaeT WM 3amperiacT
JOCTYII, OCHOBBIBAsICh Ha YCTAaHOBJICHHBIX B CHCTEME IpaBUjaX pa3rpaHuye-
HUs gocTyna. MoHutop 0e30macHOCTH OOpalleHUd yAOBIETBOPSET CIECAYIO-
UM CBOMCTBaM:

1. Hu onuu 3ampoc Ha AOCTYyN cyObeKTa K OOBEKTY HE JIOJKEH BBITOJI-

HATHCSI B 00X0]] MOHUTOPA;

2. Pabota MoHUTOpA JOJKHA OBITH 3aIIMIIEHA OT MOCTOPOHHETO BMeEIIIA-
TEILCTBA;

3. IlpencraBnenre MOHHUTOpA JOHKHO OBITH JOCTATOYHO TPOCTHIM JIJIst
BO3MOYKHOCTH BEPU(PUKAIINHA KOPPEKTHOCTH €T0 padOTHI.
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HecMoTpst Ha TO, YTO KOHLENUMS MOHUTOpAa OE€30MacHOCTH OOpallleHH
ABIIIETCS a0CTpaKIMel, MepeUncICHHbIE CBONCTBA CIPABEAIUBBI U JJIsL MPO-
IrPaMMHBIX WIHM anlapaTHBIX MOJYJIEH, pealu3yromux (pyHKIHH MOHHUTOpA
oOpallileHu# B peajabHbIX CUCTEMAX.

Omneparopsl SQL npenocraBiienuss 1 0OTMeHbl npuBujieruii. B cran-
napte SQL onpenenensl nBa oneparopa GRANT u REVOKE nnsa npenocras-
JIEHUS U OTMEHbI IPUBUJIETHIA COOTBETCTBEHHO.

OmnepaTop npeaoCTaBICHNS MPUBIIICTHH UMEET CICAYIOINI opMar:

GRANT {<cmnmcok pmemcrTBum>|ALL PRIVILEGES} ON <umMmsa oOwekTa>
TO {<cnmcok mnoJjbz3oBaTejelrn>|PUBLIC} [WITH GRANT OPTION]

rje <CIUCOK JCUCTBUI> ompeenseT Habop NeUCTBUM U3 JOCTYITHOTO CIIHMCKa
nevictBuil Hax oobekToM manHoro tuma (mapamerp ALL PRIVILEGES yka-
3bIBAET, YTO PA3PEIICHbI BCE NECUCTBUS, JAOMYCTUMBIEC I OOBEKTOB JaHHOTO
TUTA), <UMS OOBEKTa> OMpenessieT UM OObEKTa 3alIUThI: TAaOJHUIIbI, TPe.-
CTaBJICHUS, XPAHUMOM MPOIEAYPhl WM TPUITEPA, <CIUCOK MOJIb30BATEIICIH>
OTpeeNsieT CIUCOK UICHTU(UKATOPOB IMOJIb30BATEICH, KOMY IPEIOCTaBIs-
I0TCA JIaHHbIE MpUBWIETUU. BMecTo cnucka uaeHTU()UKATOPOB MOXKHO BOC-
nonb3oBaTteesa napamerpom PUBLIC. [Tapamerp WITH GRANT OPTION sB-
Ji€TCsl HEOOA3aTEIbHBIM U ONPEIEISET PEXKUM, PU KOTOPOM MEPENAIOTCS HE
TOJIbKO TIpaBa Ha yKa3aHHbIE JCHCTBUS, HO U MPABO MEpeaBaTh ATU IpaBa
IpYyruM ToJib30oBatensaM. llepenaBath mpaBa B TOM Cllyyae IMOJIb30BaTElb
MOKET TOJBKO B paAMKax pa3pelIeHHbIX eMy AeicTBuil. B o0em ciyyaeHabop
npuBwiernii 3aBucutT oT peanuszanuu CYBJ[ (ompenensercs mnpous3Bo-
auTeneM). BeiaensitoTess mpuBUIeTu MAHUITYTUPOBAHMS IAHHBIMU:

SELECT — nmpocmatpuBarth JaHHBIE,

INSERT [(<criucok moneir>)] — 100aBsTh JaHHBIC,

UPDATE [(<cnucok monei >)]| — 0OHOBIISATh JaHHBIE,

DELETE - ynansates nanusie;

REFERENCES [(<cnucok mojeit >)] — cchbulaThCs Ha yKa3aHHBIC TOJIS
MIPU OTNPEICJICHUH CChUIOYHOM 11€JI0OCTHOCTH;

USAGE — ucnons30BaTh JOMEHBI U OTPAHUYUTENHN 1IETOCTHOCTH;

EXECUTE — BBIOMHATH COXpaHEHHBIE MPOIEAYPHI U (QYHKITHH.

Cpenu npuBwieruu co3aaHusi/usmeHenus 0obexToB b/l Beiaenum Hanbo-
JIe€ 4acTO UCIOJIb3yEMbIE:

CREATE <tun o6bekTa> - co3ganue 00beKTa HEKOTOPOTO THIIA;

ALTER <tun o0bexTa> - "3MeHEeHUE CTPYKTYpbl 00BEKTAa;

DROP <tun o0bekTa> - ynaneHue o0beKTa;

ALL - Bce BO3MOXKHBIE NEUCTBHUSA HaJ OOBEKTOM.

B peanu3zarnusx MoryT MpUCyTCTBOBATh U JAPYTHE PA3HOBUIHOCTH TPHUBH-
JIETUW, HAaTIpUMeED:
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CONTROL (IBM DB2) - koMIuieKCHasI IPUBHIIICTHS YIPABICHUS CTPYK-
TypOil TaONHUIIBI;

RUNSTAT — BrinosHeHue cOopa cTaTUCTHYECKONW MH(pOpMaIuu mo Tad-
JULE U IpyTHE.

PaccmoTpum npuMep: myCcTh y Hac CyIIECTBYIOT TPU MOJIb30BATENA C YHHU-
kanbHbIMU UMeHaMu Userl, User2 u User3. Bce oHM SBISIIOTCS IOJIB30BaTe-
assmu ogHoit BJI. Userl coszmam o0bsekT Tabl, oH sBISeTCS BiIageIbIeM 3TOTO
00BEKTa U MOXKET TMepeaTh MpaBa Ha paboOTy C 3TH OOBEKTOM JIPYTHM I0JIb-
3oBarensaM. JlomycTum, 4To moJib3oBarens User2 sBIISIETCA ONEPATOpPOM, KO-
TOPBI JOHKEH BBOAWTH JaHHbIE B Tabl (Hampumep, TaOIMIly HOBBIX 3aKa-
30B), a noJjp30Baresib User3 sBiaseTcss MEHEI)KEPOM OT/Iesa, KOTOPBII JOJIKEH
pEryJIIpHO MPOCMATPUBATh BBEJCHHBIC JNaHHBIC. Torga JOTMYHO OYIET BbI-
MOJIHUTD CIEAYIOIINE Ha3HAUCHUS:

GRANT INSERT ON Tabl TO User?2

(uym GRANT INSERT, DELETE, UPDATE ON Tabl TO User2)

GRANT SELECT ON Tabl TO User3

OTU Ha3HAYEeHHS 03HAYAIOT, YTO MOJIb30BaTeab User2 uMeeT MpaBo TOJIBKO
BBOJIUTh HOBBIE CTpOKM B oTHoieHue Tabl, a monws3zoBarens User3 umeet
paBo MpocMaTpuBaTh Bce CTpoku B Tabmuie Tabl. Ilpu HazHaueHuu mnpas
JI0CTyTIa Ha OTEPAIMI0 MOIU(MUKAIIMU MOXHO YTOYHUTh, 3HAUCHUE KaKUX I10-
JIel MOKET U3MEHSTh MOJIb30BaTelb. JlomycTuM, 4To MEHEKEp OT/Ie]Ia UMEET
IPaBO U3MEHSTH LIEHY Ha IIPEIOCTaBIIsieMble YCIIyTH, 3a7aBaemyto B moaeCOST
otHomeHust Tabl. Toraa onepanusi Ha3HAYCHUS TPUBUIIETUIN MTOJIH30- BATEIIO
User3 MOKeT U3MEHUTHCS U BBITIISIETh CIIETyIONUM 00pa3oM:

GRANT SELECT, UPDATE (COST) ON Tabl TO User3

Ecnu nons3oBarens Userl nmpenmnonaraer, 4ro nosib3oBaTenb Userd MoxeT
€ro 3aMmeniaTh B CIydae €ro OTCYTCTBHS, TO OH MOXET MPEAOCTaBUTh ITOMY
MOJIb30BATEIO BCE MpaBa o paboTe ¢ co3aanHo# Tadmumen Tabl.

GRANT ALL PRIVILEGES ON Tabl TO User4 WITH GRANT OPTION

B sTom ciyuae nons3oBarens Userd mosket cam HazHa4yaTh MPUBUICTHH 110
pabote c¢ tabmuieit Tabl B oTcyTcTBHE Biajenblla OOBbEKTa IMOJIH30BATENS
Userl. IToaTomy B cilydae MosIBICHUSI HOBOTO omnepaTopa noJibzoBarens UserS
OH MOXET Ha3HAYUTh €My ITpaBa Ha BBOJ HOBBIX CTPOK B TaOJIHUILy KOMaHIOM

GRANT INSERT ON Tabl TO User5

Ecnu mpu mepenave mosiHOMOUMiA HAOOp oreparuii Haa 0OBEKTOM orpa-
HUYEH, TO MOJIb30BaTEb, KOTOPOMY I€pEAaHbl 3TH MOJHOMOYUS, MOXKET Ie-
peaars IpyromMy IMojiab30BaTEII0 TOJBKO T€ MOJHOMOYHS, KOTOPhIE ECTh Y HE-
ro, WIM 4acTh 3TUX nojaHoMounid. [losTomy eciu nonp3zoBateno Userd4 Obun
NEJIETUPOBAaHBI CIECIYIOMINE OTHOMOYMS:
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GRANT SELECT, UPDATE, DELETE ON Tabl TO user4 WITH GRANT

OPTION

TO TOJIb30BaTeNb User4 HEe CMOXKET Nepenarh MOJHOMOYMS Ha BBOJ JaH-
HBIX noJib3oBaTento Userd, MOoToMy 4TO 3Ta Omepanus HE BXOAWUT B CIIUMCOK
pa3pelIeHHBIX JJI1 HErO0 CaMoro.

JIist OTMEHBI paHee Ha3HAaYeHHBIX NpuBWiIernid B ctanaapre SQL onpene-
neH oneparop REVOKE. OnepaTop 0TMEHBI NPUBUJIETHIT UMEET CIIEIYFOIIHI
CHUHTAKCHC:

REVOKE {<cmomcok pmemcrTsum>|ALL PRIVILEGES} ON <umMma oOwekTa>

FROM {<cmnmcok nojyirsoBaTejyier> | PUBLIC} {CASCADE|RESTRICT}

[Tapamerpst CASCADE wunu RESTRICT ompenensitor, kakuMm oOpa3om
NOJKHA ITPOoU3BOaNThCS oTMeHa npuBmiierni. [lapamerp CASCADE otmensi-
€T NPUBUJIETHU HE TOJIBKO ITOJIB30BATENS], KOTOPBIM HEITOCPEACTBEHHO YIIOMMU-
Haica B onepatope GRANT npu npenocraBiieHMn eMy IIPUBHIIETUNA, HO U BCEM
IIOJIB30BATENSAM, KOTOPBIM O3TOT MOJI30BAaTEIb IPUCBOWI IPHUBUJICTHUH,
Bocnoab3oBasmmchk napamerpom WITH GRANT OPTION. Hampumep, npu
HCIIOJIb30BaHUN OIEPALINN:

REVOKE ALL PRIVILEGES ON Tabl FROM User4 CASCADE

OyIyT OTMEHEHBI PUBWIETUN U ToJIb30BaTesst UserS, KOTOpoMy MOJIb30-
Baresib User4 ycrien npucBouTh npuBmiieruu. [lapamerp RESTRICT orpanuyu-
BACT OTMEHY IIPUBUJIETUU TOJBKO I0JIb30BATENI0, HEIIOCPEICTBEHHO YIIOMSI-
Hytomy B onepatope REVOKE. Ho npu Hannuuu AenerupoBaHHbIX MPUBUIIE-
ruii npu BeinoHeHUM HUHCTPYKImH REVOKE Bo3nukHer ommoOka. Tak,
Hanpumep, onepauus:

REVOKE ALL PRIVILEGES ON Tabl FROM User4 RESTRICT

He OyJIeT BBINMOJHEHa, TOTOMY YTO ToJib3oBaTenb Userd mepenan 4acTh
CBOUX IMOJTHOMOYHH NoJib30BaTento Users.

[TocpencTtBoM omneparopa REVOKE MOXHO OTOOpaTh BCE HUIM TOJIBKO He-
KOTOPBIE U3 paHee MPUCBOCHHBIX MPUBHIIETHH MO pab0Te C KOHKPETHBIM 00b-
ekToM. [Ipu 3TOM U3 OnmMCaHWs CUHTaKCHCa OINEepaTopa OTMEHBI NPUBUIIETUN
BUJIHO, YTO MOXXHO OTOOpaTh MPUBUJIETHU OJHUM OINEPATOPOM Cpa3y y He-
CKOJIBKUX TMOJIb30BaTENeH WK y 1es10i rpynmsl (mapamerp PUBLIC). [Toatomy
KOPPEKTHBIM OyET ClIeIyIOIIee UCII0JIb30BaHKe oneparopa REVOKE:

REVOKE INSERT ON Tabl FROM User2, User4 CASCADE

[Tpu pabote ¢ npyrumu oObeKTaMu (HampUMEp, C XPAaHUMBIMU MPOLIETY -
paMu) U3MEHSIETCS] CIMCOK OIepaluii, KOTOPbIE MCHOJB3YIOTCS B ONEPaTOPax
GRANT u REVOKE. [lo ymomyaHuto, 1eiCTBUE, COOTBETCTBYIOLIEE 3AITYCKY
(MCTIOJTHEHUI0) XpaHUMOM MpOLEaypbl, HA3HAYAETCS BCEM YJIEHAM T'PYIIIbI
PUBLIC. Ecnu tpeOyeTcsi U3MEHUTh 3TO YCJIOBHE, TO IMOCJE CO3JaHUsl Xpa-
HUMOI npoueaypsl HeoOxoaumo 3anucath oneparop REVOKE
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REVOKE EXECUTE ON COUNT EX FROM PUBLIC CASCADE
a 3aT€M Ha3HA4YUTh HOBBIC IpaBa ONPECICHHBIM I10JIb30BATCIISIM
GRANT EXECUTE ON COUNT EX FROM Userd4

OObeKTHBIC MPUBHUJICTUU Ha3HAYaeT aJMUHUCTpATOp Wiu Biaxenen b/l
Hampumep, (B SQL Server):
GRANT CREATE DATABASE ON SERVER 0 TO main user

[To mpuHIMIy MepapXuu MOJb30BATENh main_user, co3aas cBowo b/, Te-
epb MOXKET MPEJIOCTaBUTh MPaBa Ha CO3AAHME WM U3MEHEHHE JIIOOBIX 00b-
€KTOB B 3TOU b/ Ipyrum nosb30BaTesiM, HallpuMep:

GRANT CREATE TABLE, ALTER TABLE, DROP TABLE ON MyDB TO

Userl

B 3ToM ciydae nosb3oBatens Userl MOKET CO31aBaTh, U3MEHATH WM y1a-
naTh Tadbnuubl B b/I MyDB, 0JHaKO OH HE MOXET pa3peliuTh CO3/1aBaTh WU
M3MEHATH Tabnuibl B 3T0M B/ npyrum nonp3oBaresnsiM, MOTOMY YTO €My JaHO
paspenieHue 0e3 npapa JeJIerupoOBaHUs CBOMX BO3MOKHOCTEH.

JIOCTOMHCTBA M HEJOCTATKU JTUCKPELIMOHHOIO pa3rpaHudeHus gocrymna. K
JOCTOMHCTBAM JHUCKPELMOHHOIO pa3srpaHUUYCHHUs JTOCTYIIa OTHOCATCA OTHOCH-
TEJIBHO MPOCTasi peann3anus (IpoBepKa MpaB JOCTyHa CyObEeKTa K OOBEKTY
IPOU3BOAUTCS B MOMEHT OTKPBITUSL 3TOTO 00BEKTa B IIpoLecce CyObeKTa), X0-
polasi U3y4yeHHOCTb, YHUBEPCAJIBHOCTb, HAIJSAHOCTh U TUOKOCTh. OmHaKo
IUCKPELIMOHHAs 3allUTa SIBJSIETCS JOBOJBHO C1a0O0M, Tak Kak MPUBUIETHU
CYIIECTBYIOT OTAEJIBHO OT JAHHBIX U JOCTYI OFPAHUYMBAETCS TOJIBKO K UME-
HOBaHHBIM 00BEKTaM, a He COOCTBEHHO K XpaHAIIMMCA TaHHbIM. B ciiydae pe-
nsuuroHHOM B/l 00bekTOM OyAeT, HapuMep, MMEHOBaHHOE OTHoIlIeHue (Tad-
nuua). B aToMm ciiydae Henb3sl B TOJIHOM 00beME OTPAHUYUTh JOCTYIT TOJIBKO K
yacTu MH(pOpManuu, XpaHsiencs B Ta0auIe. ITO CBSI3aHO C TEM, YTO JIaxKe
€CJIM BBECTH OTHAEJbHBII aTpuOyT, KOTOPBIA OyJIeT XpaHUTh MH(POpPMALUIO O
MeTKe KOH(PUIAEHIMAIbHOCTA JOKYMEHTA, TO cpeactBamu SQL moxxHO Oyner
MOJIyYUTh BBIOOPKY JIaHHBIX 0€3 y4yeTa aTpudyTa JaHHOW MeTKU. DaKTHUUeCKH
ATO O3HAYAET, YTO JIMOO caM cepBep 0a3 NaHHBIX JOJDKEH MPeIOCTaBUTh Ooliee
BBICOKHMI YpOBEHb 3alllUThl MHPOpMaIUH, 00 MPHUAETCS pealu3oBaTh JaH-
HBI YpPOBEHb 3alIUTHl WH(OPMALUK C TOMOIIBIO YKECTKOTO OrpaHUYCHHUS
omnepalui, KOTOpbIE MOJb30BaTEIb MOKET BBIOIHUTH nocpenctBom SQL. Ha
HEKOTOPOM ypPOBHE TAaKO€ Pa3sTPaHUYCHUE MOXKHO PEAIM30BATH C IOMOILIBIO
XPaHUMBIX MIPOILEAYP, HO HE MOJIHOCTHIO - B TOM CMBICTE, 4TO camo siapo CYB/]
MO3BOJIAET Pa30pBaTh CBA3b «3alllMIIAeMbId OOBEKT - MeTKa KOH(U-
NEHUUABHOCTH». [[MCKPEMOHHOE pa3rpaHUyYEHUE JOCTylla HUMEET psia M
OPYTUX HEOOCTAaTKOB. llepeuncnum Bce HEAOCTATKA NUCKPEUMOHHOM MOJEIU
B BHJIE CITUCKA:

1. XpaneHue npuBWIErnid AOCTyNa OTAEIBHO OT IaHHBIX;
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2. OrpanuueHue J0CTyMa MPOU3BOAUTCSA HA YPOBHE MMEHOBAHHBIX 00b-
€KTOB, 4 HE CAMUX XPAHAIINXCS TaHHBIX;

3. VYsI3BUMOCTH IO OTHOIICHUIO K BPEIOHOCHBIM IIporpamMmmam Buaa Tpo-
SHCKHMX KOHEH. J[MCKpermoHHas MoJ1eb MO3BOJISIET TMOJIb30BaTEIIMOE3
OrpaHUYEHMI MepeaaBaTh CBOM IIpaBa IPYTUM IOJIb30BATENSIM (UTO H
ucrnosnb3yercss  TposHckumu — KoHsMHM). Her pasmuuusa  Mexny
II0JIb30BATENIEM U CYOBEKTOM, T.€. MEXKAY YEJIOBEKOM, KOMY, B KOHEY-
HOM cyeTe, ObUIM Ha3HAYEHbI OMPE/ICIICHHbIE MTpaBa J0CTyna K 00beK-
TaM U IIpoLeccam, IIOPOKACHHBIM JTAHHBIM IT0JIB30BATEIEM. DTO TAKXKE
1103BOJIsIeT TPOSHCKUM KOHSIM, 3aIlyIEHHBIM OT MMEHU aBTOPHU30BaH-
HBIX T0JIb30BaTENEH, IOTy4YaTh CBOOOIHBINA JOCTYI K JAHHBIM.

4. CTaTU4YHOCTH pasrpaHuvdCHUA JOCTyIIa — IIPpaBa JOCTYIIA K YiKC OT-
KPBITOMY O6’b€KTy B ,Z[aJILHef/'IﬂleM HC N3MCHAIOTCA HC3aBUCHUMO OT H3-
MCHCHU COCTOAHUA KOMHBIOTepHOP'I CHUCTCMBI,

5. OrcyTcTBUE CPENCTB 3alIUTHl OT YTEUKK KOH(DUICHIIUATBbHON HHOP-
Manuu. MHade ToBOps, AMCKPEIIMOHHOE pasTpaHUYCHHE JOCTyIla He
obecrieunBaeT BO3MOKHOCTh MPOBEPKH, HE TIPUBEACT JIM pa3peuieHre
JI0CTyna K OOBEKTY IS HEKOTOPOro CyObEeKTa K HapylIeHUIO Oe3-
OITACHOCTH WH(OPMAITUU B KOMITBIOTEPHOMN CHUCTEME;

6. CpenctBa 3amuTBl HE TMO3BOJSIOT OTCIEAWTH TMEpeaadyy CEKPETHBIX
MaTepHuaos;

7. BO3MOXXHOCTP MHO>KECTBEHHOT'O HA3HAYEHWS W OT3bIBa NPHUBUIIETUN
JIOCTYTIa K OJTHOMY M TOMY K€ 00OBEKTYy MOKET MPUBECTH K HEKOHTPO-
JUpyeMoMy NOCTymy K nmaHHbIM. [Ipeanonoxkum, cyOwbekt sl mpemo-
CTaBWJI OIpe/ieNIEHHbIE TIpaBa J0CTyna K 00bekTy ol cyOnekTy s2. 3a-
TeM CyOBEKT S3 TMpEemOoCTaBUI T€ K€ MPUBUIIETHH K 0l BCce TOMY Ke
CyOBeKTy s2, Oyaydd HE MOCTaBJICHHBIM B U3BECTHOCTH, UTO 3TO y¥KE
Ob10 crmenaHo cyobekToM S1. Ilo3gHee CyOBeKT S3 HM3MEHWI CBOE
MHEHHE W OTO3BaJl MPEJOCTABJICHHBIC UM TpuBWierun. Ho ero mei-
CTBHE HE BBI3BAJIO JKeJaeMbIii 3P (HEKT, MOCKOIbKY OTO3BAaHHBIC WM
MPUBUJICTHH TTO-TIPSKHEMY OCTAIOTCS B MATPHUIIE JOCTYIIA, TIOCKOJIBKY
OHM ObUTH paHee Ha3HAYeHBI CYOhEKTOM S1;

8. Ilpu 6OJBIIOM KOJUYECTBE MOIH30BATEIICH TPYIHO OTCIICTUTH BCE ITy-
TH JOCTyTIA.

OTMEYeHHBIX HEAOCTAaTKOB BO MHOTOM JIMIIIEHO MAaHJIaTHOE pa3rpaHuye-

HUE JIOCTYTa, pAaCCMaTPUBAEMOE B CJICTYIONIEM ITyHKTE.
JluckpermonHasi MOJIeIb SBIIACTCS OYCHBb MOMYJISIPHOW y pa3pabOTIMKOB
CYB/l. Ona peanuzoBana B mpaktuuecku Bcex SQL-coBmectumbix CYB/I.
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Omneparoper SQL GRANT, REVOKE, DENY, peanu3syiomiye IUCKPEIUOH-
HYIO MOJIEJIb pa3rpaHUyueHUs JOCTYTa, OMPEIeNIeHb B cTaHAapTe si3bika SQL.

3.4 ManpaTHOe pa3rpaHu4YeHue goctyna

K OCHOBHBIM XapakT€pUCTUKAM MaHAATHOro (00s3aTENBHOr0) MOAX0Ja
pasrpaHMUYEeHMs JJOCTYIIa OTHOCATCS CIEAYIOIINE TOJI0KESHUS:

BCE CYOBEKTHI U OOBEKTHI JIOJKHBI OBITh OJTHO3HAYHO HISHTUPHUIIIPO-
BaHEI;

UMeeTCs JTMHEHHO yHOpsSI0UYEeHHbIH HAaO0Op METOK KOH(HUACHIMAIBHO-
CTU (CEKpPETHOCTH) M COOTBETCTBYIOIIMX UM ypOBHEH (cTemeHei) /o-
nycka (HyJieBasi METKa UJIM CTENEHb COOTBETCTBYIOT OOIIEAOCTYITHOMY
OOBEKTY U CTENEHM JOMyCKa K padoTe TOJIBKO C OOLIEAOCTYITHBIMHU
oonekTamu), Hanpumep: U - Unclassified, SU — Sensitive but unclassi-
fied, S — Secret, TS — Top secret;

KaXI0OMY 06’beKTy IMPpUCBOCHA MCTKaA KOH(l)I/II[eH]_II/IaJIBHOCTI/I;
KAXI0OMY CY6'[>€KTy IMPUCBAUBACTCA CTCIICHDb OOITYCKaA,

MpaBoO Ha 4YTeHUE WH(OpMaMK U3 OO0BEKTa IMOIydYaeT TOJBKO TOT
CyOBEKT, Ubsl CTENEHb JOMYCKa HE MEHbIIIE METKH KOH(PUACHIIUATBEHO-
CTH JAHHOT'O OOBEKTA;

paBo Ha 3amuch MHGOPMAIIUU B OOBEKT MOTYYAET TOJBKO TOT CyOh-
eKT, Yell ypoBeHb KOH(MUIEHIIMATLHOCTH HE OO0JbIle METKH KOH(U-
JEHITNATBLHOCTH JTAHHOTO OOBEKTa. JTO O3HAYACT TAKXKE, UYTO BCAKAs
uH(popMaIus, 3amMcaHHas HEKOTOPHIM CyOBEKTOM, aBTOMATHYECCKU
MOJTy9JaeT YPOBEHBb KIacCU(UKAIMU, PaBHBIA YPOBHIO JIOIyCKa 3TOTO
CyObeKTa;

B TIPOIIECCE CBOETO CYIIECTBOBAHUS KaXbIM CYOBEKT HMEET CBOM ypo-
BCHb KOH(HUICHIIMAIBLHOCTH, PaBHBIM MAaKCUMYMY W3 METOK KOH(HU-
JEHIIMAIBHOCTH 0OBEKTOB, K KOTOPBHIM JaHHBIN CYOBEKT MOJYYHII JIO-
CTYIL.

MaHatHbli TOAX0JT UCIOJIB3YyeTCs crneruaibubiMu (trusted) cuctemamu,
MpeHa3HAYECHHBIMHE TSI TOCYapPCTBEHHBIX, BOCHHBIX U JIPYTUX OpPTaHU3aIui
C XECTKOW CTpyKTypoi. OCHOBHOI 1LEIbI0 MAHJATHOTO pPa3rpaHUYECHUS J0-
CTyIa K OOBbEKTaM SIBJISIETCS MPENOTBpALIeHHE YTeUKH MH(POpMaluu U3 00b-
€KTOB C BBICOKOW METKON KOH(PHUICHIIMAIIBHOCTH B OOBEKTHI C HU3KOW METKOU
KOH(UIEHIMATBHOCTU (MPOTUBOJCHCTBIE CO3JAHHMIO KaHAJIOB MEpeAayu MH-
dbopmaiu «CBEpXy BHU3Y).

JIyist MaHZATHOTO pa3rpaHUUYEHUs TOCTYyTa K 00hEKTaM KOMIBIOTEPHOU CH-
cTeMbl (POpMajIbHO JOKAa3aHO CIENyIoee BaKHOE YTBEPKIACHHUE (IIPUHIIMITH-
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ansHO oTinyaroniee MAC ot DAC): eciii Ha4aJIbHOE COCTOSIHUE KOMITBIOTEP-
HOH cHUCTEeMbI 0€30IIaCHO M BCE MEPEXOJbl U3 OJTHOTO COCTOSIHUS CHCTEMBI B
Apyroe He HapyLIAIOT MPaBUJ pasrpaHUYEHUs JOCTyIA, TO JII0OOE Mocieny-
IOLIEEe COCTOSIHME KOMITBPIOTEPHOU cHCTeMBbl Takxke Oe3zomnacHo. K apyrum no-
CTOMHCTBaM MaHJATHOTO pa3rpaHUUYEHUS 1OCTYIIa OTHOCSTCS:
e 0QoJsee BBICOKAs HAJEKHOCTh PabOThI CUCTEMBI, TaK KaK IpPH pa3rpaHu-
YEHUU JOCTyINa K O0OBEKTaM KOHTPOJIHMPYETCS U COCTOSIHUE CaMOU CH-
CTEMBI, & HE TOJIBKO COOJIFO/ICHUE YCTAaHOBJICHHBIX MPABUIL

e OQoJpmiag IIpOCTOTA OIIPCACIICHUA IIPABUJI PA3TPAHUYCHUA AOCTYIIA I10
CpaBHCHHIO C TUCKPCOIUOHHBIM PA3rpaHNYCHHUCM.

I'naBHoe oTianune MAC ot DAC coctout B ToM, 4T0 B MAC METKH KOH-
buUIEeHIINATBHOCTH HEM3MEHHBI Ha BCEM MPOTSHKEHUU CYIIIECTBOBAHUS O0BEK-
Ta 3alIUThl (OHM CO3JAIOTCS U YHUUYTOXKAIOTCSI TOJIBKO BMECTE C HUM) M pac-
MOJIararoTCs BMECTE C 3al[UII[aeMbIMU JTaHHBIMU, & HE B CHCTEMHOM KaTaJiore,
Kak 310 npoucxoaut B DAC. JIpyruM BaKHBIM OTJIMYHEM SBISETCA TO, YTO B
MaHJaTHOM MOJIEJIN KOHTPOJIUPYIOTCS HE OINepaluu, OCYIIECTBIsIEMbIE CyOh-
€KTOM HaJl 00bEKTOM, a MOTOKU MH(POPMAIIUU, KOTOPbIE MOTYT OBITh TOJIBKO
JIBYX BUOB: JUOO OT CyObeKTa K 00BEKTY (3aMHCh), TMO0 OT 0OBEKTA K CyOh-
eKTy (4TeHue).

MaHaTHBIA TPUHIUI TTOCTPOCHUSI CUCTEMBbl PAa3rpaHUYCHUsSI JOCTyIa B
CYDB]/l peanusyetr mMHO20yp0o8HEBYI0 MOO€ENb 0E30NACHOCIU OAHHBIX, HA3bI-
Baemyto emie mozenbto bemn - Jlallagyna (o umenu ee aBtopos - 1. benna u
JI. JIalTanyna), BBenennyto B 1975 r. B monenu bemn - Jlallagyna ycranasnu-
BAIOTCS U TMOJJICPKUBAIOTCS JIBA OCHOBHBIX O2paHUieHus TOJUTUKHN Oe30mac-
HOCTH:

1. IIpocroe mpapmino 6e3omacHoctu (Simple Security), peanusyromee 3a-

npet utenus BBepx (No Read Up — NRU);

2. *-coiicTBo (Star-property), peamusyiomiee 3amnpeT 3anucu BHH3 (No
Write Down - NWD).

Orpannuenue NRU sBisieTcs JIOTMUECKUM  CJIEICTBHEM MAaHIATHOTO
MPUHIIMIA pa3TpaHUYCHUS JIOCTYTIa, 3amnpenias CyObeKTaM 4YuTaTh JaHHbIC U3
00BEKTOB 00JIe€ BHICOKOW CTENEHU CEKPETHOCTH, YE€M MO3BOJIIET UX JIOMYCK.
Orpannuenne NWD npeporBpamiaer nepeHoc (yTeuky) KOH(pUIESHIUATbHOM
nHGOPMAITUH IyTEeM €€ KOMMMPOBAHUS U3 OOBEKTOB C BHICOKUM YPOBHEM KOH-
buIeHINATBPHOCTH B HEKOH(PUACHIIMATBbHBIE OOBEKTHI WM B OOBEKTHI C
MEHBIITUM YPOBHEM KOH(DHICHIIMAIIEHOCTH.

Orpannvenuss NRU u NWD npuBoJaT kK TOMy, 4TO MO pa3HbIM THIaM J10-
cTtyna (4TeHue, 3aluch, CO3/aHue, yaaieHue) B moaenu bemn - Jlallamyna
yCTaHABJIMBACTCS Pa3HBIA MOPSJIOK JOCTyIa KOHKPETHOTO CyOBbeKTa K 00beK-
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taM. B gacTHOCTH, 10 TUMY JOCTyNa «COo37aHue» CyOBhEeKT ¢ HU3LINM YPOBHEM
JIOITyCKa UMEET BO3MOXKHOCTh CO3/IaBaTh OOBEKTHI (3aMCH) B 00BEKTax Oojiee
BBICOKOTO YPOBHSI KOH(GUICHIIMATBHOCTU. TaKkoi MOJaX0/, TEM HE MEHEEe, OT-
paxkaeT peaibHbIe CUTYallUM, KOTJAa CIyXalluil OT/Aesia KaapoB MOXET Io-
POKJIaTh MEPBUYHbBIC JTOKYMEHTHI JIMYHBIX JIeJl HOBBIX COTPYAHHKOB, HO NPHU
ATOM HE MMeeT COOCTBEHHO CaMOT0 JOCTyNa K 3TUM JOKYMEHTaM IO JPYTrUM
TUIIaM oTepaluii (YTeHUe, yJalieHue, U3MEHEHUE).

KitoueBsiM nonstrieM B mojienu benna u Jlallanynna sBisieTcst nmoHsitue
penretkn Oe3omacHOCTH (Security lattice). MaTemaTuduecku, pemeTkor 0e3-
OMACHOCTH Ha3bIBaeTCs anredpamveckas CUCTeMa, COCTOsINas M3 OIeparopa,
OTIPEIENISAIONIEr0 OTHOIEeHNEe Topsnka (dominance) mjisi ypOBHEH CEKPETHO-
CTH U OIEpPaTOpPOB HAMMEHBUIEH BEpXHEH M HAMOOJbUICH HUKHEW TpaHUL.
OTHoleHne mopsiaka o0JagaeT CBOMCTBaMU pPeQIEKTUBHOCTU (pa3pelieHbl
MOTOKU MH(pOpMAIMU MEXIY CyObeKTaMu U OOBEKTaMH OJIHOTO YPOBHSI CEK-
PETHOCTH) M TPAH3UTUBHOCTU (€ci HH(POpPMALHUS MOXKET MepenaBaThCs OT
CyOBEKTOB U OOBEKTOB YpPOBHS A K CyOBeKkTam U oObekTaM ypoBHsS B u ot
cyOBEKTOB U 00BEKTOB ypoBHs B k cyObekTam u oobekTaM ypoBHs C, TO OHa
MOJKET NEepeaBaThCsi OT CYOBEKTOB M OOBEKTOB YpPOBHA A K CyOBEKTaM U
o0bekTaM ypoBHs C). OnepaTopsl HAUMEHbLIEH U HauOOJbIIENH IPAHULL OIIpE-
JENAI0TCST TAKUM 00pa3oM, 4TOOBI JUIsl KaXKIOW Hapbl YPOBHEH CEKPETHOCTU
CYIIIECTBOBAJI €IWHCTBEHHBIA JJEMEHT HAWMEHBIIEH BEpXHEH TpaHUIIBI U
€IMHCTBEHHBIN 2JIEMEHT HauOOJIbIIICH HIDKHEN TPAHUIBI.

Maremarnueckast Gopmaiuzauss MOJEIN IMO3BOJSET CPOPMYITHPOBATH
OCHOBHBIE TOJIOKEHHUSI O€30MaCHOCTH CUCTEMBI U IO BO3MOXXHOCTH CTPOTO
noka3aTh UX. COCTOSIHME CUCTEMbl Ha3bIBAETCS OE30MAaCHBIM MO YTEHUIO (WIIH
simple-0e3onacHbBIM), €CITH ISl KaXI0TO CYOBEKTa, OCYIIECTBIISIONIETO B 3TOM
COCTOSHMHM JIOCTYyN MO YTEHHIO K OOBEKTy, ypOBEHb J0CTyna cyObnekTa
JOMUHUPYET HaJl YpOBHEM CEKpeTHOCTU 00bekTa. COCTOSHNE CUCTEMBI Ha3bl-
BaeTcd Oe30macHbIM MO 3amucH (WM *-0€30MacHbIM), €CIM ISl KaKJI0To
CyOBEKTa, OCYIIECTBISIONIETO B 3TOM COCTOSHUH JOCTYI IO 3allMCH K 00BEeK-
Ty, YPOBEHb CEKPETHOCTH O0BEKTa TOMHHHUPYET HaJ YPOBHEM JOCTyMa CyOh-
ekta. COCTOSIHME CUCTEMBbI Ha3bIBA€TCs OE30IMaCHBIM, €CJIM OHO OE30MacHO T0
YTEHUIO U MO 3allUCHM M HaKOHEl, CHCTeMa Ha3blBaeTcs Oe30MacHOM, eciu
HavyaJlbHOE M BCE MOCJENyIoNre cocTosiHUs Oe3omacHbl. Kak yxe ynomuHa-
JOCh, B paMKax JaHHOM MOJENH J0Ka3aHO Ba)XKHOE YTBEPXKACHUE, €CIH
HaYyaJIbHOE COCTOSIHUE CUCTEMBI 0€30I1acHO U BCE MEPEXOIbl U3 OJJHOTO COCTO-
SHUSI CUCTEMBI B JPYroe HE HAPYIIAIOT MPaBWI pa3TpaHUUYCHUS OCTYIA, TO
11000€ MOCIIEAYIONIee COCTOSTHUE CUCTEMBI Takke 0€30MacHO, YTO MO3BOJISIET
NPUMEHSTh MaHJIATHYIO MOJIEJb B CHCTEMaxX C BHICOKMM YPOBHEM CEKPETHO-
CTH.
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OTMeTHM M HEIOCTATKX MAaHJIATHOTO Pa3rpaHUYCHUS JOCTYIIA:

® HEBO3MOXHOCTh aBTOMATH3allMM HAa3HAYCHHS] YPOBHEU CEKPETHOCTU U
OTIpEJICIICHHS TPAHUII 3AIUIIAEMbIX JAHHBIX, YTO B OOJIBIIUX CUCTEMAX
MOKET MPUBOJUTH K MPAKTUUECKU OECKOHEYHOMY PYUYHOMY MPOLECCY
KOH(UTypalvu CUCTEMBI;

e cHmKeHUE 3PPEeKTUBHOCTU PaOOTHl KOMIBIOTEPHON CHCTEMBI, TaK Kak
IpoBepKa MpaB JAOCTyNa CyObEKTa K OOBEKTY BBIMOIHIETCS HE TOJIBKO
IIpU OTKPBITUK OO0BEKTA B Mpoliecce CyObeKTa, HO M MEepe]] BHINOJIHE-
HHUEM J1I000i1 onepaly YTeHus U3 00bEKTa UITH 3aIUCH B OOBEKT;

® CO3JaHHUE JTOTIOJHUTEIBHBIX HEYJOOCTB B paboTe MOJIb30BaTEICH KOM-
BIOTEPHON CHUCTEMBI, CBSI3aHHBIX C HEBO3MOXKHOCTHIO M3MEHEHUS WH-
dbopmanui B HEKOH(PUICHIHUAIBHOM OOBEKTE, €CIU TOT K€ CaMbli
MPOIIECC UCIOIB3YeT UHPOPMAIUIO U3 KOHPUICHIMAIBHOTO O00BEKTa
(ero ypoBeHb KOH(UIECHUIMAIBLHOCTH OOJBIIE HYJS). DTO 3a4acTyrO
pemraeTcs MmyTeM pa3pelieHHs] MOJb30BaTENI0 BHICTYNATh OT MMEHHU
CyOBbEeKTa ¢ MEHBLIMM YPOBHEM JOCTYIIA, YTO B CBOIO OYEpEb IPUBO-
JUT K JeTpaJialliil CUCTEMbI 3alllUThI;

® [I0JIb30BaTENIb HUKHETO YPOBHS UMEET IMPABO 3aIUCU B OOBEKTHI BCEX
YPOBHEH, T.0. 3TOT IOJI30BATEIb MOXKET MEpENucaTh CyIleCTBYIOLIUI
O00BEKT, UTO PaBHOCWJIBHO €ro yjaajaeHuto. [ ycTpaHeHHUs 3TOro He-
JIOCTaTKa BTOPOE IPaBUJIO MU3MEHSETCS TaK, YTO IOJIb30BATENIb UMEET
JIOCTYII Ha 3aIHCh TOJIBKO HA CBOEM YPOBHE.

M3-3a OTMEUYEHHBIX HEAOCTATKOB MAHIATHOTO pa3TpaHUYCHUS JOCTyNa B
peanbHbIX CYB/] MHOXECTBO 0OBEKTOB, K KOTOPHIM IPUMEHSETCS MAHIATHOE
pasrpaHUYeHHE, SBIIACTCS MOAMHOKECTBOM MHOXXECTBA OOBEKTOB, AOCTYN K
KOTOPBIM OCYIIECTBIISIETCS HAa OCHOBE AMCKPEIMOHHOTO pa3rpaHudcHus. B
LEJIAX YMEHBIICHUSI HETaTUBHBIX NocieAcTBUM orpannyennss NWD B cucremy
BBOJISIT MIPUBUJICTUPOBAHHOTO TIOJIL30BATENsl, UMEIOIIETO CIEIHATbHBIC TTOJI-
HOMOYHS Ha yJaJeHHE JII0OOro 00BhEKTa CUCTEMbl U MOHUKEHUS METKH KOH-
buneHIanTsHOCTH. IMEIoTCs TakKe paclIMpeHus MaHIaTHO| Mozenu, adapted
mandatory access model u ap., HEKOTOPBHIM 0OPA30M CHUMAFOIINE HE- TOCTATKA
MAC.

[IpumepoM peanuzanii MaHIATHOTO TMOJXOJA pasTpaHUYCHHS TOCTYyIIa
MoxkHO cuntaTh komroHeHT Oracle Label Security (OLS), peann3oBaHHBIN B
CVYB/J] Oracle, naunnas ¢ 91 Bepcuu. [Ipumepom Poccuiickoii CYB]I, peanu-
sytommeit crangapt SQL-92 ssusercs CYB/l JIMHTEP.
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3.5 PoneBoe pasrpaHuyeHue gocTtyna

PoneBast Mozaenp 6€30MacHOCTH MPEACTABISET COOON CYIIECTBEHHO YCO-
BEPIIEHCTBOBAHHYIO MOJI€NIb XappucoHa-Py330-YibpMaHa, OIHAKO €€ HENb3s
OTHECTH HHU K JUCKPEIMOHHOMY, HA K MaHJIaTHOMY MOJIXOXYy, ITOTOMY YTO
YIpaBJICHUE TOCTYIIOM B HEHM OCYIIECTBIISICTCS KaK HA OCHOBE MAaTPHIIBI IIpaB
J0CTyMa JUIsl pojieil, Tak U ¢ MOMOIILBIO MPABWII, PErIAMEHTUPYIONIUX Ha3HA-
YeHHUE poJied IMOJIB30BATENSM M UX aKTHBAIMIO BO BpeMs ceaHcoB. [loaTomy
pOJIeBOE pasrpaHUYEeHHE JOCTyNa MPEACTaBIsieT cCOO0M COBEPIIEHHO OCOObIN
TUIl KOHTPOJISL JOCTYIA, OCHOBAHHOW Ha KOMIIPOMHCCE MEXIAY T'MOKOCTHIO
YIPABJICHUS JOCTYIIOM, XapaKTEPHOU JJi AUCKPEIIMOHHBIX MOJIEJIEH, U JKeCT-
KOCTBIO MPABUJT KOHTPOJIS TOCTYTA, MPUCYIIEH MaHIaTHBIM MOJICTISIM.
PoneBoe pasrpannyeHue J0cTyna OCHOBAaHO Ha TOM COOOpa)KEHUH, YTO B
peabHOM KM3HW OPTaHW3allid €€ COTPYAHUKU BBITIOIHSIOT OMpEIeiICHHBIC
GyHKIIHMOHATBHBIC 00SI3aHHOCTH HE OT CBOETO UMEHH, a B paMKaX HEKOTOPOU
3aHUMAeMOUM UMM JTOJLKHOCTH (Uin poiin). KonudecTBo poseit B cucteMe Mo-
KET HE COOTBETCTBOBATH KOJUYCCTBY PEAbHBIX MOJIb30BaTENICH — OJMH TOJIb-
30BaTellb, €CJIM HA HEM JISKAT pa3IudHbIe 00SI3aHHOCTH, TPEOYIONINE pa3Iid-
HBIX ITOJTHOMOYHI, MOKET BBITIOJHATH (OJHOBPEMEHHO WJIM TIOCIIEA0OBATEIIBHO)
HECKOJIBKO POJICH, a HECKOJIbKO MOJIb30BaTEICH MOTYT MOJb30BAThCS OJAHOU U
TOM K€ POJIbIO, €CJIM OHU BBITIOJIHAIOT OJIMHAKOBYIO paboTy. Peanuzanus po-
JIEBOTO pasrpaHudeHus aocryna Kk oobexkram CYB]] unu KoMIblOTEpHOU CH-
CTEMBI B II€JIOM TpeOyeT pa3paboTku Habopa (OuOIMOTEKH) poJeH, onpenens-
€MBIX KaK Habop MpaB J0CTyma K 00beKTaM HH()OPMAITMOHHON CUCTEMBI (TIpaB
Ha BBIMIOJIHEHWE HAJ] HUMU OIpEJEIeHHOro Habopa neicTBuil). DTOT HAOOp
IIpaB JI0JDKEH COOTBETCTBOBATH BBITIOIHAEMBIM PAOOTHUKOM 00SI3aHHOCTSIM.
PoneBoe pazrpanudeHue J0CTyIa ONMEPUPYET CIACAYIOMUMHU MTOHATHSIMHU:
® CyOBEKTHI U OOBEKTHI IOCTYTIA;
® TPUBWICTUU - MUHUMAJILHO BO3MOJKHBIC JEUCTBUS CyObeKTa, TpeOy-
IOIIME PA3PEIICHHS] WITH 3apPeIEHUs dTOTO ICHCTBUS;

® TMpaBwia - OObEAMHEHUE MPUBHIICTUH, MOJMHOXXECTBA OOBEKTOB, IS
KOTOPBIX MOXET ObITh OMpeesicHa JaHHas MPUBWIETHSA, W TPU3HAKA
pa3perieHus WK 3anpenieHus STON MPUBUIETHH;
® poib - HAOOpP MPaBWII, COOTBETCTBEHHO OMNPEACIISIONINX, KaKUMHU TIPH-
BWICTHUSAMH U TI0 OTHOIICHUIO K KakuM oOBbekTaM OyneT oOjajaaTh
CyOBEKT, eciii eMy OyJeT Ha3Ha4YeHa 3Ta poJib;

® ceccHs - MOJMHOKECTBO POJIeH, KOTOPhIE aKTUBUPOBAT CyOBEKT TIOCIIE
BXOJIa B CUCTEMY B T€UCHHE OIPEICICHHOTO HHTEPBAIa BPEMEHH.

[Ipyn wucmonb30BaHUU POJICBOW TMOJUTHKUA YIIPABICHUE JTOCTYIIOM OCY-
IIECTBJISIETCS B TPU CTAJIUN: BO-TIEPBBIX, IS KAKIOM POJIM yKa3bIBaeTCs HA0Op
MTOJTHOMOYHM, TIPEICTABIISIONINK HAOOp MpaB A0CTymna K 00beKTam, BO-
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BTOPBIX, KaXJOMY II0Jb30BaTEII0 HA3HAYAETCSI CIUCOK JOCTYIHBIX €My pO-
JIed, U, B-TPETBUX, ITOCJIE aBTOPU3ALMU MOJIb30BATENS B CUCTEME ISl HETO CO-
3maetcst ceccus. [lolHOMOYMS Ha3HA4AKOTCA POJIAM B COOTBETCTBUU C IPUH-
LUIIOM HAUMEHBIINX MPUBWIETHM, U3 KOTOPOTO CIEAYET, YTO KAXKIbIN IMOJb-
30Barelb JOJKEH 00J1a1aTh TOIBKO MUHUMAIBLHO HEOOXOAUMBIM JIJISi BBITIOJ-
HEHUsI CBoel paboThl HabopoM mosiHoMouui. [Ipu peanuszanuu pojieBol Mo-
JIeIM MOKET OBITh BBEJIECH Psii OrpaHUYEHUMN: HalpUMeEp, Ha3HAYEHUE POJIH
[JIaBHOTO aJMUHUCTpaTopa (Cymneprnoyib3oBaTessi) MOXKET ObITh MPEeAoCTaBIie-
HO TOJBKO OJHOMY IIOJIB30BATENI0, BBOAUTCS 3alPET COBMEUIEHUS OJHHUM
IIOJIB30BATENIEM ONPEACIIEHHBIX POJIEH, OTPAHUYMBAETCS KOJIMYECTBO IOJIB30-
BaTeJIeW, OMHOBPEMEHHO BBIIIOJHSAIOIIUX ONPEAEIEHHYIO POJIb U T.II.

Kputepuii 6€30macHOCTH CUCTEMBI IIPU MCIIOIb30BAaHUM POJIEBOM MOJIEIH
MOKHO C(OpPMYJHpPOBaTh CIEAYIOIIKUM 00pa3oM: cHCTeMa cuuTaercss Oe3-
OIIAaCHOM, eciu J1I000H M0JIb30BaTENb B CUCTEME MOYKET OCYIIECTBISATH TOJIBKO
TE JEHCTBUS, KOTOpPble TPEOYIOT MOJTHOMOYMM, BXOJSIIUX B COBOKYITHOCTbH
IIOJIHOMOYHM BCEX POJIEH, TOCTYIIHBIX JUIsl HETO B IAaHHOW ceccuu. B otinmuue
OT APYTUX MOJENEH, poJieBasi MOJENb YIIPABICHHS JOCTYIIOM IIPAKTHYECKU HE
rapaHTupyeT O€30MaCHOCTh C TMOMOIIBI0 (POpPMaJIbHBIX JOKA3aTeNbCTB, a
TOJIBKO OMPEIEISIET XapaKTep OrpaHUUECHHM, COOTIOIEHNE KOTOPBIX U CITYKHUT
KpUTEepueM 0€30MacHOCTH CUCTEMBI.

Ponesast moznenb pasrpaHMYeHUs JOCTYIIA COYETAET DJIEMEHThI MAHAATHO-
ro pasrpaHudeHus (00beIMHEHHEe 0ObEKTOB M MPUBHIIETUH J0CTyNa B OJHOM
paBUJie) U JUCKPELIMOHHOTO pa3rpaHUyueHus (Ha3HauYeHUe pojiei OTAeNbHBIM
cyObekTam). OTUM 00ecredrBaeTcsl )KECTKOCTh MpaBUil pa3rpaHUuEHus J0-
CTynma U THOKOCTh HACTPOMKM MEXaHW3Ma pa3rPaHUYCHUS] B KOHKPETHBIX
yCJIOBHSX IpuMeHeHus. [IpenmyiecTsa poseBoro pa3rpaHM4eHus JOCTyIa K
00BbEKTaM MPOSIBISIOTCS MPU OPraHU3alMU KOJUIEKTUBHOIO JIOCTYIa K pecyp-
caM CJIOXHBIX MH(OPMAIMOHHBIX CHUCTEM C OOJBIIUM KOJIWYECTBOM IOJb30-
Baresnell 1 00beKTOB. K TOCTOMHCTBY pOJIEBOTO pa3rpaHUYEHUs IOCTyNa cie-
NyeT Tak)Ke€ OTHECTH HallMuue UepapXxuu poJjieH, pasjercHue 00sI3aHHOCTEM,
BO3MOXHOCTb PETUCTPAIlMM B CUCTEME C HAMMEHbBIIEH poibo (IPUHIUI
HAaUMEHBIIUX MPUBWIETUH) U BO3MOXKHOCTh 3aIlyCKa MPUJIOKEHUH, TpeOyro-
KX GUKCUPOBAHHOTO HAOOpa MpaB JOCTYIIA, HE 3aBUCALLIMX OT MPaB A0CTyNa
NOJIb30BATEIISI, 3aMyCTUBIIETO JAHHOE IMPUJIOKEHUE, YTO BO3MOXKHO IIPH
Ha3HAYEHUU T0Jb30BATENI0 ONpeaeaeHHoNM ponu. K HemocTtatkaMm poJjeBoro
pasrpaHuYeHHsl JOCTyNa OTHOCUTCS OTCYTCTBHE (POPMANIbHBIX JOKA3aTEIbCTB
0€30MacCHOCTH KOMIIBIOTEPHON CUCTEMBI, BO3MOXXHOCTh BHECEHUS AyOJIMpOBa-
HUSL U U30BITOYHOCTU MPH MPEJOCTABICHUH MOJB30BATENSIM paB JOCTyIa U
CJIO’KHOCTh KOHCTPYUPOBAHUS POJICH.
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Hapsny ¢ nuckpennoHHOU, poJieBasi MOJENb Pa3sTpaHUYCHUS TOCTYIIA, pe-
allM30BaHa BO MHOXeCTBe pa3BUThIX kommepueckux CYBJl, manpumep: Mi-
crosoft SQL Server, Oracle, IBM DB2.

4. ObecneyeHue LUENOoCTHOCTU AaHHbIX

[Tox 11€10CTHOCTBIO TaHHBIX MOHUMAIOT COOTBETCTBHE WH(MOPMAITMOHHON
MOJICIIA TIPEAMETHOM 00JIaCTH, T.€. TaHHBIX, XPAHUMBIX B 0a3e JaHHBIX, 00b-
€KTaM PEeajJbHOIO MUpPa U UX B3aHMMOCBSA3SIM B KaXK/blii MOMEHT BpeMeHU. JIto-
00€ U3MEHEHHE B MPEIMETHON 00JIaCTH, 3HAYUMOE JJIsl TOCTPOEHHOM MO/JIEH,
JOJKHO OTpakaThCs B 0aze JaHHBIX, U IIPU ATOM JOJIKHA COXPAHATHCS OJHO-
3HaYHasi UHTEpHIpeTanus HHHOPMAIIMOHHON MOJIEIN B TEPMHUHAX MPEIMETHON
obnactu. llenoctHocth BJ] HE rapaHTUpyET HOCTOBEPHOCTU COJIEPIKAIICHUCS B
Hell uH(opMaluy, HO obecreunBaeT Mo KpaiHeW Mepe MpaBaonoa00HOCTh
3TON MHGpOpPMAIMU, OTBEPrasi 3aBEIOMO HEBEPOSITHBIC, HEBO3MOXKHBIE 3HAUE-
Husl. Takum oOpaszom, He cleayeT MyTaTh HEeIOCTHOCTh bJl ¢ TOCTOBEPHOCTHIO
JTaHHBbIX. J0CTOBEpHOCTH (MM UCTUHHOCTH) €CTh COOTBETCTBUE (PAKTOB, Xpa-
Hamumxcea B b/l, peanbrOMy Mupy. KOHTpOJIb LIEIOCTHOCTH AAHHBIX 3TO CIIO-
coonocte CYB/] nimm KC B 1nie1om oGecneunTs HEM3MEHHOCTh JaHHBIX (J1aH-
HbIE, XpaHsAIIHUECs B CHCTEME, HE OTJIUYAIOTCS B CEMAHTUYECKOM OTHOILIEHUH OT
JTAHHBIX B MCXOJIHBIX JOKYMEHTax) B YCIOBUSIX CIIydyalHOro W (W) Tpea-
HAMEPEHHOTO WCKaKEHUS (pa3pylIeHHs) WM, WHA4Ye, MO/ IIEJIOCTHOCTHIO
JAHHBIX MOJIPa3yMEBAET OTCYTCTBHUE HEHANJICKAIIUX U3MEHEHHU.

4.1 NpuHUMNbLI o6ecnevyeHns LenoCTHOCTU AaHHbIX

[TonsiTue «HeHaanexailee nsMeHenue» BeeneHo 1. Kmapkom u [, Bunb-
COHOM: HM OoJHOMY Tosb3oBatesito KC, B TOM 4ucie u aBTOPpU30BaHHOMY, HE
JIOJDKHBI OBITh pa3pellieHbl TaKUe U3MEHEHUS JJAHHBIX, KOTOPhIC MOBJICKYT 3a
co0oit ux pazpyuieHue uwiu norepro. B padorax Knapka n Bunbcona onpene-
JIEHBI JIEBSITh A0CTPAKTHBIX TEOPETHUECKHUX IMPUHIIMAIOB, BBHITOJHEHHE KOTO-
PBIX TTO3BOJIUT 00ECIIEYUTH IIEJIOCTHOCTD JIAHHBIX

® KOPPEKTHOCTb TPaH3aKIUK;

® aBTOpHU3AIIMS MOJB30BaTEIICH;

® MUHUMU3ANWS PUBHIICTHH;

e pasrpaHudeHHE PYHKIIMOHAIBHBIX 00S3aHHOCTEH;
® AyJIUT NPOU3OUIEANINX COOBITHIA;

® OO0BEKTUBHBIA KOHTPOJIB;

e yIIpaBJICHUE IIepeIadyeii IPUBUIIETUM;
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e S} dheKTUBHOEC MPUMEHEHNE MEXaHU3MOB 3aIIIUTHI;

¢ IPOCTOTA UCIIOJB30BAHUS 3aAlIUTHBIX MCXaHHU3MOB.

[To mepBOMYy IPUHIMUITY JAHHBIE MOTYT U3MEHSTHCSA TOJIBKO MOCPEICTBOM
«KOPPEKTHBIX» TpaH3akuui. [Ipsmoe (Mpou3BOIBLHBIM 00pa3oM) U3MEHEHHE
JAHHBIX HE JoMycKaeTcs. B cBOIo odepeib KOPPEKTHOCTh TPAH3aKIUNA JOJDKHA
OBITb HEKOTOPBHIM CIOCOOOM Jl0Ka3aHa. BTopoil mpuHIMI I1acuT, 4TO U3Me-
HEHUE JIaHHBIX MOXXET OCYIIECTBISATHCSA TOJIBKO aBTOPU30BAHHBIMU MOJIH30Ba-
TEJISIMU, UMEIOIIMMHU OTIpe/IeJICHHbIE TPUBMIETUH. MUHUMAIIBHOCTh NMPUBUIIC-
TUi TOApa3yMeBaeT, YTO IMOJh30BaTeIM (B KOHEYHOM CUETE, CYOBEKTHI)
JOJKHBI OBITh HAJIEJIEHBI TEMU U TOJBKO TEMU MPUBWICTUSIMU, KOTOPbIC MU-
HUMaJIBbHO HEOOXOJMMBI JJI BBIMOJHEHUS] T€X WJIM UHBIX JEUCTBUU. AyauT
MPOU3OLIEAIINX COOBITUM (BKJIIOYAss BO3MOXHOCTh BOCCTAHOBJICHUS IMOJHOM
KapTUHBI MPOUCIIEIIET0) SIBISETCS MPEBEHTUBHON MEpOil B OTHOIICHUHU TO-
TEHIIMAIBHBIX HAPYIIUTENIEH U T03BOJISIET BOCCTAHOBUTH JIAHHBIE B CIy4Yae UX
MOBpexieHus. Pasrpannuenue (pyHKIMOHAIBHBIX O0sS3aHHOCTEW MOJpazyMe-
BaeT OpraHMU3aIUI0 padOThl C JIAHHBIMU TaKUM 00pa3oM, YTO B KaXKJIOW W3
KJIFOUEBBIX CTA/IUM, COCTABIISIIOIIMX €AWUHBI KPUTUYECKU Ba)XHBIA C TOYKHU
3pEHUs 1IEJIOCTHOCTH MPOLIECC, HEOOXOUMO YyUacTHe Pa3IMYHBIX MMOJIh30BaTE-
Jiel. DTUM rapaHTUPYETCS, UTO OJIMH MOJIb30BATENIb HE MOXKET BBIIOJIHUTH BECH
nmpolecc IMeNUKoM (WM Jake JIBE €ro CTajauu) ¢ TeM, 4TOObl HApYIIUTh
[EJIOCTHOCTh JaHHBIX. [IpUHIMIT OOBEKTUBHOT'O KOHTPOJISA TAKXKE SIBISETCS
OJIHUM M3 KPaeyroJjibHbIX KaMHEW MOJIUTUKU KOHTPOJs 1eI0CTHOCTH. CyTh
JAHHOTO MPUHIIMIMA 3aKJIF0YAETCS B TOM, YTO KOHTPOJb I€IOCTHOCTH JAHHBIX
HMMEET CMBICII JIMIIbh TOTJIa, KOTJa 3TU JIaHHBIE OTPAXaIOT pPeaibHOE MOJIOMKE-
Hue Bemie. OueBUAHO, YTO HET CMbICA 3a00TUTHCS O LETOCTHOCTH JIaHHBIX,
CBSI3aHHBIX C pa3MeEIleHHeM 00EBOro apceHasa, KOTOPBIM y)Xe OTHpaBjieH Ha
neperiaBky. B cBsizu ¢ atuM Knapk u BunbCoH ykaspiBaloT Ha HEOOXOAM-
MOCTb PETYJISIPHBIX TMPOBEPOK, IEIbI0 KOTOPHIX SIBJSIETCS BBISBICHUE BO3-
MO>KHBIX HECOOTBETCTBUM MEXY 3allUIIaeMbIMUA JAaHHBIMH U OOBEKTUBHOMN
PEAIBHOCTHIO, KOTOPYHO OHU OTPa)KaroT. Y IPaBIICHUE NEpeaayeid IPUBUIIETUI
HeoO0XxoauMo 11 3(PpdeKTUBHON pabOTHl BCEH MOIUTUKHU Oe30macHOCTH. Ecim
CXEMa Ha3Ha4YeHUs MPUBWIETUN HEAJEKBATHO OTPAX)aeT OPraHU3alUOHHYIO
CTPYKTYPY TPEANPHUATHS WIH HE TMO3BOJIICT aIMUHUCTPATOpPaM 0€30MacHOCTH
rUOKO MaHUITYJIMPOBaTh €10 it oOecrieueHus 3(PGHEKTUBHOCTH TPOU3BOJI-
CTBEHHOM JIEATEIbHOCTH, 3aIllUTa CTAHOBUTCS TSXKKUM OpeMEHEM U ITPOBOIIH-
pYyeT NONbITKK OOONTH €€ TaMm, TJie OHA MEIIAET «HOpMaJIbHO» padore. B oc-
HOBY BOCBMOI'O MIPUHIIMIIA KOHTPOJIS IEJIOCTHOCTU 3JIOKEH Psii UIeH, TpH-
3BaHHBIX OOecreunTh IPPEKTUBHOE MPUMEHEHHWE UMEIOIIMXCS MEXaHU3MOB
oOecrieueHus Oe3omacHocTH. Ha mpakThke 3a4acTyi0 OKa3bIBAETCS, YTO
NpPEAYCMOTPEHHBIE B CUCTEME MEXaHU3Mbl 0€30MacHOCTH WJIM HEKOPPEKTHO
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UCIIOJIB3YIOTCS, WK MOJHOCTBIO HTHOPUPYIOTCS CHCTEMHBIMH aJIMUHUCTPATO-
pamu. ITpocToTa HCIOIB30BaHMS 3AIMUTHBHIX MEXaHU3MOB II0JPa3yMEBAcCT, YTO
caMblii Ge30macHbIi MyTh DKCIUIyaTalldd CHCTEMBI OyJeT Takke Hambolee
IIPOCTHIM, X HA000POT, CaMBIil IPOCTOM - HAaHOOJIEeE 3AIIUIIIEHHBIM.

Ha mpaktuke Hanbojiee 4acTo ymOTPEOISIOTCS JABE MOAEIH 00eCIeUeHNUs
[ICJIOCTHOCTH JIaHHBIX, MOJENb IenocTHOCTH Kitapka-Buibcona u Mozensb
buoa.

4.2 Mopenb Knapka-BunbcoHa

Mopnens nenoctHocTn Knapka-Bunbcona Obuta npemioxkena B 1987 r. kak
pe3yibTaT aHaiu3a MPAKTUKH OyMa)XHOTO JOKYMEHTOO0OOpOoTa B KOMMeEpUe-
CKUX KOMMaHUsX, d3PGEKTUBHON C TOUKH 3PEHHS 00ECIeUeHHUs IEJIOCTHOCTH
unpopmaruu. Mogens Kiapka-Bunbcona siBisercst onucaTenbHOM U HE CO-
JIEP)KUT KaKuX Obl TO HU OBLJIO CTPOTUX MATEMAaTHYECKUX KOHCTPYKIUH —
ckopee e€ 11e1eco00pa3Ho paccMaTpuBaTh KaK COBOKYMHOCTb MPAKTUYECKUX
pPEKOMEHJAIMi 10 MOCTPOCHUIO cHcTeMbl obecrieueHus nenoctHoctu B KC.
OCHOBHBIE TOHATUA TAHHOM MOJENA — 3TO KOPPEKTHOCTh TPaH3aKIUK U pa3-
rpaHuueHre (QYHKIIMOHANBHBIX O0sf3aHHOCTEW. Mojenp 3ajaer mnpaBuia
dbyukimonupoBanusa KC u onpenenser IBe KaTeropuu AaHHBIX U JiBa KJacca
omepauuii HaJ HUMHU. Bce conmepikaBiivecss B CHCTEME JIAHHBIE MOAPA3IEIIs-
IOTCSl HA KOHTPOJIMPYEMbI€ U Ha HEKOHTPOJIUPYEMbIC 3JIEMEHThI JaHHbIX. [le-
JIOCTHOCTH TMEPBBIX MOJJIEPKUBACTCS, a 1IEJIOCTHOCTh BTOPHIX HUKAK HE KOH-
Tponupyercsa. Beeaém crenytomme 0003HaYEHUS:

- S — MHOXKECTBO CyObEKTOB;

- D — MHOXECTBO JaHHBIX B aBTOMATH3WPOBAHHOU cUCTeME (MHOXXECTBO
00BEKTOB);

- CDI (Constrained Data Items) — naHHbI€, IETOCTHOCTh KOTOPBIX KOHTPO-
JIMpYyeTCs;

- UDI (Unconstrained Data Items) — naHHBIC, IIEIOCTHOCTh KOTOPBIX HE
KOHTPOJINPYETCS;

[Tpu atom D = CDI v UDI, CDI n UDI =0.

- TP (Transformation Procedure) — nporienypa mpeoOpa3oBaHus, T.€. KOM-
MOHEHT, KOTOPbIA MOXET WHULIMUPOBATH TPAH3AKIUIO — MOCJIEI0BATEIHHOCTh
omnepannii, NIEPEBOISIIY0 CUCTEMY U3 OJHOTO COCTOSIHUS B IPYTOE;

- IVP (Integrity Verification Procedure) — mporeaypa mpoBEpKH IEIOCT-
Hoctu CDI.

[IpaBuna mogenu Knapka-Buibcona:

1. B cucreme nmomwkubl mMmeTbes IVP, cmocoOHBIE MOATBEPAHMTH 11ETIOCT-

HoCTh Jroboro CDI. IIpumepom IVP mMoxer ciaykuTh MeXxaHW3M TO/I-
C4€Ta KOHTPOJIbHBIX CyMM;
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[Tpumenenue mo6oit TP k mobomy CDI 10mKHO COXpaHATH LIETOCT-
HocTh 3Toro CDI;

Tonsko TP moryT BHOCUTH n3MeHeHus B CDI;

CyObeKkTbl MOTYT WHUIMUPOBATH TOJBKO ompeaenéHHsle [P Han
onpenenéaapiMu CDI. JlanHoe TpeOoBaHME O3HAYaeT, YTO CHUCTEMA
JOJDKHA TIOJIep )KUBaTh OTHOIICHUS Buaa (S, t,d), tnes € S, t e TP,
d € CDI . Ecriu oTHOIIIEHHE OTIPENIeNIeHO, TO CYOBEKT S MOXKET MpUMe-
HUTH IIpeoOpa3oBaHue t K 00bekTy d;

JlomxkHa ObITh oOOecnedyeHa NOJUTHKA pa3leieHus] O00s3aHHOCTEN
CYOBEKTOB — T. €. CyOBEKThl HE TOJKHBI u3MeHATh CDI 6e3 Boieue-
HUS B ONIEPALUIO IPYTUX CyOBEKTOB CUCTEMBI,

Crernmanbabie TP moryT npespamats UDI B CDI;

Kaxnoe npumenenne TP nOMKHO perncTpupoBaThCs B CHEHUAIBHOM
CDI. IIpu stom:

e nanHblii CDI momkeH ObITh AOCTYIEH TOJBKO JUIsl 100ABJICHUS UH-
dbopmaruu;

e B nanHbii CDI HeoOxoauMo 3amuckiBaTh HHGOPMAIIUIO, JOCTATOY-
HYIO JIJI1 BOCCTAHOBJICHHUSI MOJHOW KapTUHBI (YHKIIMOHUPOBAHUS
CUCTEMBI;

CucrtemMa J0KHA Pacrio3HaBaTh CyOBEKTHI, MBITAIOIMINECS UHUITUHUPO-
Bath | P;

Cuctema J0JDKHA paspeniaTh NPOM3BOINTh U3MEHEHHUS B CITUCKAX aB-
TOPHU3AIMK TOJBKO CIEIUAIBbHBIM CyObeKkTaM (Hampumep, aIMHHU-
cTpaTopam Oe3omacHOCTH). JlaHHOe TpeOOBaHHE O3HAYAET, YTO TPOHKHU
(s, t, d) MoryT MOaU(pHUIIMPOBATH TOIBKO ONMPEICIEHHBIC CYOBEKTHI;

besycnoBubiMu toctonHcTBamMu Monenu Kiapka-Bunbcona siBistorcst €€
MPOCTOTA U JETKOCTh COBMECTHOIO HCMOJIb30BAHUS C JIPYTUMH MOJIECTSMHU
0e30MMacHOCTH.

4.3 Mopenb Buba

Mopnens buba Obuta pazpaborana B 1977 rogy kak MoauduKamus MOJIEIH
benna-Jlallamynel, opueHTHpPOBaHHAS Ha 00ECTICUCHHE 1ETTOCTHOCTH JaHHBIX.
Ananornuno moxaenu bemna-Jlallagynel, Mogens buba ucnons3yer pemeéTky
KJIACCOB 0E€30MaCHOCTH, TPAKTYEMbIX B HEH KaK PEMIETKY KJIACCOB IIEIOCTHO-

bazoBbie mpaBuiia Mojieu bubda GopMyaupyroTcs CaeayonmmM 00pa3om:
1. TIpoctoe mpaBmio 1enoctHoctd (Simple Integrity, Sl). Cy0bekT c

YPOBHEM IIEJIOCTHOCTH XS MOXKET 4uTaTh WH(pOpMaIuioo 3 00beKTa ¢
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ypoBHEM I1iesiocTHOCTH XO TOorAa M TOJBKO Torna, korma XO mpeobia-
JaeT HaJ XS.

2. * - cBoiicTBO (star-integrity). CyOBEKT ¢ YpOBHEM IEITOCTHOCTH XS
MOJKET MHUCaTh MHPOPMAINIO B OOBEKT C ypOBHEM IeN0oCTHOCTH XO
TOT/Ia ¥ TOJBKO TorAa, koraa XS npeobnagaet Hag XO.

J1J1d mepBOTO MpaBuUIIa CYIIECTBYeT MHEMOHIYecKoe o0o3Hauenne NO Read
Down (NRD) - moctyn Ha 4YTeHWE IaeTcs, €CIIM YPOBEHBb IIEIOCTHOCTH
(6e3omacHOCTH) O0BEKTAa HE HIDKE (2 TakKe BKIIIOYAET B ceOsl) ypPOBEHb Iie-
noctHOCTH (Oe30macHOCTH) cyObekTa, a ais Broporo No Write Up (NWU) -
JOCTYTI Ha 3aIUCh JA€TCsI, €CIM YPOBEHB MEIIOCTHOCTH (0€30macHOCTH) CyOh-
€KTa He BBIIIE (a TaKKe BKJIIOUYAET B ce0sl) yPOBHS 1[ETOCTHOCTH (Oe30macHo-
cTh) oObekTa. CiaenoBaTesbHO, COCTOSTHUE CUCTEMBI Oy/IE€T LETOCTHBIM TOTa
U TOJILKO TOT/Ia, KOTJIa OHO O€30MacHO 10 YTEHHIO U 3aIUCH.

OTaenbHOT0 KOMMEHTapUs 3aCTy’KHUBAET BOIPOC, YTO UMEHHO MOHUMAET-
cst B Mozienu buba moj ypoBHSIMU 11€70CTHOCTH. JIeCTBUTEIBHO, B OOJIBIITHH-
CTBE NPUWJIOKEHHUH 1ETOCTHOCTh JAHHBIX PAacCMAaTPUBAETCS KaK HEKOE CBOM-
CTBO, KOTOpOE MO0 COXpaHAeTCs, IN0O HE COXPaHsETCS — U BBEJICHUE Hepap-
XUYECKUX YPOBHEH IEIOCTHOCTH MOXKET MPEACTaBIATHCSA M3JIUIIHUM. B nei-
CTBUTEIHLHOCTH YPOBHH IIEJIOCTHOCTH B Mojenu buba CTOUT paccMaTpuBaTh
KaK YPOBHU 00CMOBEPHOCMU, a COOTBETCTBYIOIINE WH(OPMAITMOHHBIE TOTOKU
— Kak nepenaqy uHbopMaru u3 00jee TOCTOBEPHOW COBOKYITHOCTH JAaHHBIX
B MEHEe JOCTOBEpHYIO0 U Hao0opoT. To ecth, monens buba ocHOBhIBaeTcs Ha
CIEIYIONMNX JTOMYIICHUSX: YeM BBIIIE YPOBEHb OC30MAaCHOCTH OOBEKTa, TEM
BBIIIIE €T0 JOCTOBEPHOCTh W UYEM BBIIIE YPOBEHBh OC30MAaCHOCTH CYOBEKTa, TEM
0oJiee TOCTOBEPHYIO HH(POPMAIUIO OH MOXET BHOCUTH B CUCTEMY.

dopmanbHOe onucanue mMojean buba MomHOCThIO aHATIOTUYHO OMMCAHUIO
mozenu bemna-Jlallamynsl. K qnoctonrcTBam moaenu buba crieryeT oTHeCTH e
POCTOTY, a TaK)K€ MCIOJIb30BAHUE XOPOIIO HM3YYEHHOTO MaTeMaTUYeCKOIo
ammapata. B To ke BpeMs MOJIeNTb COXPaHsET BCE HETOCTATKH, MPUCYIIHE MO-
nenu benna-Jlallamyner.

4.4 CoBMecTHOe ucrnonb3oBaHMe Mmoaeneun 6e3onacHoOCTU

B peanbHBIX aBTOMAaTU3UPOBAHHBIX CUCTEMAX PEJIKO BCTPEUAIOTCA CHUCTE-
MBI 3alTUThI, OPHCHTUPOBAHHBIE HCKIIOUNTEIILHO Ha oOecrieueHne KOHPUICH-
[MUAJIBHOCTH HJIM HCKJIIOYUTEIBRHO Ha oOecreueHue IEeIOCTHOCTH HH(pOopMa-
nun. Kak mpaBuito, cucTeMa 3aliuThl JIODKHA coueTarh 00a MEXaHu3Ma — a
3HAUUT, TIPU TIOCTPOCHUU W aHAJIU3€ JTON CHUCTEMbI OyJIeT HeOoOXOIMMbIM
COBMECTHOE HCIIOJIb30BaHNE HECKOJBKUX (POpMabHBIX MOJACIEH Oe30macHo-
cti. PaccMOTpuM B KadecTBe MpUMEpa BO3MOKHBIE BapUAHTHI COBMECTHOIO
ucroiab3oBaHust Mmojeneit bemn-Jlallaaynel u buba.
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1. JIBe Moaenu MOTYT OBITh PETM30BaHBI B CHCTEME HE3aBUCUMO JPYT OT
apyra. B atom ciiydae cyObekTaM M 0OBEKTaM HE3aBHUCHUMO IPUCBAH-
BaIOTCS YPOBHU CEKPETHOCTH U YPOBHH LIEJIOCTHOCTH;

2. Bo3MoxHO norumueckoe oObeIMHEHHE MOJEIIEH 3a CUET BBIACIICHHUS
oOmux KoMmnoHeHToB. B cimydae moxeneit buba u bemna-Jlallagymel
TaKuM OOIIIUM KOMIIOHEHTOM SIBJISIETCS TOPSAOK pasrpaHUyYeHUs J10-
CTyIla B IPeeiax OJHOTO YPOBHS CEKPETHOCTH;

3. Bo03MOXHO HCTI0JIb30BaHKE OJHON U TOM )K€ PEIIETKH YPOBHEN KaK JIJis
CEKPETHOCTH, TaK M JJIs IeTOCTHOCTH. [Ipr 3TOM CyOBEKTHI U OOBEKTHI
C BBICOKMM YPOBHEM IIE€JIOCTHOCTH OYJyT pacrojiaratbCsi Ha HU3KUX
YPOBHSIX CEKPETHOCTU, @ CYOBEKThI U OOBEKTHl C HU3KUM YpPOBHEM
LEJIOCTHOCTH — HA BBICOKHX YPOBHSIX CEKPETHOCTH.

Ecnu Opate B pacuer KC, To mocnenHssi peanu3aius mo3BoJseT, HaIpH-
Mep, Pa3MECTUTh CUCTEMHbIC (ailibl Ha HUKHEM YPOBHE HEpapXuH, 4UTO
00ecneynT X MaKCUMAJIbHYIO II€JIOCTHOCTb, HE aKIICHTUPYsl BHUMAaHHE Ha
V3JIMIIHEH B JaHHOM CJIy4ae CEeKPETHOCTH.

4.5 OnepaTtopbl A3bika SQL 3agaHus orpaHUYeHUM LeNTOCTHOCTHU

Kak mbl yxxe 3Haem u3 kypca «Mogenu aaHHbiXx 1 CYB/I», cymecTByoT
CJIEAYIOLIUE BUIbI OTPAaHUYCHUM:
1. Orpannuutenu 3HaueHuid (domain constraints);

2. Orpannunrenu kiaroueii (Key constraints);
3. Orpanununrenu 3amucu (entity constraints);
4. Ccoutounas neioctHocthb (Declarative Referential Integrity, DRI).

OrpaHuunTENN KIHOYEN 3aJat0TCS TOCPEICTBOM 3aIPETA HEOMPEICIICHHBIX
Null 3HadeHuii I KIIIOYEBBIX MOJICH (IO HEONpPEaeIEHHOMY 3HAYCHHUIO He-
BO3MOXKHO MPOW3BECTH HACHTU(DUKAIMIO 3alUCH) U TpeOOBaHHEM YHUKAIIb-
HOCTH 3HAQYEHUS KJIKOYEBOTO noJtid. [Ilpyu cpaBHEeHMN HEONMpPEAEICHHBIX 3HAYE-
HUW HE NEUCTBYIOT CTaHJApPTHHIE MPABUJIA CPABHEHUSA: OJHO HEOIPEAEIECHHOE
3HAYEHHE HUKOTJA HE CUATAETCA PABHBIM APYTrOMY HEOIPEICICHHOMY 3Haye-
Huto. B SQL Bo ¢ppaze WHERE 1151 BeisiBiI€HUS! paBEHCTBA 3HAYEHUS] HEKOTO-
poro arpuOyTa HEONPEICICHHOMY 3HAYCHUIO MPUMEHSIOT CHeIUaIbHbIe TIpe-
JIAKATBHL:

<uMmsa aTpubyTta> IS NULL m <mMmsa arpmubyTa> IS NOT NULL

YHHMKaTbHOCTh 3HAYCHHMM JTFO0OTO TMOJIS 3a7aeTcs C IMOMOIIBIO OoIepaTopa
UNIQUE. Jlns o0bsiBIEHUST YHUKAIBHOCTA COBOKYITHOCTH TOJIEH TPUMEHSIET-
Cs KOHCTPYKIMS BUA:

UNIQUE (<nojel>, <mojse2>, ..)
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JInst 0OBbsIBIEHUS NEPBUYHOIO Kiltoua ucnoiib3yercs onepatop PRIMARY
KEY. JlonomauTenbHO, ¢ moMotbio crernuduanbix s kaxaoi CYBJI ome-
paTopoB, MOXKET YCTAaHABIMBATHCS aBTOHYMEpaIys KIFOYEBOro MOJIs.

OrpaHuuuTeny 3alUCH TaKXKe 33/Ial0TCA MOCPEACTBOM 3ampeTa Heolpeie-
JICHHBIX 3HAYCHUH, HO YK€ HE JJISI KIIFOUEBBIX, HO BAXKHBIX B CEMAHTUYECKOM
cMbicie noJieid. Toraa, mo KpaitHel Mepe, B OTHOILICHUH, UMEIOIIUM XOTSI OBl
OJTHO 00s3aTENHHOE K 3aIMOJTHEHHIO T0JIe, HEe OYJIeT MOJHOCTBIO IMMyCThIX KOpP-
TEXKE.

CcblnouHasi 1IeJIOCTHOCTh 00€CTIeYMBAET MOAJIEPKKY HEMPOTUBOPEUUBOTO
coctosiHusa BJl (corsmacoBaHHOTO COCTOSHHS BHEIIHUX KIFOYEH) B Ipoliecce
MOAU(DUKAIIUM TAHHBIX, @ TAK)KE IMPU BBITIOJHEHUH OTIepalivii 100aBJICHUSIUIIN
yaanenus 3anuceir. B SQL st atoro BBoautes oneparop FOREIGN KEY

FOREIGN KEY (<cmmcok nojer>) REFERENCES <wmMa TaOjm-—

LB (<crucok mnojieir>) ON DELETE CASCADE ON UPDATE CASCADE.

Hanpumep: FOREIGN KEY (client id) REFERENCES clients (id) ON

DELETE CASCADE

OrpaHnunTeNn KIIOYEH, 3aMUCHA U CCHUIOYHASA LEIOCTHOCTh OMPEAECISIOT
npasuia padotel CYB]] ¢ pensiumoHHbIMU CTpYKTypamu AaHHbIX. Ho ¢ apy-
TOM CTOPOHBI, 3TH ACHIEKTHI HUKAK HE KACAIOTCs COJIepKaHusl 0a3bl JaHHbIX. {1
ONPEAECTCHNUS] HEKOTOPBIX OTPAHUYEHHUM, KOTOPHIE CBS3aHBI C COAECPKAHHU-EM
0a3bl TaHHBIX, BBOJSITCSI OTPAHUYUTENN 3HaUeHUN. OrpaHUYUTENN 3HAYe- HUI
3Q/IaI0TCSl TYTEM OMpEeNICHUs] THMa ToJsl (JIOMEHa), 3aJaHus YCJIOBUS Ha
3HAYCHUE, 3aJ]JaHUs CIIMCKA BO3MOKHBIX 3HAYEHUHN U ONPEACTICHUS 3HAUYCHUS 10
YMOJYaHUI0. 3HAYCHHE TI0 YMOJYAHHUIO 33/Ia€TCS C MOMOIIBIO OnepaTopa

DEFAULT (<3HaueHMe MM BHpaxeHue>) {FOR <uma nonsa>},

a  OrpaHMYUTENW  3HAYCHHN  BBOJATCA C  TOMONIBIO  OmIepaTopa
CHECK(<ycnosue>). Buytpu CHECK wmoryT ucnosb30BaThCsi OmMepaToOpbl
cpaBuenus, ¢Qynkiuu IN, BETWEEN, LIKE wu npyrue ¢ynxkumu SQL.
Hanpuwmep:

DEFAULT (GetDate () ) for date

CHECK (price between 0 and 100000)

CHECK (passport like 'MP%20")

CHECK (ropon in ('MmHck', 'MockmBa', 'Kuer')) wunu

CHECK (ropon in(select capital from capitals))

Bce paccMoTpeHHbIE BBIIIE OTMPAaHUYUTENM IIEJIOCTHOCTH MOXHO Hampsi-
MYyI0 3aJ1aTh B UWHCTpykumu onpeaeneHuss tabmunsl CREATE TABLE,
Hanpumep (st MS SQL Server):

CREATE TABLE Publishers (Publisher ID INTEGER IDENTI-
TY(1,1) NOT NULL PRIMARY KEY, Publisher VARCHAR(100) NOT
NULL) ;
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CREATE TABLE Books (Book ID INTEGER IDENTITY(1,1) NOT NULL
PRIMARY KEY, Name VARCHAR(100) NOT NULL, ISBN VARCHAR (14)
UNIQUE NULL, PublisherID INTEGER NULL FOREIGN KEY REFER-
ENCES Publishers (Publisher ID), Publ Year SMALLINT DE-
FAULT (Year (GetDate () ) CHECK(Publ Year>=1960 AND

Publ Year<=YEAR (GetDate())), Pages SMALLINT NULL

CHECK (Pages BETWEEN 5 AND 10000))

B nmpuBenennsix unctpykuusax oneparop IDENTITY(1,1) onpenensier aB-
TO HyMepaiuio 3amnuceil. [lepBbiid ero mapameTp Mo3BOJISAET 33/1aTh HaYaJIbHOE
3HAYEHHE, BTOPOI — IpUpaICHUE.

Jlst aHanm3a omuOoK 1eIeco00pa3HO UMEHOBATh BCE OTPAHUYCHUS, 0CO-
OCHHO ecJii TaOJIHIIa COJEPKUT HECKOIBKO OTPAaHUYECHUM OHOTO THIIA, TaK KaK
HMMsI OTPAaHWYEHUSI BBIBOAUTCA B COOOIICHUM HApYILIECHUS 3aJaHHOTO Orpa-
HUYCHUA. [[1 MMEHOBAHUMSA OTrPAaHWYCHHMIN MCIOJB3YETCS KIOUYEBOE CIOBO
CONSTRAINT, nmociie KOTOpOro clieayeT YHUKaJIbHOE UMSI OTPAaHUYCHUS, 3a-
TE€M TUI OTPAaHUYEHUS U €TO TEJIO0, HAPUMED:

CONSTRAINT PK BOOKS PRIMARY KEY (Book ID)

CONSTRAINT DEF PYEAR DEFAULT (Year (GetDate()) FOR Publ Year

CONSTRANT CH PAGES CHECK (PAGES>=5 AND PAGES<=10000)

HIMeHOBaHHbBIE OIpaHUYEHUSI MOKHO 33/1aTh HEMOCPEICTBEHHO B MHCTPYK-
uuu CREATE TABLE (4Yepes3 3amsTyro MOCIIE ONpeeTIeHuUs MOJIeH) UM C T10-
MOIIBIO ONepaTopa U3MEHEHHUS TaOIUIIbI:

ALTER TABLE <mmMsa Tabmauuer> ADD CONSTRANT <umMma OT'paHUUYEHUSI>
<TeJIO OT'pPaHMUYeHMa>

VY 1anuTh IMEHOBAHHOE OTPAaHMYCHHUE MOYKHO C IIOMOIIBIO OIepaTopa:
ALTER TABLE <umsa tabmusr> DROP CONSTRAINT <ums orpanun-
yeans> {CASCADE|RESTRICT}
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5. BoccTtaHoBRneHue uenoctHoro cocrosiHusa bl

B03MOXHOCTE BOCCTaHOBJIEHHSI 0OeCIIEUNBACTCS 32 CUET HAKOIUICHHUS W3-
OpITOUHON WH(pOpMauu. Bo-TIEpBBIX, MEPUOIUUECKH BBHITIONHACTCS PE3EPB-
HOE KOMHMpOBaHHME 0a3bl JaHHBIX. BO-BTOpHIX, HHPOpMAIUI O TPaH3aKIUIX,
BBIMNOJIHSBIIMXCS B TPOMEKYTKE BPEMEHU MEXKAY JABYMs MTOCIEA0BATEIbHBIMA
KOMUPOBAHUSIMH, COXPAHSIETCS B CHElUaIbHOM (haillie-)KypHaie U3MEHEHUI
0a3bl TaHHBIX. B-TpeThux, CO3Mat0TCS KOHTPOIBHBIC TOYKH, HEOOXOAMMBICIIIS
CHHXPOHM3AIIMH MPOIeCcCca BOCCTAHOBJICHUS U YMEHBIIIEHUsI 00heMa I10- UCKa B
daiine sxypHanma. Orta uHQOpMAIMA HCHOJB3YETCA JJIsI BOCCTAaHOBJICHUS
corsiacoBaHHoro coctostHus b/l mocie mo6oro c6ost. [TockonbKy TpaH3aKIUs
SIBJISIETCSL KJIFOUEBBIM ITOHSATHEM IPU OPTaHU3AIMA BOCCTAHOBIICHUS IIEJIOCT-
HOro coctossHus b/, BHavasie KpaTko pacCCMOTPUM OCHOBHBIE CBOMCTBA TPAH-
3aKIIMH.

5.1 MNoHATMe TpaH3aKuumn

[Ton TpaH3akuueld MOHUMAETCS BBINOJHAEMAass OT UMEHH OINPEAEIEHHOTO
MOJI30BATEIIS WJTU MpOoLiecca MOCIEA0BATENLHOCTD ONEPAINil MAHUITYJIUPOBA-
HUA JaHHBIMU, TlepeBosAmas b/{ U3 1e10CTHOro HaYaJIbHOTO COCTOSIHUS B 11€-
JIOCTHOE KOHEYHOE cocTosiHMe. [Ipn aToM mpomMexyTounsle coctosiHus b/l He
JTOJKHBI OBITh 0053aTEIBHO 1EJIOCTHBIMU. TpaH3aKIuy NPUCYIIU CICAYIOIIHNE
cBOWcTBa, u3BecTHhie Kak TpeOoBanuss ACID (Atomicity, Consistency,
Isolation u Durability):

AmomapHnocmov u coenacosannocms. TpaH3aklMs Kak €JUHUIIA PaOOTHI C
JAHHBIMU 00J1aIa€T CBOWCTBOM AaTOMApHOCTU (MO0 BBITMIOJHSIOTCS BCE
MPEeyCMOTPEHHBIC TPaH3aKIIUEH OOHOBJICHUS JAHHBIX, JIMOO HE BHIMNOTHACTCS
HU OJTHO) M COTJIACOBAaHHOCTH (IIEJIOCTHOE HavalibHOE cocTosiHue b/] mpeobpa-
3yeTcs B IIEJIOCTHOE KOHEUHOE COCTOsIHUE). TpaH3akius HE MOXET OBITh BbI-
noJiHeHa yacTu4Ho. Eciu B mporiecce 00pabOTKH TpaH3aKIIMK BO3HUKAET Ka-
KON-100 COOI, TO BCE BHIMIOTHEHHBIE JI0 5TOT0 MOMEHTA OOHOBJICHHS JaH- HBIX
JIOJIKHBI OBITH OTMEHEHBI.

Jlonecoseunocms. Tpanzakius 00J1a1aeT CBOMCTBOM JIOJITOBEYHOCTH: 00-
HOBJICHUS TaHHBIX, IPOU3BEAEHHBIC YCIECIIHO 3aBEPIIUBIICHCS TPaH3aKIUEH,
CTAHOBSITCSI IOCTOSIHHBIMU M HE MOTYT OBbITh YTEPSIHBI UJIM OTMEHEHBI HU MPU
KaKuX 0OCTOSITEIhCTBAaX. ['OBOPST, UTO TpaH3aKIMsl 3aBEPIIMIACcCh YCIICIIHO,
€CJIM B TIPOIIECCe UCTIOJIHEHUSI HE BO3HUKJIA KaKasi-TM00 aBapuifHasi CUTYyalus,
U BCE MPOBEPKU OTPAHUUYCHHUM IIEJOCTHOCTH AN TMOJOXKHUTEIbHBIN pe3yiib-
TaT. B 3TOM Cityuae Bce npou3Be€HHbIE OOHOBJICHUS JAHHBIX COXPAHSIOTCS
(pukcupyrorca) B mocTosHHONW mamsTH. CucTeMa TapaHTUPYET (UKCALMIO
OOHOBJICHUH YCTICIIHO 3aBEPIIMBIICHCS TPAH3AKIIUHU JaKE B TOM CIydae, eCiu
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B CJICIYIOIINNA MOMEHT BPEMEHHU NIPOM30UIET CUCTEeMHBIN cOol. B ciydae He-
YCIENTHOTO 3aBEPIICHUS TPaH3aKIUU TIO JIFOOOW MPUYMHE CHCTeMa TapaHTH-
PYET OTCYTCTBUE KaKUX-JIMOO ciie1oB €€ padoThl BO BHEIIHEH MaMSATH.

H3onuposannocms. MHOrONoIb30BaTENbCKAS] CUCTEMA, KaK MPABUIIO, OA-
HOBPEMEHHO TOJJICPKUBAET CEAHChl PabOTHI HECKOJBKHX MOJIb30BATEIECH.
HexoTopbie M3 HUX MOTYT MBITAThCSI MOJYYUTh JOCTYH K OJHUM U TEM XK€
JAHHBIM B OJTHOM U TOM € MHTEpBaJIe BpeMEHU. B CBsI3U C 3TUM BO3HUKAET
npobJiemMa ynpaBieHUs: OAHOBpeMEHHbIM focTynoMm K BJI. JlomkHa OBITH BbI-
OpaHa Takasi CTpaTerus yIpaBJIeHHs, KOTopas obecreunBaia Obl B3aUMHYIO
U30JISIUIO MOJib30BaTeNiel. /[Ba 0JHOBpEMEHHO pabOTaIoIMIKUX MOJIb30BATENS
He OyJIyT 3aMeuathb JIpyT Apyra, €CJIM Ha pe3yJibTaTbl paboThI JII0OON TpaH3aK-
MU KKJIOTO M3 HUX HE OyAYyT BIUATH JEHUCTBUS MapauIeIbHO MCIOJHSIO-
MIUXCS TPaH3aKIUK Apyroro. ['oBOpsAT, 4TO TpaH3akIus 00JaaeT CBOMCTBOM
U30JIMPOBAHHOCTH, €CIU €d HENOCTYIHBI IPOMEXKYTOUHBIE PE3YIbTATHI JIPY-
TUX MAPAJJIENbHO HCIIOJHAIOIIMXCS TPAH3aKUUKA U €€ MPOMEXKYTOUHBIE pe-
3yJIbTaThl HEJOCTYIHBI JIPYTUM TpaH3aKUUAM. J[pyrumMu cioBaMu, HU30JIAPO-
BaHHAas TpaH3aKUMs A MOXXET MOJYy4YUTh JOCTYI K 00BEKTY, 00padaThiBaeMO-
My TpaH3akuuen B Tonbko nocine 3aBepuieHust B, u Hao00por.

Takum 00pa3zoMm, NOHIATHE TPAH3AKIMH MOXKHO C(HOPMYJIMPOBATh KaK BbI-
MOJHSEMYI0 OT UMEHU OJIHOTO HACHTHU(UKATOpa CyObEKTa HEACIUMYIO IO-
CJIeIOBATEILHOCTh OINEpalvii HaJ JaHHBIMHU, 0OJiajaroliasi CBOMCTBAMHU aTo-
MapHOCTH, COTJIACOBAHHOCTH, M30JMPOBAHHOCTH U JOJTOBEYHOCTH. B cran-
napte SQL omnpeneneHsl clieyone OnepaTopsl YIIPaBICHHs TPAH3aKIUAMMU:

BEGIN TRANSACTION — coobmraer qucnerdepy TpaH3aKIHUi O SBHOM
HavaJie HOBOW TpaH3aKIMK (HESBHO JII00ast MHCTPYKIMS OOHOBJICHUS TaHHBIX
3aIyCKaeTCsl B paMKax TPaH3aKILIHH);

COMMIT TRANSACTION — coobmaer mucrierdyepy TpaH3akIUK 00
YCHEITHOM 3aBEPIICHUH TPaH3aKINHU U TpeOOBaHUIO (PUKCAIINH PE3YIHTATOB BO
BHEIITHEH ITaMSITH;

ROLLBACK TRANSACTION — cooOmiaeT aucneTdepy TpaH3aKIUuK O
BO3HUKHOBEHUIO OIIUOKHU U TPEOOBAHUIO OTKATa MPOU3BEACHHBIX U3MEHECHUIA.

[Tonnep>kaHue corlacoOBaHHOCTH 00ECIEUNBACTCA MEXaHU3MOM MTPOBEPKU
OTPAaHUYEHUN LEIOCTHOCTH. MOKHO BBIJICJIUTH JBA BHJA OIPAHUYECHHM Lie-
JIOCTHOCTH: HEMEJICHHO IIPOBEPSIEMBIE U OTKJIa/IbIBacMble. HeMensieHHo npo-
BEPSIOTCSI OTPAHUYCHUS IIEIOCTHOCTH, 3aTparuBaroniue OAuH OOBEKT (OTHO-
nieHue Wid 1oMeH). Hampumep, HE MMeeT cCMbICia OTKJIAJbIBATh MPOBEPKY
OTPAaHUYECHHUS LIEJIOCTHOCTU CYIIHOCTH WJIA LETOCTHOCTH 3HAYEHUM MPU BHI-
MOJIHEHUU OTEepPAllMy BCTABKU KOpTEka B OTHolIeHue. HeMennenHo nposepsi-

€MbI€ OTPAaHUYEHHUS LIETTOCTHOCTH COOTBETCTBYIOT YPOBHIO OT/IEJbHBIX UH-
CTpYKIUi 0OHOBIEeHUs. [Ipu MX HapyIIEHUSX OTKAT TPAH3aKIIMU HE HYXKEH.
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JIoCTaTOYHO OTBEPTHYTh COOTBETCTBYIOIIYIO MHCTPYKLHIO. OTKIaabIBacMble
OrpaHUYEHMs LEIOCTHOCTH - 3TO OTPAHWYEHMS, 3aTPAruBalOIIUE HECKOJIbKO
OTHOILIEHUM, WIN KOPTEKEH OTHOIIEHUs. VX Ha3bIBalOT OrpaHUYECHUSIMH Ha
0a3y naHHbIX. [IppuMEpOM MOXKET CIIy’KUTh OTPAHUYEHUE CCHUIOYHOM II€JIOCT-
HOCTU WJIM OIpaHUYEHME, 3aTparuBarolliee HECKOJIbKO KopTexel. IlogoOHbIe
OTPAaHUYEHUS TOJKHBI (M MOTYT) OBITh MPOBEPEHBI JUIIb NOCIE BBITOJIHEHUS
HEKOTOPOW JIOTMYECKH 3aMKHYTOW Ipynmbl omnepauuii oOHOBiIEHMs. Takum
0o0pa3oM, OTKJIa/JbIBa€MbI€ OIPAaHUYEHMSI COOTBETCTBYIOT YPOBHIO TpaH3aK-
uuu. VX HapynieHue BbI3bIBAET aBTOMAaTUYECKYIO OTMEHY OOHOBJIEHHH, T.€.
sameny COMMIT ma ROLLBACK.

[Topnep:xaHue M30IUPOBAHHOCTHU - OJIHA U3 MPUOPUTETHBIX 3a/1a4 JIUCIIET-
yepa TpaH3akiui. M301upoBaHHOCTh JOCTUTAETCS, €CIM 00BEKT, 00padaThl-
BaeMbIil TpaH3aKLUEH, HE U3MEHSETCS HENMpPEICKa3yeMo JIPYTUMU TpaH3aKIu-
SIMU, UCTIOJIHAEMBIMHU B TOM K€ UHTepBasie BpeMeHU. CylIeCTBYET JIBa OCHOB-
HBIX METOJIa YIPAaBJIEHUS MapajljIeIbHOCTHIO, MO3BOJISIOIIMX OPraHMU30BAThH
0e30MacHOe OJIHOBPEMEHHOE BBIIIOJIHEHUE TPaH3aKLIUNA: METO] OJOKHUPOBKU U
METOJI BPEMEHHBIX MeTOK. O0a 3THX METO/1a OTHOCSTCS K MECCUMHUCTUYECKO-
My MOJAXOJly YIpPAaBJICHUS TPAH3aKUUSMHU, KOTJa OTKJIAJbIBAETCS BBIIOJIHEHUE
TpaH3aKI1ii, CIOCOOHBIX B OyyllleM BOMTH B KOH(JIMKT C APYTUMHU TPAH3AK-
nuaMHi. ONTUMUCTUYECKUE METObl OCHOBBIBAIOTCS HAa MPEANOI0KEHUHU, YTO
BEPOSITHOCTh KOH(JIMKTA HEBBICOKA M TOATOMY OHH JOIYCKAIOT aCHHXPOHHOE
BBINIOJIHEHUE TpaH3akiuil. [IpoBepka KOHQIMKTOB MPOU3BOJIMTCA Ha ATare
(uKcanuu TpaH3aKIUH.

5.2 anHLlMﬂbl BOCCTaHOBJ1eHUA AaHHbLIX

B ocHOBe BOCCTaHOBJIEHMSI JaHHBIX JIeXkKAT CIACAYIOLIUE JIBa TPUHIIUIIA!

1. PesynbTaThl 3a)MKCUPOBAHHBIX TPAH3AKIUN JOHKHBI OBITh COXPaHEHbI
B BOCCTaHOBJICHHOM COCTOSIHMM 0a3bl JaHHBIX;

2. Pe3ynbrarsl He3aMKCUPOBAHHBIX TPaH3aKUUN JOKHBI OTCYTCTBOBATh
B BOCCTAHOBJICHHOM COCTOSIHMM 0a3bl IaHHBIX.

3T0, COOCTBEHHO, M O3HAYaeT, YTO BOCCTAHABIMBACTCS IOCIEAHEE IO
BPEMEHM COTJIaCOBAHHOE COCTOsIHME Oasbl AaHHbIX. [Ipoueaypsl BocCTaHOB-
JICHUSI 3aBUCAT OT THMa cOOsl.

[lepeuncnum cuTyauuu, B pe3yibTare KOTOPbIX 0a3a JaHHBIX MOXKET OKa-
3aThCsl B HECOTJIACOBAHHOM COCTOSIHUM:

JlokanbHbIA cOOM - 3TO aBapHilHOE NpeKpaliecHue TpaH3zakuuu. Ipuun-
HOW MOXET OBITh, HalpUMep, MOTMbBITKA JEJICHHUs HAa HOJIb WM HapyIlIeHUE
OTPaHUYEHUH IEIOCTHOCTH, WK TYNIUKOBas CUTyalus. B 3TOT xe psia criemy-
€T MOCTaBUTh ABHOE 3aBepiieHue TpaH3akuuu oneparopom ROLLBACK. Ec-
JIM TPaH3aKIMs BITIONHSIA OOHOBIICHUE TaHHBIX, TO cocTossHue b/l B MOMEHT
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JIOKQJIBHOTO COO0sI OKa)XeTCsl HeCcOorJIacoBaHHBIM. JlJis BOCCTaHOBJICHHS Iie-
JIOCTHOCTH JaHHBIX HEOOXOJUMO YCTPAHUTh MU3MEHEHUS IAHHBIX, MPOU3BE-
NEHHBIE TPEPBAaHHOM TpaH3aKIMEH - MPOU3BECTH WMHAWBUAYAJIbHBIM OTKAT
TpaH3aKII1H.

Msrkuii c00i cucTeMbl MOXET MPOU30UTH, HAIIPUMEpP, BCIEACTBUE aBa-
PUMHOrO OTKJIIOYEHHUS MHUTAHUS WU TPU BO3ZHUKHOBEHUU HEYCTPAHUMOTO
cbost mporeccopa u T.I. B 3ToM ciydae TepsieTcsi CoAepKUMOe ONepaTUBHOM
naMsaTU. ABapUilHO TPEPHIBAIOTCS BCE CYIIECTBYIOIIME TpaH3aKIUU. MoryT
oKa3aThcsl He 3auKcupoBaHHBIMU B B/l pe3ynbrarsl TpaH3aKIui, 3aBepIINB-
muxcst oneparopom COMMIT. Ilpu nepesarpy3ke CUCTEMBI AOJKEH OBITH
BBITIOJTHEH OTKAT BCEX HE 3aBEPIIMBIIUXCS K MOMEHTY cOOS TpaH3aKIMid. 3a-
KOHUMBIINECS, HO HE3a(UKCUPOBAHHBIE TPAH3aKIUU JOJKHBI OBITH aBTOMa-
TUYECKU UCIIOJIHEHBI IIOBTOPHO.

KécTtkmii c60if — 310 DuzMUeckoe paszpyiieHue 6asbl naHHbIX. CUTyalus
BECbMa MAJIOBEPOATHAs, HO €€ MOCIEICTBUS [JI OpraHU3alluy BiaJelibla
JTaHHBIX Bcerja katacrpoduyeckue. [loaTomy cuctema gomkHa OBITH B COCTO-
SSHUHM BOCCTAHOBUTH 0a3y JaHHBIX 1K€ B TOM CIIydae.

B mro0oM ciydae juisi BOCCTAHOBJIEHHS COIUIACOBAHHOTO COCTOSIHUSL BJ|
HeoOxoanMa HekoTopas uHpopMauusg. PaccMoTpuM, Kakas MMEHHO HHQOp-
Malusi Heo0xoaumMa JIsi BOCCTAHOBJICHUSI M KaK OHA JI0JKHA HUCTIOb30BATHCS.
Bce dparmentsr B/, koTopeie 00pabaThIBalOTCsl TpaH3aKIUSIMU, CYUTHIBAIOT-
Ccsl cuCTeMOM B pabouune Oydepsl 6a3bl JaHHBIX B ONEpaTUBHON namsatu. TpaH-
3aKIIMW BBITIOJHSIOT BC€ OOHOBIIEHUS JAaHHBIX B 3TUX Oydepax. Takum oOpa-
30M, COCTOsIHHE padounx Oy(depoB OTpakaeT TEKYyIee COCTOSHHUE TOW YacTH
0a3bl TaHHBIX, KOTOPAst IOCTYITHA JIJIsl IEUCTBYIOIIMX TPAH3AKIIH.

Ecnu mpoucxonut nokaibHBIA cOOM (MM TpaH3aKIUsl 3aBEpIIacTCs OIe-
patopom ROLLBACK), To HE00XOAMMO BOCCTaHOBUTH COCTOSIHHE paboumx
OydepoB Ha MOMEHT Hayaja TpaH3akiuu. J[J11 OTMEHBI OOHOBJICHUH HOCTa-
TOYHO MMEThH MOJIHYI0 MH(OpMaLK0 00 omnepaiusx 0OHOBJICHUS, BBIMOJIHSIB-
IIUXCSl TPaH3aKIUEH, a UMEHHO: THUIl omepaluu, 0ObeKT OOHOBJICHUS, ACTAIN
oOHoByieHUs. Torma, mpojenaB B oOpaTHOM MOPSAKE OOpaTHBIC MO CMBICITY
omeparuu, MOXHO BOCCTAaHOBHUTH COCTOSIHUE HW3MEHSIBIIUXCS TpaH3aKIHEH
oydepor B/I.

Takum oOpa3zom, J1sl BOCCTAaHOBJICHHUS COTJIaCOBAaHHOTO cocTtosiHust b/, mpu
IPOrpaMMHOM OTKaT€ TPaH3aKIMU WM TOCJE JIOKAIHHOTO COOsl JOJIKHA
COXpaHAThCA MOJHAs HHPpopMaIus 000 BCEX oreparusx 0OHOBIEHUS, BBITIOJ-
HEHHBIX TPAH3AKIUEN.

Ota uHpOopMaIUs XPAaHUTCA B CIICIIMAILHOM CUCTEMHOM (aiiie - )KypHale
perucTpanuu TpaH3akuui. B xKypHan 1 KaXa0u TpaH3aKUUH 3alMChIBAIOTCS
e€ YHUKaJIbHBIN UACHTU(DUKATOP U JCTaIM BCEX orepariuii 0OHOBJICHUS JlaH-
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HBIX, BBIIIOJIHEHHBIX TpaH3akiuerd. Kpome Toro, KaxIoM TpaH3akLMH, 3aBEp-
muBLeics mrartHo (1.e. onepatopamu COMMIT nmun ROLLBACK), cormo-
CTaBJIIETCA 3aMUCh 00 OKOHYAHUU TPaH3aKIINU.

Ho B cirydae msrkoro ¢0ost 3TOro Majo, Tak Kak MSATKHH cOO# TPUBOIUT K
norepe coaep;xkumoro padbouux O0ydepoB BJl. HyxHo emé pacmnonaraTh co-
crossHreM b/l Ha kakoi-ToO MOMEHT BpemeHU t0 1 3HaTh, KAKWE TPAH3aKLIMU B
ATOT MOMEHT CyLIECTBOBAJIIM B cUCTeMe. Torma, ecinvm B MOMEHT t; > fp mpo-
M30UIET MATKUI COOM, TO NIJIT BOCCTAHOBJICHUSI CHCTEMBI JIOCTATOYHO OyneT
3arpy3uTh B ONMEPATUBHYIO MaMSTh 3aQUKCUPOBaHHOE B MOMEHT t0 cocTosIHME
pabounx 0ydepos b/I, npoananu3npoBaTh 3alncy KypHana TpaH3aKLIMM, cae-
JaHHBIE B MHTEpBAJIE [to, 1], 1 BOCCTAHOBUTH YCIIEIIHO 3aBEPIIEHHBIE WU OT-
KaTUTh He3aBeplI€HHbIE TpaH3akuuu. C Leabl0 MUHUMU3ALUUA OOpalieHui K
yCTpOMCTBAM BHEIIHEN MMaMATH MPOrpaMMbl (GOpMHUPYIOT 3anucu (aiaos (J1o-
rudeckue) B cBoux padbounx 0ydepax O3Y. CoOpoc 3amuceil BO BHEUTHION Ta-
MSITh MIPOUCXOIUT aBTOMAaTHUECKU, Koraa Oydep 3anonnsercs. Hezanonxen-
HbIN Oy(ep MOKHO BBITOJIKHYTh IPUHYIUTEIBHO.

Wtak, nns oOecrieyeHrss BO3MOKHOCTH BOCCTAHOBJIEHHSI CUCTEMBI MOCTE
MATKOro c00s cocTosgHue padbounx OydepoB b/l nomkHo nepuonnyuecku pux-
CUPOBAaThCSl BO BHEIIHEW MaMATH, U KaXJas 3aluch >KypHalIa TpaH3aKIUH
JOJDKHA MMETh BpEMEHHYI0 MeTKy. OpHako W 3Toro HeaocrarodyHo. HyxHo
emi€, 4ToOBl BCE 3alKCH KypHalla OT TPaH3aKLMM, 3aBEPIIEHHBIX 10 MOMEHTA
c00s, HAXOJAWJIMCh BO BHEIIHEW mamsTu. bydep KypHana umeeT pazmep, 10-
CTaTOYHBIN JUIA pa3MEILICHUs 3aluceld OT MHOTUX TpaH3akuuil. Benuka Bepo-
STHOCTh TOTO, YTO K MOMEHTY MSATKOTO cOO0sl OH He OyJieT cOpOIeH BO BHEIII-
HIOIO NaMsATh aBTOMAaTUYECKH, U YacTh 3alucel KypHaia OyneT yTepsiHa, mo-
sTOMy Oydep KypHaia IOKEH NPUHYAUTEIbHO BBITAJIKUBATHCS BO BHEII-
HIOKO NTaMATh IIPU 3aBEPIICHUN TPAH3aKUHMH. TOJBKO MMOCIE 3TOrO TpaH3aKIUs
cuutaercsi 3akoHuuBIIeHcsA. OOHOBIEHHS, COBEpIIEHHbBIE TpaH3aKLUEH, HE
MOTYT TOMACTh BO BHEIIHIOK MaMsTh PaHbILIE, YEM COOTBETCTBYIOILIAs €M 3a-
MUCh JXypHaJIa. DTO MPABUJIO COCTABIIAET CYTh MPOTOKOJIA MPEABAPUTEILHON
3aMKCH B )KypHAI.

CoOTBETCTBYIONIUNA MPOTOKOJ KypHAIU3aluu (M yrpaBiieHUs: Oydepuza-
nueit) HasoiBaercst Write Ahead Log (WAL) — «numu cHavasia B KypHam» U
COCTOUT B TOM, YTO €CJId TpeOyeTcsl 3alrcaTh BO BHEIIHIOKO MaMsITh U3MEHEH-
HBI 00BEKT 0a3bl JaHHBIX, TO TEPE]l ITUM HYKHO TapaHTUPOBATh 3aIUCh BO
BHEIIHIOKO MMAaMSTh KypHaJIa TPAH3AKIMM 3alMCH O €ro U3MEHEHuu. Jpyrumu
CJIOBaMH, €CJIM BO BHEIIHEH MaMaTh 0a3bl JaHHBIX HAXOAUTCS HEKOTOPHIN
00BEKT 6a3bl JAHHBIX, 10 OTHOIICHUIO K KOTOPOMY BBINOJIHEHA ONEpaLns MO-
IU(pUKaLKU, TO BO BHEIIHEW MaMATH XypHana 00s3aTeIbHO HaXOAWUTCS 3a-
MUCh, COOTBETCTRYIOMIAs 3TOH onepaunn. O6paTHOE HEBEPHO, TO €CTh €CJIH BO
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BHEILIHEW NaMSATH KypHaJIE COJIEPKUTCS 3alUCh O HEKOTOPOM omneparuu u3-
MeHEeHHUsI 00BbeKTa 0a3bl JaHHBIX, TO CaM U3MEHEHHBIH OOBEKT MOXKET OTCYT-
CTBOBATh BO BHEIIHEW MaMsATH 0a3bl JaHHBIX.

JlomoHUTENBHOE YCIOBUE Ha BHITAIKMBAHUE Oy(hepoB HAKJIaJAbIBACTCS TEM
TpeOOBaHUEM, YTO Ka)KJasl YCIICIIHO 3aBEPIIMBIIASCS TPaH3aKUUs JOJDK- Ha
ObITh peanbHO 3aUKcHpoBaHa BO BHemHed mamstu. Kakoit Ob1 cOoii He
MPOM30IIIeN, CUCTEMA JIOJDKHA OBITh B COCTOSIHUM BOCCTAHOBUTH COCTOSIHUE
0a3bl JaHHBIX, COAEpIXKAIlIEe PE3yNbTaThl BCeX 3a(PUKCHPOBAHHBIX K MOMEHTY
cbost Tpanzakumii. [IpocThiM pemieHneM ObUTIO OBl BBITAJKMBaHUE Oydepa
KypHaJIa, 32 KOTOPBIM CJEIYyET MAacCOBOE BbITAIKMBaHUE Oy(pepoB CTpaHHUIL
0a3pl TaHHBIX, U3MEHABIIUXCS JIaHHOM TpaH3akuueu. /[oBOJIbHO 4acTo Tak M
JIEJIA0T, HO 3TO BBI3BIBACT CYIIECTBEHHBIC HAKJIAJHBIE PACXOJbI IIPU BBIIOJI-
HEHUM omepauuu (pukcanuu TpaH3akuuu. OKa3bIBaeTCsl, YTO MUHUMAJbHBIM
TpeOOBaHUEM, TapAHTUPYIOIIUM BO3MOKHOCTh BOCCTAHOBJIEHMSI IOCJIEIHEr0
COTJIACOBAHHOT'O COCTOSIHMSI 0a3bl JaHHBIX, SIBISIETCS BBITAJIKUBAHUE NIPU (PUK-
callM TpaH3aKLUMU BO BHEUIHIOIO NaMSATh KypHaja BCEX 3amuceil 00 n3MeHe-
HUM 0a3bl JaHHBIX 3TOM TpaH3akuuei. [Ipu 3TOM mocieaHel 3anuchio B XKyp-
HaJj, MPOU3BOJUMOI OT UMEHHU JAHHOW TPaH3aKIUH, SBISIETCS CHeHalbHAas
3aMKCh O KOHIE TpaH3akuuu. CiielyeT OTMETUTh, UTO CKOPOCTh 3alliCH B(aiii
KypHajia MOXKET 0Ka3aThCsl OAHUM U3 BaXKHEUIIUX (DaKTOPOB, ONPeie- JITIOIIHNX
00111yI0 MPOU3BOAUTENHHOCT PaboThI ¢ B/I.

[TocmoTpuM Temepb, Kak MOXKHO BOCCTAaHABIMBATh COCTOsSIHUME 0a3bl JAaH-
HBIX, €CJIM B CHUCTEME IMOJICPKUBACTCA >KypHAI TPAH3AKIMA U IMPOTOKOJ
IIpeABapUTEILHON 3aIUCH.

NupuBuayadabHbI OTKAT TPaH3akuuU. MHIMBHAYyanbHBIM OTKAT MpO-
U3BOJUTCS OO 1o siBHO 3amanHoMy omepatopy ROLLBACK, nu6o Bcnen-
CTBHE JIOKaJIbHOTO c00s. [[i1s1 ocyiiecTBIeHHs OTKaTa co34aéTcs CIUCOK 3aIlu-
Cell XypHaJla OT JAHHOW TPAaH3aKLMH. DJIEMEHTHI CIIMCKAa Pa3MEIIEHbI B IO-
psake, 0OpaTHOM XpoHonorudeckomy. CIuCOK MOCIeA0BaTENbHO TPOCMAaTPH -
BaeTCd M JUIS KaKIOW 3alMCH BBIMOJHSETCS MPOTUBOMOJIOKHAS MO CMBICTY
orepanus, BOCCTaHABIMBAIONIAs NPEbIAYIIee COCTOsSHUE 00beKTa 0a3bl J1aH-
HbIX. HavanbHbIM COCTOSIHUEM ISl MPOLEAYPhl OTKaTa SIBJISETCS COCTOSIHHUE
O0ydepoB bl B MOMeHT npekpaiieHus: Tpan3akuud. C TOYKHA 3pEHUsI CUCTEMBI
3Ta mpoueaypa sBisercs Tpan3akiueil. [loaTtomy oOpaTHbie onepaiun TaKxe
PETUCTPUPYIOTCS B JKypHase. JTo "mepecTpaxoBka" Ha ciyyall MSTKOTO cO0s
CUCTEMBI B Ipoliecce OTKara. Mmes 3TH 3amMcH, CUCTEMA CMOMKET «JI0OTKa-
TUTB» TPAH3AKIUIO, OTKAT KOTOPOU OBLIT pepBaH.

BoccranoBienne nocse MArkoro c6osi. Padoune 6ydepsr 6a3pl JaHHBIX,
B OTIIMUME OT Oydepa KypHalsia, He BBITAJIKUBAIOTCA BO BHEIIHIOK NaMsATh IPU
Ka)KJIOM YCIICLITHOM 3aBEpIICHUM TpPaH3aKIuU. PeanbHO HCIHONHEHHE omepa-
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topa COMMIT cBoautcst TOMy, 4TO CTAaHOBHUTCSI HEBO3MOXXHOW OTMEHa Ipo-
JIeJTaHHBIX TpaH3aKUUi nu3MeHeHuil. Cam ke U3MEHEHHBIH OOBEKT MOXKET eIllé
JIOJITO CYIIECTBOBAaTh TOJBKO B paboueM Oydepe BJl. MoxkeT cnyduTbes Tak,
YTO B CUCTEME MPOU3OUAET cOoit mocie ycnenrHoro BeimosHenus COMMIT, no
JI0 TOTrO, KaKk OOHOBJEHHBIA TpaH3aKIMEeH OOBEKT MOmaAET BO BHEIIHIOIO
naMsTh. B COOTBETCTBHM C MPUHIIMIIOM JOJITOBEYHOCTH TPAH3aKI[MU CUCTEMA
JI0JIKHA TIPU Tepe3arpy3ke yCTaHOBUTh ATH 00HOBIIeHUA B b]I, HecMoTpst Ha TO,
YTO UX YK€ HeT B Oydepe onepaTuBHON MaMSTH.

Kpome Toro, cucrema MokeT BpeMeHHO nnomemarh B b/ mpomexxyrounsie
pe3yNbTaThl TPaH3aKUWH, €clii HEOOXOAMMO OCBOOOAUTH MECTO B Oydepax.
[Ipyn HOpMasTbHOM pabOTE 3T HECOIJIACOBAHHBIE U3MEHEHMS MO 3aBEPLICHUU
BHECIHIEH WX TpaH3akuu oTBepraroTcs. [1ockosibKy MATKuii cOoil mpephiBacT
BCE TPaH3aKLUMH, MPOMEKYTOUHBIE PE3yJbTaThl OKa3bIBAIOTCH '3adukcupo-
BaHHeIMU". 1Ipu mepesarpyske cucrema JOJDKHA OTKAaTUTh BCE INPEPBAHHBIC
TPaH3aKLUHWHW U BBIIOJHUTH MOBTOPHO BCE YCIIEIIHO 3aBEPIIMUBIIMECS, HO HE
3apukcupoBanubie B BJ[. [lpu sToM TpaH3akiuu, mpepBaHHBIE WU 3aBEp-
muBirecs: oneparopoM ROLLBACK o msrkoro c6os, B mpoliecce BoccTa-
HOBJICHUS HE YYaCTBYIOT.

Tekyiiee coctosinue b/] B MOMEHT cO0st HE MOKET OBITh HCTIOIB30BAHO KaK
OIIOPHOE I BOCCTAHOBJICHMS, ITOCKOJIBKY HEH3BECTHO, K KAKOMY MOMEH-TY
BPEMEHU OHO OTHOCHUTC. J{J11 TOro 4TOOBI UMETH TAKOE OIIOPHOE COCTOSI- HUE
bJl, ucnonp3yercss MEXaHU3M CO3/1aHUS KOHTPOJBHBIX TOYEK. B TeueHne
HEKOTOporo uHTepBaia Bpemenn CYDB/l noxuaaercst 3aBepiieHnst 04EPEIHbBIX
ornepauuii OOHOBJIEHUS BO BCEX TPAH3AKIUAX U HE JOMYCKAET 3allycka HOBBIX
onepanui. McnoiHeHne NeHCTBYIONMX TPaH3AKLIHWKM NPUOCTaHABIMBaeTcA. B
MOMEHT IPUHATHS KOHTPOJBHOW TOYKH, KOT/Ia BCE TPaH3aKIUU IPUOCTAHOB-
JIEHBI, B )XypHaJe CO3MaETCs CIELHalIbHAsl 3alUCh KOHTPOJBHOW TOYKH, CO-
JepKaliasi CIMCOK BCEX TPaH3aKIMH, CYIIECTBYIOIIUX B CHUCTEME. 3aT€M BO
BHEIITHIOI TMaMsTh MPUHYIUTEIBHO BBITAIKUBAETCS cojepkuMoe Oydepa
*KypHaina u pabouux Oydepos BJI. [To 3aBepiiennn »Toro mpoiecca UCIOTHE-
HUE€ PUOCTAHOBJIEHHBIX TPaH3aKUMUK mpoaoxkaercsa. OTMETUM, YTO TPaH3aK-
MU, IpepBaHHble WK 3aBepmuBinecs oneparopom ROLLBACK o msrko-
ro c00s1, B MPOIIECCE BOCCTAHOBJICHUS HE YYaCTBYIOT.

B npouecce BocCTaHOBJIEHUS BBITIOJIHAIOTCS CHEAYOIIUE ACHCTBHUS.

e C(Co3paércsa aBa cnmcka Tpan3akiui: otMeHsembix (UNDO) u ucnon-
Haembix oBTOpHO (REDO). B cnucok UNDO BkitouaroTCsi BCe TpaH-
3aKIMW, yYKa3aHHbIE B 3amUCH KOHTpoJbHOU Touku. Crucoxk REDO
OCTa€TCs MyCTHIM.

e BrimonHsercsa aHanu3 3anuced KypHajla perucrpanuy, HayuHas ¢ 3a-
IIACU KOHTPOJIbHOU TOUKHU.
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e FEcmu o0Hapy’keHa 3amuch O Hadaje TpaH3aKIuu T, TO 3Ta TpaH3aKIus
noodasisercd B criucok UNDO.

o Eciu oOHapyxeHa 3anuch O 3aBeplIeHUM TpaH3akuuu T omeparopom
COMMIT, To sTa Tpan3akuus nqodasisercs B cniucok REDO.

e JKypHan peructpanuu npocMaTpUBAETCA OT KOHIA JO 3alKMCH KOH-
TPOJBHON TOYKHU, U OTMEHSIOTCS TpaH3akiuu u3 crimcka UNDO.

e Kypnan perucTtpaiuu npocMaTpruBaeTCs OT 3alUCU KOHTPOJIBHON TOY-
KM JI0 KOHI[A, ¥ BBITOTHSIIOTCS TOBTOPHO TpaH3akiuu u3 crnucka REDO.

[To oxoHYaHUU 3TOM MPOLIEAYPhI CHCTEMA TOTOBA K padoTe.

BoccranoBienne nocJie :kectkoro coosi. [Ipu xxéctkoM cboe puznueckas
0a3a JaHHBIX OKa3bIBA€TCs paspylleHHOW. [loaToMy ayis BOCCTaHOBJIEHUS
HE00XO0AMMO UMETh €€ pe3epBHYI0 Konuio. OOBIUHO pe3epBHOE KOMMPOBAHUE
b/l BeInONHSIETCS MO (DAKTY MEPENOIHEHHS Ky pHAJIa TpaH3akiuil. J{is aToro B
daiine KypHaia yCTaHABJIMBACTCS TaK Ha3bIBaeMasl «KENTasi 30Ha», MO JI0-
CTHKEHUH KOTOPOM 3allyCK HOBBIX TpaH3aKUUW HE mpous3BoauTcsa. Cucrema
NOKUAACTCA OKOHYAHMs BCEX CYLIECTBYIOIIMX TpaH3akuui. Ilocie sToro pa-
6oune Oydepsl )XypHalla U 0a3bl JAaHHBIX BBHITAJIKHWBAIOTCS BO BHEIIHIOIO T1a-
maTh. CoznaHHOe TakuM 00pa3oM cocTtosiHue b/l komupyercss Ha pe3epBHBIN
HOCHTEIIb, a aiiy xKypHasa ouninaercsa. MoxeT ObITh TaKKe CO3/1aHa Pe3ePB-
Has KONUs XypHaJa.

[Ipn BocCTaHOBIEHUU TMOCIE KECTKOTO COOS BOCCTAHABIMBAETCS COCTOSI-
Hue b/[ Ha MOMEHT MOCJIETHEr0 KOMMPOBAHUs, a 3aTEM II0 TEKYIIEMY KypHa-
JIy PETUCTpPalHH MOBTOPHO HCIOJHSAIOTCSA BCE TPAH3aKIMH, YCIIEIIHO 3aBEp-
IIUBIIHAECS 10 MOMEHTa c00s. ITockompKy KECTKU cOOM MOXKET HE COIpO-
BOXKJAThCsl oTepeil OydepoB, mociie BOCCTAHOBJICHHSI MOYKHO JIaXe MpOoJIoI-
KUTh UCTIOJHEHNE HE 3aBEPIIMBIINXCS K MOMEHTY cO0sl TpaH3akuuii. Tem He
MEHee, BCe He3aBEPIIEHHbIE TPaH3aKLUUK OOBIYHO OTKATHIBAIOTCS.

5.3 MeToabl BocCcTaHOBNEHUS

PaccMoTpum 1Ba MeTOJa BOCCTAHOBJIEHHS, KOTOPbIE MOTYT OBITh IpUME-
HEHbl B ciyyae, T.e. koraa bJl He Oblia MONHOCTHIO pa3pylleHa, HO JIMIIb
yTpaTujiia COTJIACOBAHHOE COCTOSHHE. MeToJ OTI0XKEHHOro OOHOBJIEHHUS W
METOJI HEMEIJIEHHOTO OOHOBJIEHHSI OTIMYAIOTCA JIPYyr OT Apyra crnocoOom
BHECEHHSI OOHOBJICHUI BO BHEIIHIOIO MAMSITh.

Mertox oT1/10:KeHHOT0 00HOBJeHMsA. [Ipy KCrONB30BaHUK 3TOrO METOAA
oOHoBNeHus1 He 3aHocsATca B b/l mo Tex mop, moka He HauHeTcs (a3a (uxca-
MU TpaH3akuu. Ecou BeIMOIHEHHE TpaH3aKUUU OyJeT MpeKpaiieHo A0 J0-
CTH)KEHHS DTOM TOUYKH, HUKaKWX u3MeHeHud B B BeimomHeHno He Oyner, mo-
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3TOMY HE moTpeldyercs U ux orMeHa. OJHAKO B TaKOM CJydae MOXKET MOTpe-
OOBaThCS MOBTOPHBIHN MTPOTOH YK 3aBEPIIMBIINXCS TPAH3AKITAN, TOCKOIBKY UX
pe3yJIbTaThl MOTJIM €€ HE AOCTHYb BHEIIHEW mnamsaTu. [Iporokon Boccra-
HOBJICHUS OYJIET COCTOSITh U3 CIACAYIOMUX JACHCTBUM.

[Ipu 3amycke TpaH3aKIMU B JKypHaJl ITOMEIIAETCs 3anuchk: Hauano mpan-
3axyuu. ITpy BEIIOJIHEHUN OTIepaITiy BCTABKH WJIH OOHOBJICHUS TAHHBIX B (haiii
KypHajla 3alrChIBAIOTCA HOBBIE 3HAYECHUS BCEX H3MEHEHHBIX 3JIEMEHTOB
JTaHHBIX (OTMETHM, 3alMCh 3HAYEHUW AJIEMEHTOB JAHHBIX O OOHOBJICHHS HE
Tpedyercs). PeasibHO 3anuck n3Menenuid B camy b/l He npousBonutcesa. Kornga
TPaH3aKLHS JTOCTUTAET CBOEM KOHEYHOW TOYKH, B JKYpPHAJI MOMEIIAETCS 3a-
nucek: Tpanzaxyus 3asepuiena. Bee 3anmucu KypHala MO0 TaHHOW TPaH3aKIUU
BBIBOJIATCSI BO BHEIIHIOI MaMsITh, TIOCJIE YEro BBHITIOIHSAETCS (PUKcalus BHE-
CEHHBIX TpPAaH3aKLUMEH U3MEHEHUU. JlJIsi BHECEHMS JNEUCTBUTEIbHBIX U3MEHE-
Huit B b/ ucnone3yercs undopmarius, nomemieHHas B ¢aii xxypHaia.

B ciiyyae oTMEHBI BBINOJHEHUS TPAH3aKIUU, 3alMCH KypHaja M0 JaHHOU
TpaH3aKI[M UTHOPUPYIOTCS, U MPOU3BEACHHBIC U3MEHEHUSI HE (PUKCUPYIOTCS
BO BHeIIHEW namsTu. B coorBeTcTBrHU ¢ npuHiunoM WAL 3amnucu xypHalia 1o
BBIIIOJIHCHHOM TPAaH3aKLIHUU COXPAHSIOTCS BO BHEUIHEW ITaMATH 10 TOrO, Kak
pe3yabTaThl TpaH3akUMK OyayT 3adgukcupoBanbl. [loaTomy, eciu otkaz b/l
MPOU30MIET MOBTOPHO B TMpoOIECCe JECUCTBUTEIBLHOIO BBIMOJHEHUS OOHOB-
nenui B BJl, pa3MeliieHHbie B *KypHalie CBEICHUS OYyIyT COXpAaHEHBI U TpeOy-
eMble OOHOBJICHUSI MOXHO OYyJET BBIMIOJIHUTH Mo3ke. B ciaydae oTkaza (aiin
KypHaJla aHAIM3UPYETCS C LIENbIO0 BBISIBIICHUSI TPAH3aKI[UKA, KOTOPHIE HAXOAM-
JIUCh B MPOILIECCE BHINNOJHEHUS B MOMEHT OTKa3a, HAUYMHAsI C MOCIEIHEN CTPO-
ku. Daitn KypHana nmpocMaTpuBaeTcs B 0OpaTHOM HaNpaBJIE€HUU BIUIOTH J0
3aIMCH O MOCJIEAHEH BBITIOJTHEHHONW KOHTPOJILHOM ToUke. Bce Tpan3akiuu, 1is
KOTOpBhIX B (aije XypHaia MPUCYTCTBYIOT 3amucu Hauano mpauzaxyuun
Tpanzaxyus 3asepuieHa, TOJDKHBI OBITH BBIMIOJHEHBI MOBTOpHO. [Ipoiemypa
IIOBTOPHOT'O IMPOroHa TPAH3AKLUMMK BBINOJHSAET BCE omepauunu 3anucu B b/,
UCTOJIb3Ysl MH(POPMAIIMIO O COCTOSIHHM 3JIEMEHTOB JaHHBIX TOC]e OOHOBIIE-
HUS, COJEPKAIIYIOCA B 3aMHUCAX KypHAJIA 1O TaHHOW TPaH3aKILUU, IPUYEM B
TOM TIOPSKE, B KaKOM OHU ObLIM 3amucaHbl B (aiie xypHana. Ecnu onepa-
IIUY 3aMKUCH YK€ ObLITN YCIICIIIHO 3aBEPIICHBI O BOSHUKHOBEHUS OTKa3a, 3TO HE
OKQKET HUKAKOTO BIUSAHUS HA COCTOSHUE AJIEMEHTOB TAHHBIX, TOCKOJIbKY OHHU
HE MOTYT OBITh HCIOPYEHBI, €CIM OYyIyT 3amuchiBaThCcs emie pa3. Cieno-
BaTEJIbHO, JAHHBIM METOJ TapaHTHPYET, YTO OyIyT OOHOBJIEHBI JIIOOBIE 3Jie-
MEHTHI JJaHHBIX, KOTOPbIC HE OBLIM KOPPEKTHO OOHOBJICHBI JO MOMEHTA OTKa-
3a.

JIrobas TpaH3akus, I KOTOPOH B (haiiie )KypHajia MPUCYTCTBYIOT 3aIu-
cu Hauano mpansaxyuu 1 Ommena mpauzaxyuu, IpOCTO UTHOPUPYETCS, IO-
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CKOJIbKY HUKAaKHX peasibHbIX 0OHOBieHMi nHpopmanuu B BJ] mo Hell He BbI-
MOJIHSJIOCH, @ 3HAUUT, He TpeOyeTcsl U pealbHOTO BHITIOJHEHHs UX oTKarta. Ec-
JIU B MPOIIECCe BOCCTAHOBJICHUSI BO3HUKHET JAPYTrod CUCTEMHBIN cOOM, 3anmucu
¢aiina xKypHasa MOTYT ObITh MCIOJB30BaHbI NIl BoccTaHoBIeHUs B/l eme
pa3. B TakoM ciiyyae He UMeeT 3HAUEeHHUsI, CKOJIBKO pa3 Kaxkaasi U3 CTPOK Kyp-
Hasa ObliIa UCTIOJIb30BaHAa ISl IOBTOPHOIO BHECEHUS M3MeHeHuid B B/1.

Metox Hemen1eHHOTo 00HOBJIeHUs. [Ipy UCNIOIB30BaHUHU ATOTO MPOTO-
KoJa Bce u3MeHeHus BHocsATcs B BJl cpasy ke mociie uxX BBIMOJHEHUS B TpaH-
3aKIMH, HE JOXKHUIAsACH ee 3aBepieHus. [loMuMo He0OX0IMMOCTH MOBTOPHO-
ro MpOroHa U3MEHEHH, BHIITOJIHEHHBIX TPAaH3aKLIUAMH, 3aKOHYMBLIIMMUCS 10
MOSIBIICHUS c00s, B JAHHOM CIIy4ae MOXKET MOTPeOOBATHCS BHITIOJHUTH OTKAT
M3MEHEHUH, BHECEHHBIX TPAH3aKIUSMHU, KOTOPbIE HE ObUIM 3aBEpPILIEHBI K 3TO-
MYy MOMEHTY.

[Ipu mpumMeHeHun JaHHOTO MeToAa (haiiil *KypHalia UCIONIb3YETCS C IEIbIO
BOCCTAHOBJIEHMsI ClIeAyromuM obpa3zom. [lpu 3amycke TpaH3akuuMM B KypHal
nomenaercs 3anuck: Hauano mpanzaxyuu. Ilpu BbIoNHEHUH 000 ornepa-
1uu oOHOBJIeHUs bJl nmpou3BoauTcs 3amuch B (haill )KypHaia BCeX UCXOTHBIX
Y KOHEYHBIX 3HAYEHUI BCEX M3MEHEHHBIX 3JIEMEHTOB NaHHBIX. [lociie BbION-
HEHUA 3amucu B (aill KypHajla MPOU3BOIATCS BBIIIOJHEHHE OOHOBJICHHI B
oydepe BJ1. Henocpenctsenno B b/l namenenus: 0ynyT BHECEHBI IIPU OUEPE/T -
HOIl BeIrpy3ke OydepoB b/l Bo BHemHIO0 namsaTh. Korna TpaH3akius 3aBep-
IIA€T CBOE BBINOJIHEHUE, B (pailsl )KypHasia 3aHOCUTCA 3aIUCh: TpaH3axkyus 3a-
gepuiena.

B nanHoM MeTozie oueHb Ba)KHO, YTOOBI B (haiiyl KypHayia BCE 3alKCH TMO-
MEIIAJINCh 10 BHECEHUSI COOTBETCTBYIONMX M3MeHeHul B bJl. Eciu n3mene-
HUsl BHadase OynyT BHeceHbl B bJl u cOoif B cucTeMe BO3HUKHET JI0 pa3Melle-
Hus nHGopMaru 00 3ToM B ¢aiiil ’KypHaia, TO MEHEIKEP BOCCTAHOBIICHUS HE
OyJeT UMEeTh BO3MOXKHOCTH OTMEHUTH (MM MOBTOPUTH) TAHHYIO OIlepa- LHIO.
[Ipu ncnonb30BaHUK MPOTOKOJIA MPEIBAPUTENBHOM 3aMMUCH Ky pHaTaMeHEIKep
BOCCTAaHOBJICHHSI BCErJa CMOXKET 0€e30MacHO MPEeANoJOKUTh, YTO €CIU IS
onpeaereHHON TpaH3aKUKH B (haiiiie )KypHaja OTCYTCTBYET 3aIUCh | panzaxyus
3aeepuiena, 3Ha4uT, 3Ta TpaH3aKlKs ObUla AKTUBHA B MOMEHT BO3HUKHOBEHUS
OTKa3a M, CIeAOBaTeNIbHO, JIOJDKHA ObITh OTMEHEHa. Eciu BbI- MOJHEHUE
TpaH3aKI1MK1 ObUIO MPEKPAILEHO, TO JI OTMEHbI BBITIOJHEHHBIX €10 U3MEHEHUN
UCIIOJIB3YIOTCSl CBEJIEHUS 00 HCXOJHBIX 3HAYEHHUSX BCEX H3ME- HEHHBIX
AJIEMEHTOB JIaHHBIX, COXPAHEHHBIX B (aiine xypHana. [lockoabKy TpaH3akIus
MOKET BBIITOJIHUTHh HECKOJIBKO M3MEHEHUI OJTHOTO U TOT'O JKE3JIEMEHTA, OTMEHA
O0OHOBJIEHUH BBITIONHSACTCA B 00paTHOM Topsiake. HesaBu- cumo oT Toro, OhUTH
JU pe3yNbTaThl BBHIIOJHEHHS TPaH3aKIMM BHECEHBI B ca- My bJl, Hamuume B
3aIUCIX KypHaJIa UCXOAHBIX 3HAYCHUM MOJIEU rapaHTupy-
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eT, uto b/l OyneT mpuBeneHa B COCTOSIHUE, OTBEYAIOIEEe HAYaly OTMEHEHHOM
TPaH3aAKIIHH.

Ha cimyyail moBTOPHOrO OTKa3a CHUCTEMBI MPOLEIYPOM BOCCTAHOBIICHHUS
IpeIyCMOTPEHO UCIIONIb30BaHue (aityia sxypHalia Jij1si TOBTOPHOTO MPOTOHA UITH
OTKaTa TpaH3akiui. J{is 060 Tpanzakuuu T, 17151 KOTOpo# B (paitne xypHaia
NPUCYTCTBYIOT 3anucu Hauano mpauzaxyuu m Tpauzaxyus 3aeep- wiena,
CIEAYET BBINOJHUTH €€ MOBTOPHBIA MPOTOH, UCHOJb3Yys AJisl BHECEHUS BB/
HOBBIC 3HAYEHUS BCEX OOHOBJIEHHBIX ToJieH. [[ns mo0oil TpaH3akiuu, s
KOTOpOI B (paiisie xypHana IpucyTCTByeT 3anuch Hauano mpauzakyuu, HO HET
3anucu Tpauzaxyus 3aeepuieHa, HEOOXOIUMO BBIMOJHUTH OTKAT BHECEH- HBIX
eto m3MeHeHuil. Ha »ToT pa3 w3 3amuceil ¢aiina sxypHajma H3BIEKAaeTCs
nH(popMaIus 0 3HAUCHUU U3MEHEHHBIX TMOJIEH 10 UX W3MEHEHHMs, YTO MO3BO-
JISIeT MPUBECTU 0a3y JaHHBIX B CTOSHHUE, KOTOPOE OHA MMeEJa J0 Hauyaja JaH-
HOM TpaH3akuuu. Omnepanu OTMEHBI BBIMOJHSIOTCS B MOPSAJKE, 0OpaTHOM
MOPAJIKY UX 3aIUCH B (haiis1 )KypHaa.

MeToa TeHeBbIX CTPAHML. JTOT METOJ SIBISIETCS aJbTE€PHATUBOW OMH-
CaHHBIM BBIIIE CXEMaM BOCCTaHOBJICHUs, ITOCTPOCHHBIM Ha HCIOJIb30BAaHUU
daiina xxypHaia. OH mpeaycMaTpuBaeT OpraHU3alMI0 Ha BPEMs BBITIOJIHEHUS
TpaH3aKLMK JABYX CTPAHMI] - TEKYLIYIO0 U TeHEeBYyl0. Korjma tpaH3akuus Hayu-
HaeT paboTy, 00e CTpaHUIIbl UACHTUYHBI. TeHeBas CTpaHUIla HUKOT/IA HE W3-
MEHSETCA U MOXET ObITh MCIIOJIb30BaHa i BocctaHoBieHus b/l B ciydae
OTKa3a CUCTEMbI. B X01€ BBINOIHEHUS TPaH3aKIHUM TEKyllas CTpaHWIA HC-
noJae3yercs 11 3anuck B b/l Bcex BHOCUMBIX n3MeHeHui. [locre 3apepuie- Hust
TpaH3aKIMK TEKYIasi Ta0IuIa CTAaHOBUTCS TEHEBOW. MeTO ] TEHEBBIXCTPAHUI]
WMEET psaJ NOPEeUMYILIECTB TNEPEN METOJaMHU HCIIOJIb30BaHUS O KypHaia
TPaH3aKIWi: UCKIIOYAETCS HAarpy3Ka, CBA3aHHasl C BEJACHUEM JKypHalla TpaH-
3aKIMi, TPOIIECC BOCCTAHOBJICHUSI MPOUCXOAUT CYIIECTBEHHO OBICTpee, MOo-
CKOJIbKY HET HEOOXOJMMOCTH B MOBTOPHOM MPOTOHE WJIM OTKATE ONEeparluii.
OnHako eMy CBOMCTBEHHBI M OIPEACIICHHbIE HEAOCTATKH: (parMeHTaIus
JAHHBIX U HEOOXOUMOCTh MEPUOIMYECKOTO BBIMOTHEHUS MPOIIEAYPhl COOPKHU
Mycopa JJis BO3BPAIlIEHUS B CHCTEMY HEUCITOJIb3yEMbIX OJIOKOB TaMSTH.

5.4 OpraHusauusa BocCTaHOBNeHUs AaHHbIX B CYB[]
MS SQL Server

SQL Server mpennaraet Ha BEIOOpP TPU MOJEIIM BOCCTAHOBIICHHUS, B OCHOB-
HOM OTJIMYAIOIINXCS UCIOJIb30BAHUEM JKypHaJla TpaH3aKIMi, U MSATh BapUaH-
TOB PE3EPBHOT0 KOMUPOBaHUsI. MOJeI BOCCTAHOBJIEHUS CIIEAYIOIIHE:

1. Ilpocras moaens. XKypHain TpaH3aKIui HE pe3epBUPYETCs (HE CO3/1aeT-

Csl €ro pe3epBHas KOMUS BO BHEIIHEN AMSTH);
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2. Mogenb ¢ HEMOJHBIM MPOTOKOJIMPOBAHHEM. MaccoBble omepanuu He
3aHOCATCA B KypHal TpaH3akuui. JKypHall TpaH3aKIMU pe3epBUPYET-
csl;

3. Ilonmnas monens. Bee Tpan3akuuu 3aHocsiTes B xkypHail. JKypHai TpaH-
3aKLUN PE3EPBUPYETCA.

Pe3epBHOE KOMTMpOBaHUE BO3MOYKHO CJIEAYIONIUX BUIOB:
e [lonHoe. Pe3epBupyroTcs Bce JaHHbBIE;

o Jludpdepenmuporannoe. [IpousBoauTcs pe3epBUPOBAHUE BCEX CTPAHUIL
JAHHBIX, U3MEHEHHBIX C MOMEHTa MOCJEIHEro MOJHOTO PE3EPBHOTO
KOIMPOBAHMUS;

e Kypnana tpanzakuuii. [Ipon3BoauTCS pe3epBUPOBAHUE BCEX TPAH3AK-
LU B )KypHAaJeE.

o daiina wiu ¢aitnoBoii rpynmsl. [IpousBoauTcs pe3epBUpOBaHUE BCEX
JIAHHBIX, coJiepxKaluxcs B (paitie win GpaiaoBoil rpymre.

o daitnnoBoe auddepenupopanHoe. [IpousBoguTcs pe3epBUPOBAHUE
BCEX CTPAHMII JAHHBIX, MOAU(PUIIMPOBAHHBIX C MOMEHTA IOCJIEIHETO
pe3epBHOIO KoMmupoBaHus (aityia uiam GpaiioBoi rpymibI.

BoccraHoBieHue Beceraa HAUMHAETCS C UCIOJIb30BaHMS IOJIHOM PE3EPBHOM
konuu. [locie 3Toro u3 apxuBoB AU(PPEepEeHIUPOBAHHOTO U TPAH3AKIIMOHHOTO
pEe3epBUPOBAaHUS BOCCTAHABIMBAIOTCS BCE TPAH3AKLMWH, BBIIIOJIHEHHBIE C MO-
MEHTa CO3/IaHus MOJTHOM pe3epBHOM Konmuu. Moenb BOCCTaHOBIICHHS KOH(DU-
rypupyer HacTpoiiku 0a3sl nanHbix SQL Server Takum oOpa3om, 4ToObI 00Oec-
MEYUTh TOT TUIl BOCCTAHOBJICHMS, KOTOPBIM HeoOXxoaum Oasze naHHbIX. Kitro-
YeBbI€ OTJIMYMUS MEXKIY Pa3HBIMH MOJIENISIMA BOCCTAHOBJICHHUS CBSI3aHBI C TEM,
B KaKOM MEpPE B HUX 3aJICHCTBOBAH KYPHAJI TPAH3AKLMU U KaKUE TAaHHBIE B HEM
PETHCTPUPYIOTCS.

[Ipoctast Mozenb BOCCTAHOBJIEHUS HUJEATBHO MOIXOIUT TeM Oa3am JaH-
HBIX, KOTOPBIM TpeOyeTcsi obecreueHrne aToMapHOCTH TPaH3aKIMil, HO HE 00sI-
3aTeybHa MOJAJEpKKa UX >kuBydecTH. [IpocTast Monens popcupyer ouunnieHue
cepBepoM 0a3 JaHHBIX JKypHaja B KOHTPOJbHBIX Toukax. Ilpu sTom xypHan
OyZeT XpaHWUTh TPaH3AKIMH, 3alHUCh KOTOPHIX B 0a3y JaHHBIX €lle He MOJI-
TBEPXKJACHA; MPOCTPAHCTBO K€, OTBEIECHHOE JJII XPAHEHUS BCEX OCTAJIBbHBIX
TpaH3aKUUH, 0CBOOOXKIAETCs JIJIsl TIOBTOPHOTO MCIOJIb30BaHUA. Tak Kak Xyp-
HaJl TPAH3aKLMI B 3TOM MOJENN ABJISIETCS TOJIBKO BPEMEHHBIM MECTOM XpaHe-
HUS, OTHAJaeT MOTPEOHOCTh B €r0 pe3epBUPOBAHUM. ITa MOJIEIh BOCCTAHOB-
JICHUSI UMEET Psijl IperuMyIlecTB. Bo-nepBbIX, )KypHall TPaH3aKIUNA UMEEeT Ma-
JIEHbKHE pa3Mepbl, OJJHAKO PaCIUIauMBaThCs 32 ATO MPUIETCS MOTEeped Bcex
TpaH3aKIIHM, BHITOTHEHHBIX C MOMEHTA MOCIEIHEro MoaHoro win auddepex-
LIUPOBAHHOIO pe3epBUpoBanus. [l1aH BOCCTaHOBIIEHUS, OCHOBAaHHBIN Ha IPO-

55



CTOM MOJIEJIH, ITO3BOJIAET BBINOJHATH IIOJHOE PE3EPBUPOBAHUE Pa3 B HEAECIIO,
a muddepeHIMPOBaHHOE — B KOHIE Kaxaoro nHs Henenu. [lomHas u mudde-
PEHIMPOBAHHbIE PE3EPBHBIC KOMUHM 3aMEHSIOTCS, Korja Oy/eT BBINOIHEHO
CIEAYIOUIEE TTOJIHOE PE3EPBHOE KONTMPOBAHHUE.

CoOTBETCTBEHHO, BOCCTAHOBJICHHE B MPOCTOM MOJENH MPEIIOIAracT 1B
onepanuu.

1. BoccraHoBieHue u3 rnocjaeaHe MoJTHOW pe3epBHOM KOIUU;

2. BoccranoBnenue u3 mocienHen (He o0s3arenbHo) omgHoN nuddepen-
IMPOBAHHOW PE3EPBHOU KOIIUU.

[TonHas MOAeNb BOCCTAHOBIICHUS MpeAsiaraeT HanOoiee rpyOblid U HaJlexk-
HBIM IUJJAaH BOCCTAHOBIICHUSA. B 3TOM MOJEnu Bce TpaH3aKLIMH, B TOM YHCIIE U
MacCOBBbIE OIEepaluu, NPOTOKONHMPYIOTCS B KypHaie. Jlrobas cucremHas
(GyHKIMS, Takas Kak CO3JaHHME MHJIEKCa, TaKKe MPOTOoKoIupyercsi. OCHOBHBIM
IPEUMYILECTBOM 3TOM MOJIEIH ABJISIETCS TO, YTO BCE TPAH3aKLNH, BBIIIOJIHEH -
Hble B 0a3e JAaHHBIX, MOTYT OBbITh BOCCTAaHOBJIEHBI, BIUIOTh JI0 MOMEHTA,
IpEeIIeCTBOBABILIEr0 cucTeMHOMy cOoro. K HemocTaTkam cieayeT OTHECTH
MEJIEHHOE BBIIIOJIHEHNE MACCOBBIX Olepaluii, 04eHb 00JIbILO0H pa3Mep ¢aiina
KypHaJIa TpaH3aKUMNA 1 O0Jiee AUTENbHOE BPEMs BBITIOJHEHHUE Olepaluil pe-
3€pBUPOBAHNUs U BOCCTAHOBJIEHUS Ky pHasa TPAH3aKIU K.

[lonHass Mozenb BOCCTAHOBJIIEHUS MOXKET MCIIOJIB30BaTh BCE IIATH THUIIOB
pe3epBUpoBaHus 0a3bl JAHHBIX. Yallle BCEro nojHas MoJIeJIb BOCCTAHOBIICHUS
MIPEANONAraeT BBINOJIHEHNE TMOJHOTO PE3EPBUPOBAHMS IBAXIbl B HENEIIO, A
G depeHIrpoBaHHOIO — B KOHILIE Kaxaoro AHs. PesepBupoBanue xKypHaia
TPaH3aKIMil BBIOJHIETCS PEryJISpHO Ha MPOTSHKEHUH BCETO JIHA; NMPH 3TOM
MIPOMEKYTKH BPEMEHU MEX]Yy OTACIIbHBIMU CECCHUSIMU MOTYT KOJeOaThCsi OT
HECKOJIbKMX YacoB JI0 HECKOJIbKMX MHUHYT. BoccTaHoBieHue 0a3bl JaHHBIX B
3TOM MOJENH MPENOJIAracT BBIIIOIHEHUE CIECTYOIINX ONEPALUA.

e BoccraHoBieHuE U3 MOCIEAHEN TOJTHON PE3EPBHOM KOINH;

e BoccranoBienue u3 nociueanei nuddepeHnnpoBaHHON pe3epBHON KO-
UM, CO3JaHHOM MOCJIE BBITOJIHEHUS MTOCIEIHETO MOJIHOTO PE3EPBUPO-
BaHUS (€CITM TaKOBasi UMEETCH);

e BoccraHoBneHrne BceX PE3EpPBHBIX KONMUU KypHajla TPaH3aKUUU, CO-
3JaHHBIX C MOMEHTA IOCJIEIHETO MOJHOTO WK Tu(epeHITMPOBaHHO-
IO PE3EPBHOIO KOMUPOBAHUS.

Ecnu nmocnenneit co3ganHoi pe3epBHON Komuel Obljia MojHas, TO €€ BOC-
CTaHOBJICHUs OyJIeT A0cTaTouHO. Eciiu nmocneaHel co3aHHON pe3epBHOM KO-
nuel Obuia auddepeHuupoBaHHas, TO Mepel] €€ BOCCTAHOBJICHHEM CIIETyeT
BBIMIOJTHUTH BOCCTAHOBJICHUE U3 MOCJIEAHEH TOJTHOW PE3CPBHOM KOIHHU.
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Mopenb BOCCTaHOBJIEHUS C HEMOJHBIM MPOTOKOJIMPOBAHUEM aHAJIOTHYHA
IIOJIHOM MOJIENH, 332 UCKIIOYEHUEM TOr0, YTO B KypHAJI TPAaH3aKLHUA HE 3aHO-
CSITCS CIIEAYIOIINE OTIePALIUHU:

® MacCOBbIE€ BCTaBKH;

o wuHcTpykmu DML SELECT * INTO;

e omeparuu Haag ocob0o kpymHbeiIMEH oO0bekTamu WRITETEXT wu
UPDATETEXT;

o wuHcTpykumun CREATE INDEX (Bkirouass WHIEKCHpOBAaHHBIE Tpe-
CTaBJICHUS ).

Komnpomucce B pOU3BOAUTENIBHOCTA ONEpAllMd B 3TOW MOJEIU BOCCTa-
HOBJICHUS JOCTUTA€TCA 3a CYET TOTO, YTO MACCOBBIE ONEpaAllMU HE pacCMaTpH-
BAIOTCS Kak TpaH3akuuH. [IoCKOIbKYy MaccoBble onepanuy B JaHHON MOJEIn
BOCCTaHOBJIEHUS HE PETUCTPUPYIOTCS, €CIU COOM MPOU3OILIEI TOCIIE MaCCOBOM
orepalu, HO J0 CO3JIaHusl apXuBa TpaH3aKLMW, MaccoBas omnepanus Oyner
yTEPSIHA U B BOCCTAHOBIIEHUH CMOXKET Y4aCTBOBATh TOJIBKO NMPEIBITYIIAs pe-
3epBHAs KOIUsS JKypHaJIa TpaH3akUuui. Mcxoas U3 3TOro, €ciau UCHOJIb3YeTCs
MOJIEJIb BOCCTAHOBJIEHUS C HETOJHBIM IPOTOKOJIMPOBAHUEM, 33 KAKIOM Mac-
COBOM omepanuel JOHKHO HEMEMIEHHO CIEA0BaTh CO3/IaHHUE PE3EPBHOM KO-
UM KypHaia TPaH3aKIUH.

OTa MozieNb BOCCTAaHOBIICHUSI MOKET OKa3aThCsl MOJIE3HOW TOJBKO B TOM
cilyyae, €ciau B 0a3e JaHHBIX BBIMOJHAETCA OOJBIIOE KOJIUYECTBO MACCOBBIX
ornepauuidi ¥ OYEHb BaXKHO MOBBICUTH UX MPOU3BOJAUTEIBHOCTh. ECiu e mpo-
M3BOJIUTEILHOCTh BBIMOJHEHUS MAaCCOBBIX Omnepanuii B 0a3e AaHHBIX J0CTa-
TOYHO BBICOKA, TO JYYIlI€ OCTAaHOBHUTH CBOWM BbIOOp Ha MOJHOW MOJENH BOC-
CTaHOBJICHHS.

Mopnenb BOCCTaHOBJICHHMSI, YCTAHOBJICHHAs] B CUCTEeMHOM 0a3e model, npu-
MEHSIETCS] KO BCEM CO3/1aBaeMbIM 0a3aM AaHHbIX. [|J1s1 ycTaHOBKM MOJENU BOC-
cTaHOBIeHHS ucnonb3yercs nHcTpykuus DDL ALTER DATABASE:

ALTER DATABASE wmMa ©Oas3wl pmaHHEIX SET Recovery mnapameTrp

JlomyCTUMBIMU TTapaMeTpaMy B 3TOW MHCTPYKIIUU SIBJISTFOTCS CIIEAYIOIIHE:
Full, Bulk-Logged u Simple. B cnenyromem npumMepe Mojeilb BOCCTAHOBJIEC-
HUs yueOHOM 0a3bl JaHHBIX €St u3MeHseTCsl Ha MOIHYIO:

USE Test
ALTER DATABASE Test SET Recovery Full

HacrosatenbHo pexkoMeHIyeTcs B MPOrpaMMHOM KOJi€, COo3faroiieM 0Oazy
JaHHBIX, SIBHO YKa3bIiBaTb MOZICJIb BOCCTaHOBHeHHH.'TCKYHBHO MOACIIb BOC-
CTAHOBJICHHUA, YCTAHOBJICHHYIO B Oaze JAaHHBIX, MOXHO OIPCACIINTL C IIOMO-
IIbIO MpEJICTaBICHUS KaTayora sys.database:

SELECT name, recovery model desc FROM sysdatabases
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HeCMOTpH Ha TO 4TO B Oaze JaHHBIX OOBIYHO YCTAaHABJIMBACTCA TOJIBKO OO~
Ha MOJCJIb BOCCTAHOBJICHH:, HUKTO HC 3alIpCIIacT ICPCKIIOYATBCA MCKIY
Ppa3HbIMU MOICIIIMU B 3aBUCHMOCTH OT COCTaBa BBIIIOJTHACMBIX onepaunﬁ C
OCJIbIO OIITUMHU3AIHUU IIPOU3BOJUTCIIBHOCTH U YAOBJIICTBOPCHUA TCKYIIUX ITIO-
TpeOHOCTEH.

J1J1s BBIMIOJTHEHUS OTIEpAIlii PE3ePBUPOBAHUS 0a3bl TaHHBIX UMEETCS YTH-
auta backup.

Ecnu He I[IPUHUMATB B PACUYCT MHOKCCTBO JOIIOJHUTCIIbHBIX IIapaMCTPOB,
TO 00K BUJ KOMaH bl PE3€PBHOTO KOMUPOBAHUS OYET CICAYIOUIUM:

BACKUP DATABASE wuma Oasbl OaHHBIX

TO DISK = 'nyTbe k Qanuay'

WITH NAME = 'ums apxusa'

Crnenyromiast UHCTPYKIUS pe3epBupyeT 06a3y naHHbix Test B ¢aiin Ha guc-
Ke U ipucBauBaet apxuBy ums TestBackup:

BACKUP DATABASE Test

TO DISK = 'e:\TestBackup.bak'

WITH NAME = 'TestBackup'

KypHan TpaH3akuui Takke MNOMJICKUT PE3EPBUPOBAHUIO. BHUpTyanbHO
KYpHaJl MOKHO TPEJICTaBUTh ceOe KaK IMOCJEeN0BATEIbHbIN CIIMCOK TpaH3aK-
Ui, OTCOPTUPOBAHHBIN 1O JaTe U BpeMeHU. B To ke Bpemsi Ha puU3MUEeCKOM
ypoBHe SQL Server 3amuchiBaeT paziuyHble YacTU (PU3NUYECKOTO KypHalla B
BUPTYyaJIbHbIE OJIOKM 0€3 Kakoro-iubo ompenesaeHHoro mopsaka. Bee Tpan-
3aKIMM B )KypHaJI€ MOKHO Pa3J€IUTh Ha JIBE TPYNIbl: AKTUBHBIE TPAH3AKIINH
(Te, KOTOpBIE €1lle HE MOATBEPKIICHbI U HE 3amucaHbl B (aiia 6a3bl JaHHBIX ), U
HEAKTUBHBIC TPAH3aKIMU, KOTOPBIE MPEALIECTBYIOT CAMOM pPaHHEHW aKTUBHOU
TpaH3aKIMKU. AKTHBHAs 4acTh JKypHaja HE 00sA3aTEIbHO COJEPKUT TOJIBKO
HETIOJITBEP>K/ICHHbIC TPAH3aKIMU, OHA COACPKUT BCE TPAH3AKIIMU C MOMEHTa
HayaJla CaMOM CTapOW HEMOJTBEPKIACHHOW TpaH3akiuu. Bcero onHa O4yeHb
cTapasi HEMOJATBEP)KJICHHAsT TPAaH3aKIUs MOXKET cielaTh aKTUBHOM OYEHb
OOJIBIIIYIO YaCTh JKypHaja.

BrinonHeHue pe3epBUPOBaHUS KypHaAia TPaH3AKIUM MPAKTUYECKU HE OT-
JUYAETCs OT MOJTHOTO WK AU(PHEepPEHITUPOBAHHOTO PE3EPBHOTO KOMUPOBAHHMSL.
Nuctpykius T-SQL umeer cnenyromuii BUI:

BACKUP LOG Test

TO DISK = 'e:\TestBackupLog.bak'

WITH NAME = 'TestBackupLog'

[Ipu pe3epBUpOBaHUM KypHAJIa TPAH3aKIMI MCIOJIB3YIOTCS TE K€ mapa-
METpPBI, KOTOPBIE UCIIOIB3YIOTCS TIPU PE3EPBHOM KOMMMPOBAHUU 0a3bl JaHHBIX.
KypHan TpaH3akuuii He MOXXET OBITh 3ape3epBUPOBAH, €CIU B 0a3e JaHHBIX
UCIIOJIB3YETCsI TPOCTasi MOJIEh BOCCTAHOBJICHUS, UK B 0a3€ TaHHBIX UCTOJIb-
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3yeTCsl MOJIEJIb BOCCTAHOBIICHUS C HETIOIHBIM MPOTOKOJIMPOBAHUEM, UITH ObLIN
MOBPEXKACHBI (hailibl 6a3bl TaHHBIX. B 11000M M3 3THX CllydaeB CIeAyeT BbI-
MOJIHUTD MOJIHOE Pe3epPBUPOBaHUE 0a3bl JaHHBIX.

OObBIYHO pe3epBHOE KOMUPOBaHUE 0a3bl JAHHBIX BBIMOIHIETCS 1O CTPOTO
ONpeaeIeHHOMY I'pauKy, OJJHAKO HEBO3MOXXHO 3apaHee MpeCcKa3aTh, KAKOE
KOJIM4YECTBO MU (HEepeHIIMPOBAHHBIX U PE3EPBHBIX KOMHM W KONMHUI TpaH3aK-
AN JTOHKHO OBITh BOCCTAHOBJICHO. Tak Kak KaKIbId (paiii pe3epBHON KOTTUU
TpedyeT otaenbHo UHCTpYKIMU RESTORE, HeBO3MOXHO CO37aTh KOPPEKT-
HBIA KOJI, HE BKIIFOYMB B HETO oOciiemoBanue 0a3nl JaHHBIX msdb u co3gaHume
IPaBWIBHOW MOCIIE0BATENbHOCTH BoccTaHOBIeHUs. MHcTpykunss RESTORE
MO>KET BBIMIOJIHATH BOCCO3/IaHuEe 0a3bl U3 MOJHOU, muddepeHunpoBaHHON U
TpaH3aKLIMOHHOM pe3epBHOM Konuu. Ee o0mmuii cuHTakcuc NpuBeIeH HUXKE.

RESTORE DATABASE | LOG MMH_GaBH_naHHHX

FROM yCTpPOMCTBO pPEe3epBMPOBAHUA

WITH FILE = Homep O¢anna, PASSWORD = mapolib,

NORECOVERY | RECOVERY

JInst Bocco3anust oaHOM uin JudpepeHnanibHON pe3epBHON KOTTMHU HC-
nonb3yerca uHCTpykiuss RESTORE DATABASE; eciu Boccozmaercs xKyp-
Hal TpaH3akiui, ucnonb3yercs HHCTpyKuss RESTORE LOG. Ilapametp
WITH FILE no3Bonser 3a1aTb HOMEpP BOCCTAHABIMBAEMON PE3EPBHON KOIIHH
B  (Qaimle wumm  HAa  ycTpoiicTBe  pe3epBupoBaHus.  [lapamerpsl
RECOVERY/NORECOVERY sBasitoTcs )XKM3HEHHO BaKHBIMU B WHCTPYKITUU
Boccoznanus. [Ipu kaxaom 3amycke SQL Server aBToMaTuuecku mpoBepseTCs
KypHan TpaH3akuuid. IIpy 3TOM OTKaThIBaIOTCS BCE HEMOIATBEPXKICHHBIC
TPaH3aKIUKU U JOBOJATCS 0 KOHIA BCE MOATBEPKAECHHBIE. DTOT MPOLECC I10-
Jy4uJ Ha3BaHUE BOCCO3/AaHusl (recovery) 0a3pl JaHHBIX. Takum 0Opa3om, eciu
B MHCTpYKIMU Boccosnanusa ykazan napamerp NORECOVERY, SQL Server
BOCCO3/J1aCT YypHaJl, He 00paboTaB MPU STOM HHU OJHOW TPAH3aKIIMH; €CIIU Ke
B MHCTpyKIuu Oyzaet yka3an napametp RECOVERY, tpan3akuuu 0ynyT 00-
pabotanbl. HanpumMep, BBIOJHUM BOCCO3aHUE 0a3bl JaHHBIX Test

Use Master

RESTORE DATABASE Test

FROM DISK = 'e:\TestBackup.bak'
WITH FILE = 1, NORECOVERY

Hpoaoml(aeM BOCCTAHOBJICHUC:

RESTORE LOG TestBackupLog
FROM DISK = 'e:\TestBackupLog.bak'
WITH FILE = 2, NORECOVERY
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5.5 Co3paHue 0TKa3oyCTOMUYUBbLIX CUCTEM

Jnst co3manusi 0TKa30yCTOMUYMBBIX CUCTEM BBIIICIIEPEUUCICHHBIX CPENICTB
BOCCTAaHOBJIEHUSI HEJAOCTATOYHO, TaK KakK TpedyeTcs 00ecrneduTh HENpepbIB-
HBI1 pesxuM paboThl cepBepa. i MOBBIIEHUST HAJIEKHOCTH U (WIJIN) MPOU3-
BOJIUTENILHOCTA JIUCKOBOM TMOJCUCTEMBl KECTKUE ITUCKU OOBEIUHSIIOTCS B
RAID maccuBsl. Hau6osee yacto ucnosib3yeMbiMu ABIAIOTCS RAID MaccuBsl
ypoHei#t 0, 1, 5, 6 u 10.

RAID 0 (Stripe). Pexxum, mpu HCHOIB30BaHUU KOTOPOTO JTOCTHUIAETCS
MaKCUMaJIbHAs MPOU3BOJAUTENBHOCTh, HO HE HAJEKHOCTh. /[aHHBIE paBHOMED-
HO pacIpeeIsitoTCsl M0 AUCKaM MacCHBa, AUCKU OOBbEIUHSIOTCS B OJUH, KO-
TOpPBI MOXXET OBITh pa3MedeH Ha HECKOJIbKO. PacmpeneneHHbie ornepanuu
YTEHUS M 3aIUCH TO3BOJISIIOT 3HAYUTEIBHO YBEIUYUTh CKOPOCTh Pa0OTHI, MO-
CKOJIbKY HECKOJIBKO JHMCKOB OJHOBPEMEHHO UWTAIOT/3allMCHIBAIOT CBOIO MOP-
Mo JaHHbIX. [loap30BaTento AOCTyNeH BECh 00bEM JUCKOB, HO 3TO CHUXKAET
HaJIe)KHOCTh XPAHEHUS JIAHHBIX, MOCKOJIbKY TMPHU OTKa3e OJIHOrO0 U3 JUCKOB
MacCUB OOBIYHO pa3pyIIaeTCs U BOCCTAHOBUTH JAHHBIC MPAKTUYECKU HEBO3-
MOYHO.

RAID 1 (Mirror). Heckonbko auckoB (0ObIUHO 2), paOOTAIONIUE CHH-
XPOHHO Ha 3aIUCh, TO €CTh MOJHOCTHIO IyONMpyromue Apyr Apyra. [loBsiiie-
HUE€ TPOU3BOJUTEIBLHOCTA MPOUCXOIUT TOJBKO MpU uTeHUU. CaMblii HaJEX-
HBIM CI0CO0 3aIUTUTh MH(POpPMAIKIO OT ¢O0sl OTHOTO U3 JMCKOB. M3-3a BBI-
COKOI CTOMMOCTH OOBIYHO MCHOJIB3YETCS MPU XPAHEHUH OUYEHb BAXKHBIX JIaH-
HBIX. BbICOKasi cTOMMOCTh O00YyCIIOBJIEHA T€M, UTO JIUIb MOJIOBUHA OT OOIIEH
€MKOCTH ITUCKOB JOCTYIIHA JJIS TOJIb30BaTENS.

RAID 10. Uuorna taxxe HaspiBaeTcst RAID 1+0, tak kak sBiIsieTcs KOM-
OuHanueit nByx nepBbix BapuanTtoB (MaccuB RAID 0 u3 maccuBoB RAID 1).
Nmeer Bce ckopoctHbie npenmyiiectBa RAID 0 u mpeuMyniecTBo HaJIeKHO-
ctu RAID 1, coxpansigs HEJOCTaTOK — BBICOKYI0 CTOMMOCTh JUCKOBOI'O MACCH-
Ba, Tak Kak »(pdexTrBHAsE EMKOCTh MacCHBa paBHa IMOJOBHUHE EMKOCTH HC-
MOJIb30BAaHHBIX B HEM JMCKOB. JJisi co3qaHusl TAKOTO MaccuBa TpeOyeTcss Mu-
HUMYM 4 nucka (MX YUCIIO JIOJHKHO OBITh YETHBIM).

RAID 5. MaccuB, Takke HCHOJB3YIOIIUN pacnpeieieHHOE XpaHEHUE
naHHbIX aHanoruyHo RAID 0 (u oObenuHeHNEe B OJMH OOJIBIION JTOTHYSCKUI
JIMCK) TUTFOC PACpeeI€HHOE XPAHEHUE KOJIOB YETHOCTH JIJI1 BOCCTAHOBJICHUS
JAHHBIX TpHU cO0siX. BO3MOXHO Kak OTHOBPEMEHHOE UYTEHHWE, TaK M 3aIHCh.
[Imrocom 3TOrO BapuaHTa ABISETCA TO, YTO JOCTYMHAs JJIS MOJIb30BATENS €M-
KOCTh MacCHBa YMEHBIIIAETCS HA €MKOCTb JIMIIb OJJHOTO JIUCKA, XOTS HaJexK-
HOCTbh XpaHeHUs JaHHbIX HWke, yeM y RAID 1. 1o cyrtu, siBiissieTcst KoMnpo-
muccom Mexay RAID O u RAID 1, oGecrieunBasi 70CTaTOYHO BBICOKYIO CKO-
POCTh pabOThI MPU HETIJIOXOW HAJACKHOCTH XpaHEHUs JaHHBIX. MUHUMAaIbHOE
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KOJIMYECTBO JMCKOB JJisl Takoro MaccuBa — 3. Ilpu oTkaze oHOro JUCKa U3
MaccHBa JaHHBIE MOTYT OBITh BOCCTAHOBIICHBI 0€3 MOTEPh B aBTOMATHYECKOM
pexXUMe, XOTS caM MPOIECC BOCCTAHOBJICHUS! MMPOUCXOAUT C MOJHOW Harpys-
KON Ha paboure BUHYECTEPHI, UTO MPHU MEPETPEBE MOKET MPUBECTU K IMOJIHO-
MY BBIXOJly TOMa U3 CTPOSL.

RAID 6. RAID 6 otnmaaercs ot RAID 5 Tem, 4To B KaXK10M STy JaH- HBIX
(mo-aHTIMIACKHU Stripe) UMeeT He OJIWH, a JBa OJI0Ka KOHTPOIBHBIX CyMM.
KoHTponbHBIE CYMMBI — «MHOTOMEPHBIE», T.€. HE3aBHCUMBIC IPYT OT JIPyTa,
MOATOMY JIaXX€ OTKa3 JBYX JUCKOB B MACCHBE IO3BOJIIET COXPAHUThH HMCXOI-
HbIC JaHHBIC. BBIYmcieHne KOHTPOJIBHBIX CyMM 10 Metony Puma-ConomoHa
TpebyeT OoJiee MHTEHCUBHBIX MO cpaBHEHUIO ¢ RAID 5 Bprumcienwii, mosTo-
My paHbUIE WIECTOW YPOBEHb IPAKTHUYECKH HE Hcmoib3oBaics. Ceildac OH
MOJI/ICP>KUBACTCS. MHOTUMU MPOJIYKTAMHU, TaK KaK B HUX CTaJIM YCTaHABJIUBATh
CHeIUaIN3UPOBAHHBIE MUKPOCXEMBI, BBITIOJHSIONINE BCE HEOOXOIUMBIE Ma-
TeMatuyeckue onepanuu. CorjiacHO HEKOTOPBIM MCCIIEI0BAHUSIM, BOCCTAHOB-
JIEHUE IIEJIOCTHOCTH TOCJe OTKaza ofHoro gucka Ha Tome RAID 5, cocras-
JIEHHOM M3 AUCKOB OoJibiioro oobema (500 rurabaiit u Bhiie), B 5% ciaydaeB
3aKaHYMBAETCS YyTPATOU JIaHHBIX. J[pyruMu ciioBaMu, B OJTHOM CJIy4yae U3 JBa-
AT BO BpeMs pereHepanuu maccuBa RAID 5 Ha nuck pe3epBa BO3MOXKEH
BBIXOJl U3 CTpOsi BTOporo aucka. RAID 6 u Obl1 npu3BaH pelIuTh YKa3aHHbIN
"Henoctatok RAID 5.

Jlnst mpeaoTBpaIieHus IPOCTOsT cepBepa BO BpeMsi BOCCTAHOBJICHUS JIaH-
HBIX HCITOJIb3YeTCSl TEXHOJIOTHS CO3JaHMs pe3epBHBIX cepBepoB (Database
Mirroring). OHa MO3BOJISET 3AIUTUTHCA OT HE3aIUIAHUPOBAHHOTO MPOCTOS,
BBI3BAHHOT'O OTKA30M cepBepa Wi cOoeM 0a3bl JaHHBIX M, KaK CIEAYET U3 €€
Ha3BaHUs, OOecrneunBaeT OTKAa30yCTOMYMBOCTh Ha ypOBHE 0a3bl JaHHBIX.
JlaHHYIO TEXHOJOTHIO MOXHO HCIIOJIB30BaTh ISl OJHOW MM HECKOJIBKUX 0a3
JTAHHBIX HAXOJAIIMXCS Ha OJJHOM M ToM ke 3k3emiuisipe SQL Server. Ilpu ee
aKTUBallMM pe3epBHas 0a3a JaHHBIX OyJeT Bcerja OOHOBIATHCS TEKYIIUMH
TpaH3aKIMsIMHU, MPOU3BOJUMBIMA Ha OCHOBHOM cepBepe 0a3 manubiX. [Ipu
ATOM, YTO OY€Hb BakHO, Database Mirroring oka3plBa€T MUHUMAJILHOE BIIHSI-
HUE Ha MPOU3BOIUTEIHHOCT.

Database Mirroring obecriedynBaeT 3aliuTy OT COOEB M JIUCKOBOM MOJICHU-
CTEMBI, TaK KaK 1 OCHOBHOW M pPE3CPBHBIN CepBEPHI HIMECIOT CBOM COOCTBECHHBIC
JIMCKOBBIE TMoJicucTeMbl. Database Mirroring peajiv3oBaHa ¢ TOMOIIBIO TPEX
CHUCTEM: OCHOBHOM CEPBEP, PE3ECPBHBIN CEPBEP U CEPBEP-CBUIETEIb.

OcHoBHOM cepBep (primary server) oOecrieduBaeT cepBUC 0a3 JaHHBIX B
Tekymiee BpeMs. [1lo ymomyanutio, Bce KIMEHTCKUE TTOAKIIOYEHUS POUCXOISNT
HMMEHHO K OCHOBHOMY CEpBepy. 3aa4a pe3epBHOIro cepBepa (secondary server)
COCTOWT B MOJJIEPKKE PE3EPBHOM KOMUU OCHOBHOTO cepBepa. CBuje-
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Tenb (Witness), TEUCTBYIOIIMI HE3aBUCUMO, OTBEYAET 3a TO, KAKOH U3 CepBe-
POB B HACTOSILINANA MOMEHT SIBJISIETCS OCHOBHBIM.

3epkanupoBaHue 0a3 TaHHBIX paboTaeT cienyronmm oopazom. Koraa kiu-
€HTCKOE MPUJIOKEHUE 3alMChIBACT TPAH3aKIIMIO0 HA OCHOBHOM cepBep, TO Ie-
pen u3MeHeHueM ¢aiina JaHHBIX MPOUCXOJUT 3alKCh U3MEHEHHUH B KypHal
TpaH3aKLMil. 3aTEM 3TH 3allMCH KypHAJIa TPaH3aKUUWA OTHPABISAIOTCS Ha pe-
3epBHBIN CepBEp B KypHaAJ TpaH3aKIMil 3epKaibHON 0a3bl naHHbIX. [locie To-
ro Kak pe3epBHBIN cepBep 3apUKCUPYET ITH 3aMKCH B JKypHaJle TPaH3aKIUN
OH OTIPABIIAET MOATBEPXKICHUE OCHOBHOMY CEpBEpy. ITO MO3BOJISIET 00eUM
CUCTEMaM 3HaTh, YTO 3aIKUCh ObLIa MPUHSATA U 00a )KypHAaJla TPAaH3aKUUNA HMEIOT
OJIHU U T€ %€ JaHHbIe. B cirydae onepannu pukcanym, OCHOBHOM cep- BEP KJIET
MOATBEPKIAEHUSI OT PE3EPBHOIO CEPBEPA U TOJIBKO IMOCJE 3TOTO OT- MPABISET
OTBET KJIMEHTCKOMY IPUJIOKEHUIO, TOBOPS O TOM, YTO JAaHHAS ONe- parus
3aBepileHa. Eciu nmpuiiokeHue TepseT MOJIKIIOYEHHE K OCHOBHOMY CEPBEPY,
CUCTEMA CJIEJIAET €IlE OJHY IIONBITKY IMOAKIIOUEHUS K OCHOBHOMY CEPBEPY.
Ecnu noakiroueHusi He IPOU30MJIET, CIEAYIOIAsl IOIBITKA MOAKI0- YEHUS
OyZeT MpoU3BEICHA YK€ K PE3EPBHOMY CEpPBEPY.
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6. 3aWwuTa AaHHbIX C NOMOLbLIO NpeacTaBfieHUN, CO-
XpaHeHHbIX npoueayp, PYHKLUUU U TPpUrrepos

XpaHumble MPOIERypbl, (PYHKIUM U TPUITEPHl MPEACTABIAIOT COOOit
(¢parMeHTHl KO/a Ha BBICOKOYPOBHEBOM SI3bIKE MPOTPAMMHUPOBAHUS, SIBIISIO-
meM coboil pacumupenue sizbika SQL, Xpassiieecs W BBIOJHSIOMIMECS Ha
cepBepe. Peanuzanus Bcex mpaBui «OM3HEC JJOTUKKW» C MMOMOIIBI0 XPAHUMBIX
npoueayp, GYHKIMI U TPUTTEPOB MPEAOCTABISAET 3HAYUTENHLHO OoJiee BBICO-
KU ypOBEHb 3aIllUTHl JAHHBIX, HEXKEIU MX peaiau3alus B KIUEHTCKUX IMPO-
rpaMMmax.

6.1 OnpeneneHue npeacTaBreHUN

[Ipencrasnenus (VIEW), mpencraBisitoT coboii BpeMeHHbIe, (MHA4Ye BUP-
TyaJIbHbIE) TAOJMUIBI U SBJIAIOTCS OOBEKTaMHU 0a3bl JaHHBIX, MHGOPMAIUS B
KOTOPBIX HE XPAHUTCS MOCTOSHHO, KaK B 0a30BbIX Ta0nuIax, a GopMupyercs
JUHAMUYECKU MpU oOpaiienuu K HuM. [lo cyTu, npeacraBieHue - 3T0 UMEHO-
BaHHBIN 3arpoc, XpaHsmuiics B 6a3ze nanubix. [Ipencrasienue He TpedyeT s
CBOETO XpaHEHUS IUCKOBOM MaMsTH, 32 UCKIIOUCHUEM MaMsITH, HEOOXOAUMOI
JUIsSL XpaHEHUs OMPEACIIEHUs caMoro mnpenacrasieHus. [Ipencrasienue He Mo-
KET CYILECTBOBATh CaMo IO ceOe, a OnpeensieTcsl TOIbKO B TEPMHUHAX OJHOU
WM HECKOJIbKUX Tabnuil. [IpumeHeHue npeacTaBieHuil MO3BOJsET pa3padoT-
yuKy 0a3bl JaHHBIX CO37aTh UHTEpQENC MPUIIOKEHUS, HE 3aBUCSIINI HA BCE
100% oT peanbHO CYIIECTBYIOIIMX TAOJUII, a TAKXKE MPEAOCTABUTh KAXKIOMY
MOJIB30BATENI0 WIM TPYMIE MOoJIb30BaTeNied OTpaHUYCHHBIM HAaOOpP JIaHHBIX,
CKpBIBas TOJIS M 3alUCH C KoHuIeHIHaIbHOW nHpopmanueit. [Ipencrasie-
HUS TO3BOJIAIOT OTPAHUYUTH AOCTYN K JaHHBIM Ha YPOBHE 3alUCEH, IOMOJ-
Hsis, TAKUM 00pa3oM, MHUCKPEIIMOHHYIO0 MOJEINb pasrpaHudenus npoctyna. [1o-
BEJICHUE Y BHEIITHUM BUJ ITPEICTABJICHUS HE OTIIMYAETCS OT 6a30BOi TabIIN- 11BI.
VY monb3oBaTeNsl CO3/AaETCs BIEYATIIEHHWE, YTO OH pabOTaeT C HACTOSIIEH,
peanbHO CYIIECTBYIOMICH TaOIUIIEeH.

OnepaTopsl CO3/1aHNs], U3MEHEHUS U YIAJIICHUS IPEACTABICHUN B CTaH1ap-
Te s13blka W peanu3aunu B MS SQL Server coBmamaroT u npeAcTaBJICHBI Cle-
TYIOIMMA KOMaH/IaMU:

{CREATE| ALTER} VIEW mMAa nOpencTaBJIeHUA

[ (mma_cTosbua [,...n])] [WITH ENCRYPTION]
AS SELECT .. [WITH CHECK OPTION]
DROP VIEW mMa mpencraejieHusa [, ...n]

PaCCMOTpI/IM Ha3HAUYCHHUEC OCHOBHLIX IIapaMETpPOB. ITo YMOJIYaHHUIO MMCHA
ojieu B MMpCACTABJICHUN COOTBCTCTBYIOT MMCHAM MoJIeH B HCXOAHBIX TabIM-
nax. SIBHOE YKa3aHNC MMCHH I10JIA Tpe6yeTc>1 JJI1 BBIYHNCIIACMBIX MoJIeH WiIn
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npu OOBEIUHEHUM HECKOJBKUX TaOJHI], UMEIOUIUX IMOJs C OJUHAKOBBIMHU
nMeHaMu. MiMeHa moJiel mepeyucIsItoTCsl 4epe3 3alsiTyr0, B COOTBETCTBUM C
MTOPSAKOM UX CIIEIOBAHUS B IIPEICTABICHUMU.

Hanpumep, 0ToOpa3um B peCTABICHUHN KJIUEHTOB U3 MOCKBBI:

CREATE VIEW MockBuum AS

SELECT KonKmmenta, dammnma, T'oponKrnmeHTa

FROM Kmnment WHERE T'oponKmmenTa='Mockra'

OOpaienne K MpeCTaBICHUIO OCYIIECTBISCTCS C MOMOIIBIO OMepaTopa
SELECT, kak 1 Kk 0ObIYHOI TaOJIHIIE:

SELECT * FROM MoCkBMUMU

[IpencraBieHre MOKHO MCIIOIb30BATh TaK K€, KaK U JIO0YIO IPYTyIo Tad-
muny. K npencraBieHnio MOKHO CTPOUTH 3alpoc, OOHOBIIATH JaHHbBIE (€ciu
BBITIOJIHAIOTCSL ONpeieNieHHbIe TPeOOBaHUA), COSAUHATh C IPYTUMH TabiuIa-
mu. CopaepkaHue MpeacTaBleHus HE (PUKCUPOBAHO W OOHOBISIETCS KaXKIIbIH
pa3, Korja Ha HEro CChUIaloTCs B KoMauje. [lpeacTaBieHusi 3HAYUTEIHHO
PACIIMPSIOT BO3MOXXHOCTH YIIPaBJIEHUs TaHHBIMH. B dacTHOCTH, 3TO TIpe-
KpPacHBIM CIOCO0 pa3pelinTh JOCTYN TOJBKO K ONpe/ieIeHHON MH(OpMalNK B
TaOJIMIle, CKPBIB YacTh JAHHBIX. Tak, B BBHIMICTIPUBEACHHOM IMPUMEPE TPE/I-
cTaBjaeHue MOCKBUYH OTPAaHUYIMBACT JTOCTYII TIOJI30BATEIS K TAHHBIM TaOJH -
1161 KireHT, 1mo3Bodisist BUIETh TOJIBKO YacTh 3HAUCHHM.

[Tapamerp WITH ENCRYPTION mnpenmnuceiBaeT cepBepy mudpoBath
SQL-kon 3ampoca, 4TO TapaHTUPYET HEBO3MOXKHOCTh €r0 HECAaHKIIMOHUPO-
BAaHHOTO MPOCMOTPa M UCIOJIb30BaHUs. Eciiu npu omnpeneseHnu npeicTaBiie-
HUSI HEOOXOJUMO CKPBITh UMEHA MCXOJHBIX TAOJMII M TIOJICH, a TaKKe ajro-
PUTM OOBEAUHEHUS JAHHBIX, HEOOXOUMO MPUMEHUTD STOT aPTyYMEHT.

[Tapamerp WITH CHECK OPTION mnpeanuceiBaeT cepBepy HCIOIHATH
MPOBEPKY M3MEHEHWH, MPOM3BOAMMBIX uepe3 MpECTaBICHHE, Ha COOTBET-
CTBUE yCIIOBHIO, onpenenaeHHoMY Bo Pppaze WHERE onmepatopa SELECT. Oto
03HAYaeT, YTO HE JOMYCKACTCS BBITIOJIHCHUE H3MEHEHUN, KOTOPHIC MPH- BEAYT
K MCYE3HOBEHUIO CTPOKU U3 TpeicTaBieHus. Mcmonapb3oBaHMEe apryMeH- Ta
WITH CHECK OPTION rapanTtupyer, 4To Jt0Oble CACIIaHHbIE W3MEHEHUS
OynyT oTOOpakeHbI B TIPEICTAaBICHUH. ECi 1mM0Ihb30BaTE b MBITAETCS BHITION-
HUTb U3MEHEHUS, IPUBOAIINE K UCKITIOUECHUIO CTPOKH U3 TIPEICTABICHUS, TIPU
3amanaoM aprymerare WITH CHECK OPTION cepsep Boinact coobiie- Hue 00
omuOKe U BCEe M3MEHEHUS OyIyT OTKJIOHEHBI. Hampumep, BBIOIHUM KOMaHTY:

INSERT INTO Mockemuum VALUES (12, 'lIerpor', 'Camapa')

OT0 AomycTuMas KOMaH/Ia B IPEICTABICHUN, U CTPOKa OyneT mobaBiieHa ¢
MOMOIIBIO TIpeAcTaBieHuss MockBuuu B Tabiuiy Kinuent. OqHako, Korja WH-
dbopmarnus Oyaet qo6aBIeHa, CTPOKA UCUE3HET U3 MPEACTABICHUS, TOCKOJIBKY
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Ha3BaHUE ropoja OTIAUYHO OT MOCKBBI. JlJI1 MCKIIFOUEHHS TOJOOHBIX MOMEH-
toB no6aBuM napamerp WITH CHECK OPTION B onpenenenuu npencra-
neHust MockBUYH:

ALTER VIEW MockBMYMU

SELECT KonKmmenra, ®ammnusa, T'oponKmnmenTa FROM KimeHT

WHERE T'oponKmmenta='Mockea' WITH CHECK OPTION

I[JISI N3MCHCHHOI'O IIPCACTABJICHUA BBINICYIIOMAHYTAA BCTABKa 3aIlIMCH 6y-
JIeT OTKJIOHEHA CUCTEMOM.

He Bce npeacrasnenust B SQL MoryT 06T 00HOBIIsIEMBbIMU. OOGHOBIIsIEMOE
MPpCaACTABJICHUC OINPCACILACTCA CIACAYIOINMHU KPUTCPUSAMU:

® (OCHOBHBIBACTCA TOJIBKO HaA O,HHOﬁ 0a3oBoit Ta6J'II/IH€;

® COJICP>KUT MEPBUYHBINA KJIFOY 3TOU TaOJIUIIBI;

e He coaepxkut DISTINCT B cBoeM onpenencHuy;

e He ucnoaszyer GROUP BY B cBOEM ompesenenny;

® 110 BO3MOXKHOCTH HE MIPUMEHSET B CBOEM OIIPEICIICHHUH IO 3aIIPOCHI;

® BKIIOYACT KaXIbIA cToNOer] Tabmuiel, wmeromuid atpudytr NOT
NULL,;

e omnepatop SELECT mpocMoTpa HE UCIIONB3YET arperupyomume (MToro-
Bbl€) (DYHKIHMH, COCIUHEHUs TaOMuL, XpaHUMbIe MPOUEAYPHl U (PYyHK-
LIUH, OTIPEJICIICHHBIE TI0JIb30BATEIIEM;

® OCHOBBIBaeTCS Ha OJMHOYHOM 3ampoce, modTomy oobseauHenue UNION
HE pa3pelieHo.

Ecnu npencraBiieHne yJIOBIETBOPSET 3TUM YCIOBHUSIM, K HEMY MOTYT IpH-
MeHsAThCs oniepaTtopsl INSERT INTO, UPDATE, DELETE. Paznuuus mexny
OOHOBJISIEMBIMU TIPENCTABICHUSMHU U MPEICTABICHUSMHU, MTPEAHA3HAYEHHBIMU
TOJIBKO JJIsl YTE€HUs, HEe ciydaiHbl. Llenu, s KOTOphIX UX MCIOJIB3YIOT, pa3-
auyHbl. C OOHOBIISIEMBIMH MPEACTABICHUSIMU B OCHOBHOM OOXOJATCS TOYHO
TakK ke, Kak U ¢ 0a30BbIMU TabiuuamMu. OakTUUYECKH, MOJIb30BATENIN HE MOTYT
Jla)ke OCO3HATh, SIBJISIETCS JIU OOBEKT, KOTOPBIM OHU 3alpalinBaroT, 6a30BoH
TabIMIEH WK MIPEJICTaBICHUEM, T.€. MIPEXJIE BCEr0 3TO CPEACTBO 3ALUTHI IS
COKPBITHSI KOH(UICHIIMAIBHBIX WM HE OTHOCSIIMXCS K MOTPEOHOCTSAM JaH-
HOTO T0JIb30BaTelsl yacted Tabnuupl. [IpeacraBienus B pexkuMe «TOJIBKO IS
YTEHUSD» MO3BOJISIIOT MOJTydaTh JJaHHBIE Oosiee palluOHAIBHO, OObEIUHSS B 3a-
poce MHOXKECTBO 0a30BbIX Tabnuu. [lomyueHHble TpencTaBieHrus MOTYT 3a-
TE€M MCIOJIB30BATHCS B JIPYTUX 3alpocax, YTO MO3BOJUT M30€KaTh CIOKHBIX
OPEeIUKaTOB U CHU3UTh BEPOSTHOCTh OMIMOOYHBIX JedcTBuil. Hanpumep, co-
31alMM TPEJICTaBIICHUE C PAaCYETOM WUTOTOBBIX 3HAYEHHU MO THUIy TOBapa U
3aTeM OyJIeM MCI0JIb30BaTh €0 B 3aIIPOCE BHIOOPKHU:
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CREATE VIEW 3akazs(Konm, Kmnument, Tomap, Kommuectro, leHa,
Kom mocraBkm) AS

SELECT KomB3akaza, %Yammnmat" "+Mmsa, Tosap, Kommuectro, le-
Ha*KommuecTBo, KomllocTtaBkm FROM KimenTer INNER JOIN 3akasbl
ON Kmmentwu.KonKnmenTa = 3akasw.KonKnmenTa INNER JOIN Toma-
pel ON 3Bakazsel. KonTorapa = Tosapel.KonToesapa ORDER BY Torap

CREATE VIEW Jocraeka Mroru (Bum mocraBky, Kosmue-
creo_ToBapa, Cymma) AS SELECT TunlocraBkwu,

Count (KommuecTBo ToOBapa), SUM(LeHa)

FROM JlocTtaska INNER JOIN 3akaz ON JlocraBka.Kom mocTaBkU =
3akas.Kon mocraBxku GROUP BY TunJocrtaekm ORDER BY Tunlo-
CTaBKU

6.2 MpeumyliecTBa U He[OCTATKU NpeaCcTaBreHUN

MexaHu3m HUCIONIB30BaHUS MPEACTaBICHUA - mMomHoe cpeactBo CYDB/I,
MTO3BOJISIONIEE CKPBITh peaabHyI0 CTPYKTYpy b/l OT HEKOTOPBIX MOIB30BaTE-
JIe 3a CUeT ONpeAeNICHHUs MPEACTaBICHUA. PaccCMOTpUM OCHOBHBIC TIPEHMY-
IECTBa MPUMEHEHUS MPEJICTaBICHUN B MOJOOHOM cpeie.

1. HeszaBucumocth OT AaHHBIX. C MOMOIIBIO MPEACTABICHUN MOXHO CO-

31aTh COTJIACOBAHHYIO, HEM3MEHHYIO KapTHHY CTPYKTYphI 0a3bl JaH-
HBIX, KOTOpasi Oy/JeT OCTaBaThCs CTAOWIILHOM Jlayke B Clydae M3MEHe-
HUS UCXOJHBIX TaOuIl (Hampumep, 100aBJICHUS WIH YJaJIeHUs MOJeH,
W3MCHCHHS CBSI3CH, pasfelieHUs TaOJHIl, UX PECTPYKTYPU3AIUHA WA
nepeuMeHoBanus1). Eciu B Tabnuity m00aBiSIOTCS WX U3 HEe yaas-
I0TCS HE WCITOJIB3yEMbIC B MPEACTABICHUH TTOJISI, TO U3MEHSATH OTpee-
JICHUE ATOTO TIPEICTaBIICHUus He moTpedyercs. Ecim cTpykTypa ucxon-
HOM TaOJHIIBI TIEPEyNOPSI0UUBACTCS WU TaOIHIIA Pa3aesIeTCs, MOX-
HO CO3/1aTh MPEACTABJICHHE, MO3BOJIAIONICe paboTaTh C BUPTYaIbHOM
Tabnuiei npexnero ¢opmara. B ciydae paszjeneHusi uCX0HOM Tao-
JUIBI, TIPEXKHUN (popMaT MOXKET ObITh BUPTYyaJbHO BOCCO3/IaH C TO-
MOIIBIO MPEICTABICHUS, TOCTPOCHHOTO HA OCHOBE COCIMHEHHUS BHOBb
CO3JIaHHBIX TaOJIUIl — KOHEYHO, €CJIA 3TO OKAYKETCS BO3MOKHBIM.

2. lloBblllieHME 3alIUIIEHHOCTH JaHHBIX. [IpaBa mocrymna K JaHHBIM MO-
I'yT OBITh TPEAOCTABJICHBI HCKIIFOUUTEIBLHO Yepe3 OrpaHUYEHHbBIN HAOOP
MPEJCTABJICHNUM, COJAEPKAMMX TOJIBKO TO MOJMHOXECTBO JIaH- HBIX,
KOTOpOE HEOOXO0UMO IMOJIb30BaTe 0. [10100HbIH MOIX0/1 T103- BOJISICT
CYLIECTBEHHO Y>KECTOUYUTH KOHTPOJb JOCTYIIA OTAEIbHBIX Ka- TETOPUI
MOJIb30BaTeNeH K nHGopManuu B 0a3e TaHHBIX.

3. Cumxenne ctoumoctu. [IpeacTaBiaeHus MO3BOJSIOT YIPOCTUTH CTPYK-
Typy 3aIpOCOB 3a CUET OOBEAMHEHUS TAaHHBIX U3 HECKOJIBKUX TaAOJIHII
B €IMHCTBEHHYIO BUPTyaIbHYIO Tabmuity. B pe3ynbprare MHOTOTA0-
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JIMIHBIC 3aITPOCHI CBOAATCA K IIPOCTBHIM 3alIpOCaM K OAHOMY IIPCACTaB-
JICHUIO.

JlononnutenbHble yao0cTtBa. Co3aHue NpeacTaBlI€HUd MOXKET oOec-
NeYNBaTh TOJB30BATENCH MOMOJHUTEIPHBIMH YI00CTBaMU — HAIpH-
Mep, BO3MOXHOCTBhIO PAa0OTHI TOJIBKO C JACHCTBUTEIHHO HYXKHOU dYa-
CTBbIO JaHHBIX. B pe3ynbraTte MOXKHO TOOUTHCS MaKCUMaJIbHOTO YMpO-
IMICHUS TOM MOJENH JaHHBIX, KOTOpas MOHAJA00UTCA KaKIOMy KOHEY-
HOMY TOJIb30BaTEINIO.

Bo3moxHocTe HacTpoliku. [IpeacTaBieHus sBASIOTCS YAOOHBIM Cpea-
CTBOM HACTPOWKH MHIAMBHAYaJLHOTO 00pa3a 0asbl MaHHBIX. B pe3yiib-
TaTe€ OAHU U T€ K€ TaOJUIBI MOTYT OBITh MPEIBSABIEHBI MOJIb30BaTE-
JISIM B COBEPILIEHHO Pa3HOM BUJIE.

Obecneuenne 1enoctHocTd naHHbiX. Eciam B omepatope CREATE
VIEW 6yner ykazana ¢ppaza WITH CHECK OPTION, to CYB/] cra-
HET OCYIIECTBIISITh KOHTPOJIb 3a TEM, YTOOBI B UCXOAHBIC TAOIUIILI Oa-
3bI JAaHHBIX HE ObL1a BBE/ICHA HH OJTHA U3 CTPOK, HE YIOBJIETBOPSIO- IITUX
npennoxennto WHERE B onpeaensironiem 3anpoce. ITOT Mexa- HU3M
TrapaHTHPYET MEJIOCTHOCTH IAHHBIX B MPECTaBICHUH.

OpnHako ucnonb30BaHuE NpencraBieHu B cpene SQL He nmumeHo Heno-
CTaTKOB:

1.

OrpaHryeHHblE BO3MOXKHOCTH OOHOBJIEHHs. B OONBIIMHCTBE CllyyaeB
MPEICTABICHUS HE MO3BOJISIIOT BHOCUTh M3MEHEHUS! B COJIEp KaIlHECs
B HUX JIaHHBIE.

Crpykrypabie orpanuueHusi. CTpyKTypa TpEICTaBICHUS YCTaHABIIH-
BAETCA B MOMEHT €ro co3aaHud. Ecny onpenensonmun 3anpoc npe-
ctasieH B popme SELECT * FROM ..., To cuMBOJ * cchliaeTcsi Ha Bce
CTOJIOIBI, CYIIECTBYIOIINE B HCXOAHOW TAaOJIUIIE HA MOMEHT CO- 3/IaHHUS
npeacTaBieHus. Ecium BOOCIEACTBMM B HMCXOAHYIO Tabiuily Oa3bl
JaHHBIX J100ABSITCSI HOBbIE CTOJIOIBI, TO OHM HE MOSIBATCS B JAaH- HOM
IpeJICTaBICHUHU 10 TEX MOp, TOKA ATO Mpe/icTaBIeHE He OyIeT yaJlleHO
Y BHOBb CO3/1aHO.

CHuKeHME MPOU3BOJUTENBHOCTU. Vcmonb30BaHuE MNpeaCTaBICHUN
CBSI3aHO C ONPEACICHHBIM CHU)KEHHEM MTPOU3BOIUTEIIBHOCTH. B oHUX
ClIydasix BJIMSIHUE ATOTO (DaKkTopa COBEPIICHHO HE3HAUYUTEIIHHO, TOT/Aa
KaK B JIPyTMX OHO MOET TOCIYXWUTh MCTOYHUKOM CYIIECTBEHHBIX
npobimem. Hampumep, mpencraBieHue, ONPEACICHHOE C IOMOIIBIO
CJIIO)KHOTO MHOTOTAOJIMYHOTO 3ampoca, MOXET MHoTpeOoBaTh 3HAYH-
TEJBHBIX 3aTpaT BPEMEHH Ha 00pabOTKy, MOCKOJBKY TPHU €ro paspe-
IICHUH TTOTPEOYETCS BBIMOJIHATh COSTUHEHNE TaOIUI] BCAKHUM pa3, KO-
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rja MOHaAoOUTCS JOCTYI K JaHHOMY MpEICTaBICHUIO. BrinmoiHeHue
paspelnieHusl NpeiCcTaBICHU CBSI3aHO C HCIOJIb30BAaHUEM JOMOJHU-
TEJbHBIX BEIYMCIUTEIBHBIX PECYPCOB.

6.3 Transact-SQL

[lepen Tem, Kak MepelTH K U3YYEHUIO XPaHUMBIX MPOUEAYp, GYHKIMHA U
TPUTTEPOB, PACCMOTPHUM OCHOBHBIC TIOJIO)KCHHS SI3bIKA MPOTPAMMHPOBAHUSA,
MCIIOJIB3YEeMOTO JUIsl MX Hamucanus. K cokajaeHuro, i TaHHOTO SI3bIKa HET
cTaHaapra, u oH cueruduyeH 11a kaknoit CYB]]. B naraom nocobuu Oynem
paccmatpuBaTh A3bIK Transact-SQL (umm kpatko T-SQL), ncnonb3yemsblil B
CVYB/1 Microsoft SQL Server.

Haunem c¢ oObsiBneHus nepeMeHHbIX. Kak u B Jpyrux BBICOKOPA3BUTHIX
SA3BIKAX IPOrPAMMHUPOBAHMUSI, TIPEK/IE YUEM HaYaTh UCIIOIH30BaTh IEPEMEH-HYIO,
ee HeoOXoIMMO co3aaTh - OOBABUTH. [lpu O0OBSBICHHM TEPEMEHHOMN
yKa3bIBa€TCsl €€ UMs U TUIl JaHHBIX. J[Ji1 OOBsBICHUS IEPEMEHHOM TpeIHa-
3HadyeHa koManaa DECLARE, uMeromas ciaeayronmii CHHTaKCHC:

DECLARE {@local variable data type} [,..n]

HNms nepeMeHHON 0053aTeNIbHO JOJDKHO HAYMHATHCS ¢ cuMmBoiia (@. Crie-
JYIOIINE CUMBOJIBI MOTYT OBITh JIIOOBIMH, UCKIIFOYAs CTICIIMAIbHBIE CUMBOJIBI.
OrpannyeHuii Ha BTOPON CMMBOJI IMEHHM HE HAKIIAJIBIBAECTCS (IOMYCTUMO HC-
MOJIb30BaHUE TEpeMEeHHOW ¢ mMeHeM @). C MOMOIIBIO OJHOHW KOMAaHIbI
DECLARE M0xHO 00BSIBUTE Cpa3y HECKOJIBKO NIEPEMEHHBIX, HATIPUMED:

DECLARE (@aa int, @str varchar(25), @1 int, @gwerty bit,

@@ float

[To yMOJlMaHUIO TOJIBKO YTO CO3JaHHBIC MEPEMEHHBIE COACPHKAT IMYCThIC
sHayeHuss NULL u mepen ucnosiab30BaHUEM JOJDKHBI ObITh TPOMHUIIAATIH3H-
poBaHbl. J[Jisi MPUCBOEHUSI 3HAUEHUSI IEPEMEHHON MOKHO HCIIOIb30BaTh OIe-
patopsl SET u SELECT. Oneparop SET no3BosisieT onpeaenanuTb TOJIbKO OAHY
nepemeHHnyr. Hanpumep:

SET @aa = 15

SET @str = 'asdf ghjkl'

Oneparop SELECT mno3BonisieT onpeneiauTh Cpa3dy HECKOIbKO MEPEeMEH-
HBIX:

SELECT Qaa = 15, @str = 'asdf ghjkl'

Omneparop SELECT M0XHO HCNONB30BaTh TaKKe ISl MPOCMOTpa 3HAde-
HUW MEPEMEHHBIX, HAIPUMEp, JJIsl OTJIAJKU Koja. ¥ 100CTBO paboThl ¢ mepe-
MeHHbIMH B Transact-SQL cocTouT B TOM, 4TO IEPEMEHHbIE MOT'YT HAMPSMYIO
BCTPauBaThCS B MHCTPYKLIUU 3aPOCOB.

OO6nacTh ompeneNneHrs NePEeMEHHBIX PaclpOoCTpaHsSEeTCS Ha IMakeT Koja.
[TakeTrom siBisieTcs 4acTh Kofa, pasaeneHHas oneparopamu GO. Knuentckoe
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MPWIOKEHUE OTHPABISET CEPBEPY KOMAHbl HAa BBINOJIHEHNE B BUJIE MTAKETOB.
[Tocne BbIOSHEHUS BCEX KOMAaHJ MakeTa (UM B XOJE BBINOJHEHUS MaKeTa)
cepBep BO3BpallaeT KIUEHTY pe3yibTaT. [locine 3Toro KJIMeHT MOKET OTIpa-
BUTH CJIEAYIOIIUN MaKeT U T.1.

CyIecTByIOT TakkKe TJIOOANbHBIC TepeMeHHBbIC. B OOJIBITMHCTBE S3BIKOB
MPOrpaMMHUPOBAHUA TJI00ANBHON Ha3bIBaeTCs MepeMeHHas, UMeromias 00b-
myro obnacts onpeaenenusd. B Transact-SQL Bce He Tak. I'moOanbHbIe nepe-
MEHHBIE MOYKHO Ha3BaTh CUCTEeMHBIMH. OHU TOCTYIHBI TOJIBKO JJIS YTCHHUSI, U
ABIIIOTCS CBOCOOPA3HBIMH JTaTYMKAMU COCTOSHUSI CUCTEMBI B TEKYIIEM MO-
KIIIOYEHUH W/Win makete. [ obanbHble epeMeHHbIe co3/aTh Henb3s. Cyiie-
CTBYET (PUKCHPOBAHHBIM HAOOp TI0OATBHBIX MEPEMEHHBIX, 1 BCE OHM HAYH-
HAaIOTCS C JIBYX CUMBOJIOB (@(@. Hanbomnee yacTo UCMoib3yloTCsl Ha MPAKTUKE
crenymomue  mnepemeHneie:  @@Error, @@]Identity, @@RowCount,
@@DBTS, @NestLevel u @@ServerName, XpaHsiiyue COOTBETCTBEHHO: KOJT
HoceAHeN OMMOKHY; MOCIeHEe 3HAUCHHUE KIII0Ua, CTeHEPUPOBAHHOE B TEKY-
IeM MOAKIIOYEHUH; KOJMYECTBO CTPOK, BO3BPAIIEHHBIX TOCIEIHEN UHCTPYK-
nuelt Transact-SQL; Tekyiiee 3HaUeHHE IITaMIia BpeMeHU B 0a3e JaHHbBIX; Te-
KYIIIEE YMCIIO BIOKEHHBIX XPaHUMBIX MPOIIEAYP; UM TEKYIIEro CepBepa.

KommenTapuu B Transact-SQL onpeaensitorcs ¢ MOMOIIBIO CUMBOJIOB --
(T.e. MIOOOM TEKCT, CIENYIOIIMI 32 CUMBOJAMU --, BOCHIPUHUMAETCS] KaK KOM-
MeHTapuid) u /* */ (kak 1 B C-110JIOOHBIX S3BIKAX ).

Bripaxxenus Transact-SQL, kak 1 MHOTUX JPYTUX SI3bIKOB MPOrPaMMHUPO-
BaHUs, COCTOAT M3 OINEPaHI0B M omepaTopoB. OmepaHIbl - 3TO HUCXOTHBIC
JaHHBIC, UCTIOJIb3YEMbIC B BRIPQKCHUH. 3HAYEHUS 3TUX JAHHBIX HE MCHSFOTCS.
OmneparopamMu xe SIBISIFOTCS ACHCTBHSI, KOTOPbIe HEOOXOAMMO BBITIOJTHUTH HAJ
orepaHaMu JJIsl BBIYUCIICHUS BhIpaKeHUs (HAIpUMEp, CIOKEHUE WIH YMHO-
JKECHHE).

PaccMoTpuM 10CTynHBIE K IPUMEHEHHUIO OTIEPATOPHI:

Orneparop npucBauBaHus: =

Apudmerndeckue onepatopsl: + -/ * % (ocratok ot aesienus). One- patop
+ TakK)Ke UCIOIB3YETCs NIl KOHKATeHAIIUU CTPOK.

Omnepatopsl cpaBHeHus: = 1= > < >= <= I< I> (BockiMLaTenbHbII3HAK
BBI3BIBAET UHBEPCHUIO PE3yJIbTaTa).

[ToOuToBsle onepaTopel: & |

CumBon ; - mpu3HaK KoHUA MHCTpyKuuK (SQL-92). IIpumenenune Touku

¢ 3ansaToit He Tpedyercs B T-SQL, HO MOXKET MCIOJIB30BaThCS (MOXKET TTOHA-
JTOOUTCS B CIEAYIOLIEH BEPCHUM ).

Konctpykiuss BEGIN...END npeanaznauena jjsi oObeIUHEHHUS JBYX W
0oJiee KOMaH]1 B €IMHBIN OJIOK, BOCIIPUHUMAEMBIH CEPBEPOM KaK OJIHO IIEJIOE.
B wactHOCTH, MOIOOHAsT TPYNMUPOBKA KOMAaH MCIOJIB3YETCs Mpu padboTe C
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LIMKJIaMH 1 KOMaHJaMu BeTBJIeHUs. Kak 1 KoMaHAbl BETBICHUS, TAK U KOMaH-
Jbl UKJIa TO3BOJISIIOT padoTaTh JUIIb ¢ OJHOM KomaHaou. Crnemyromas Ko-
MaHja, HaXosmIascs BHe 0J0Ka, BOCIPUHUMAETCS Kak KOMaHja, He OTHOCS-
Iasicsl K MUKITYy WK OJIOKY BETBIICHUS.

[TocpenactBoMm koHcTpykuuu IF...ELSE B Transact SQL peanu3syercs BeTB-
JIEHUE JITOPUTMOB. TUIMYHBIM TPUMEPOM TaKOIO BETBIIECHUS SIBJISIETCS BbI-
[IOJIHEHHE Ha0opa KOMaHJ B 3aBUCMMOCTH OT COONIOAEHHUS KAaKOro-TO YCJIO-
Bust. CoBmecTHO ¢ onepatopoM IF moxno npumensts pynkunu EXISTS, IN u
npyrue. Boipaxkenne IF EXISTS ucnonb3yeT B KayecTBE YCIOBUSI HAJIUYHE
Kakoi-mbo cTpoku, Bo3BpamieHHo nHcTpykimedn SELECT. OroT meton pa-
6oTaeT HaMHOTO ObICTpee, YeM MpoBepka ycnoBus (@@RowCount > 0, moTo-
MY 4TO HE TpeOyeTcs MoACcYET OOLIEro KoIM4ecTBa CTpoK. Kak Toiabko XOTs Obl
onHa ctpoka yaosierBopsieT yenoButo [F EXISTS(), ynpasnenue nepena- ercs
K ciemyroiiemy omnepatopy. B cieayromem npumepe Beipakenne |IF EXISTS()
UCIIOJIb3YETCsI JITIsl IPOBEPKH, OBLIT JIM OTKPBIT XOTS ObI OJIMH 3aKa3 WU HET:

IF EXISTS(SELECT * FROM ORDERS WHERE Opened = 1)
BEGIN
Print 'Ob6paboTka 3akas30B';

END

[TocpenctBom xomanast WHILE B Transact SQL opranusyercsi UKL
Cpazy otmetum, uto B SQL Server 2000 umeetcss Bcero oauH THUM IUKIIA - C
MPEIyCIOBUEM, KOTOPBIM U peanuzyercs ¢ noMoibio koManael WHILE. Pac-
cMoTpuM cuHTakcuc komauasl WHILE:

WHILE BOoOlean expression

{ sgql Dblock }

[ BREAK ]

{ sgql Dblock }

[ CONTINUE ]

Komanne! continue u break pacmmpsitor BO3MOKHOCTH CO3JaHUS IIUKJIOB.
ITepBasi ©3 HUX TO3BOJIIET HEMEMJICHHO BEepHYThCa K Komanjae while. Jlanee
yCJI0BUE MpoBepsieTcss B 00biuHOM mopsjke. Komanma break mosBosisieT He-
MEIJICHHO BBIMTH U3 LUKJIA U MPOJOJKUTH BBIMOJHEHUE CIIEHApUs Tak, OyTO
ycioBue while He ObLUIO BBITTOJTHEHO.

Komanga GOTO npennazHaueHa sl BBIIOJHEHUS! MEPEXOJa Ha yKa3aH-
Hyto MeTKy (label). MeTku mpeacTaBisitoT co00¥ CUMBOJIBHYIO CTPOKY, yO-
BJICTBOPSIIONIYIO CTaHIAAPTHBIM TpaBUjiaM HMEHOBaHMS 00BekToB. [locie
MMEHU METKH CTaBUTCSI CUMBOJI JBOETOYMS, KOTOPBIA U CBUAETENLCTBYET O
TOM, YTO COOTBETCTBYIOIIAsl CTPOKA SBIIACTCS METKOM. [Ipu BhINOIHEHUM OTIe-
patopa GOTO cneayeT ykazaTh TOJbKO UMSI METKH O€3 CUMBOJIA IBOCTOUHSI.
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Kpowme onepatopa IF moxxao ucnons3oBath pynkimu CASE, COALESCE,
ISNULL. Otu ¢yHKIIMM MpeaHa3HAYEHBI IS ONPEACIICHUS BO3-BPAIIaeMOTo
3HAUYEHHUS B 3aBUCUMOCTH OT 3HAayeHUs HavalbHOro mnapamerpa. CHaudana
paccMoTpuM ucnoib3oBanue QyHkiuu CASE, umeromeit criemyro- mui
CUHTAKCHUC:

CASE input expression

WHEN when expression THEN result expression [,...n]
[ELSE else result expression]
END

Oyunkiusgs COALESCE npegna3HaueHa JJi1 BO3BpaIllCHUsI 3HAUYCHUS TIep-
BOI'0 BBIP@KECHUS M3 3aJaHHOIO crucka, koropoe He pasHo NULL. B ananu-
3UPYEMOM BBIPAKEHUU MOTYT HCIOIB30BAThCSI HMMEHA CTOJIOIOB, MEPEMEH-
HbIe, KOHCTaHThI, PyHKIUH U T. 1. Cuntakcuc pynkiun COALESCE Takos:

COALESCE (expression [,..n])

ApPryMeHT expression OmpeJessieT BhIpaXKeHue, KOTopoe OyAeT aHalu3u-
poBatbcesi. KoHeTpyknus [,...n] ykaseiBaet, yTo B ogHoil komanne COALESCE
MOXHO 33J]aBaTh MHOKECTBO BBIpaKEHHI. PaccCMOTpUM mpocTeuinii mpumep
ucrons3oBannsa komauasl COALESCE:

DECLARE @Varl int, @Var2 int, @Var3 int
SET @Var2=1024
SELECT COALESCE (@Varl,@Var2,@Var3)

Oynakums ISNULL npennasnadena a1t 3aMeHBI ITyCTOTO 3HAYCHUS
ISNULL (expression, replacement value)

HaIpuMeEp. ISNULL (konmuecTBO, 1)

[IpeobpazoBanue TunoB B Transact SQL BBIMOJHIETCS C TOMOIIBIO JIBYX
GyHKLIMIA:

CAST (expression AS data type)

CONVERT (data type[ (length)], expression [, style])

Bo3moxknoctu ¢yHkiui npumepHo oauHakoBbl, HO ¢pyHkuss CONVERT
saBisieTcs Oosee yao0HOM 1uisi mpeoOpa3oBaHus TUIIOB, CBA3aHHBIX CO BpeMe-
HeM (Style mo3BosIseT TOMoIHUTENBHO 331aTh (hopMaT naTel). Hanmpuwmep:

DECLARE (@varl int

SET@varl = 10

CAST (@varl AS wvarchar(10))

SELECT GetDate () AS RawDate, CONVERT (nvarchar (25), Get-
Date (), 100) AS Datel00, CONVERT (nvarchar (25), GetDate(),
1) AS Datel

PesynbTat onepanuu Ciaexyromnii:

2001-11-1710:27:27.413 Nov 17 2001 10:27AM 11/17/01

Oynkuus Str nmpeodpa3yroT JaHHBIE MEXKY TEKCTOBBIM M YUCJIOBBIM TH-
namu: Str(ducio, JrHa, TOYHOCTh). Hanmpumep:
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SELECT Str (123, 5, 2) AS str

Jlist 0OpaboTKKM OMMOOK BPEMEHH BBITOJTHEHUS UCIIOIB3YETCS KOHCTPYK-
s Try ... Catch. O6mas cTpykTypa KOHCTPYKITUH TaKOBa:

BEGIN TRY
< mnporpasmMa >
END TRY

BEGIN CATCH
< mnporpaumMa >
END CATCH;

Kommunstop T-SQL tpakryer komOunanuio TRY BEGIN CATCH kak
eanHy10 KoMaHy. Kak u B 11000 JIpyroil HMHCTPYKIMH, HATMYKME TEPMUHATO-
pa nmakera GO WM TOYKHU C 3alsITON MEXKIYy 3TUMH JBYMsI KOMaHAaMU MpPHUBE-
net Kk HeoOpabateiBaeMoil ommbke. Muctpykuuss BEGIN CATCH nomxua
caenoBath HenocpeAacTBeHHO 3a END TRY. Eciu npu BbITIOJIHEHUM CEKIUU
TRY npoucxonut kakas-nu0Oo ommubKa, TO yHpaBieHHE HEMEJICHHO Mpe/a-
ercsa cexiuu CATCH. Ecnu cexuusg TRY BeinmosHsieTcs 0e3 omMOOK, TO OJIOK
CATCH Boo6mie He BoinosHsercs. Koncrpykuuss TRY...CATCH He MoxeT
OXBaTblBaTh MHOXECTBO 010koB HHCTpyKuuid BEGIN...END Ha s3bike
Transact-SQL u He moxer oxBaThiBaTh KOHCTpyKLMto IF...ELSE. [IpuBenem
MpUMep:

BEGIN TRY

SELECT 'llepBad HONETKA';
RAISERROR ( 'MMuTaumsa ommbkmu', 16, 1);
SELECT 'Bropas nOomneTka';

END TRY

BEGIN CATCH

SELECT 'Cexumsa o0paboTkm ommbOxm';

END CATCH;

SELECT 'Tperbsa nomnelTka';

byner nosydeH cieayromuil pe3yiapTar:

[leprasa MNONBITKA

Cexuusa obpaboTky oumMbOOK

TpeTba NONBITKA

(1 row(s) affected)

B stom nipumepe SQL Server BemonnsietT cekiuio TRY, moka He BcTpeua-
eT (DYHKIMIO raiserror, UMUTUpPYIOIIyt0 omuoOKy. [locne sToro ympasieHue
nepenaercs B cekiuio CATCH. Crnemom 3a 6mokom CATCH BeImoHSETCS
CJIeyIONIast TI0 TOPSIIKY WHCTPYKITUS, BBIBOJIAIIAS COOOIIEHHE O TPEThEH IMo-
neiTke. Ecu B 6i10ke TRY mpoucxonut ommbka u yrnpaBlieHUe TiepeaeTcs B
cekiuto CATCH, Tyna xe nomnanaet u uapopmarius o0 ommdke. Ity uHbop-
Mallii0 MOKHO H3BJIedb ¢ momoinbio ¢yHkiuu Error Message(), Bo3Bpaiia-
IOIIeH TeKCT coobmieHust 00 ommbke u Error_Number(), Bo3Bpainatoriei Ho-
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Mep OMMOKU. DTH QPYHKIIMU ObLIH crienuaibHO co3aanbl s cekiun CATCH
- BHE 3TOr0 0JIOKa OHH BCEr/ia BO3BpallaroT mycroe 3HadeHue null.

Ecnu obnapyxena ¢aranpbHas ommbOka T-SQL, TO BbINOJHEHHE MakeTa
HEMEIJICHHO 3aBepiiaeTcsi 0e3 MpeaoCTaBICHUsI HUKAKOH BO3MOYKHOCTHU IPO-
CMOTpPETh COJIepKUMOe nepeMeHHon @@Error, o6paborarh OmMOKY |, BO3-
MOJKHO, MCTIPaBUTh cUTyaruio. DaTtaapbHble OMMOKH BCTPEYAIOTCS JTOBOJIBHO
penKo, mo3ToMy OONBIINX MpoOJIeM, Kak MpaBuiio, HE co3aaroT. Yarie Bcero
(aTanbHbIe OMMOKH BBEI3BAHBI HECKOJIBKUMHU (DaKTOPAMH:

® HECOBMECTHMOCTHIO THIIOB JJaHHBIX;

® HEIOCTYMHOCTHIO pecypcoB SQL Server;
® CHHTaKCUYECKHMH OITUOKAMU;

® JIONOJHUTEIbHBIMH HACTPOMKAMH cCepBepa, HECOBMECTUMBIMU C KOH-
KPETHOM 3a7a4yen;

¢ OTCYTCTBUCM 00BEKTOB MJIM ONICYATKAMH B X MMCEHAX.

YT0oOBI MONYYUTH CIMCOK OOJBIIMHCTBA COOOIIEHUN O (paTaIbHBIX OIINO-
KaX, MOKHO BBITIOJIHUTB CIEAYIOIINNA 3a1pOC:

SELECT Error, Severity, Description
FROM Master.dbo.SysMessages

WHERE Severity >= 19

ORDER BY Severity, Error

6.4 XpaHuMble npoueaypbl

6.4.1 TlonsiTue XpaHUMOI NMpPoUEeYyPbI

Xpanumele npouenypsl (Stored Procedure) npeacraBisitor coO0i rpymniibl
CBSI3aHHBIX MEXJy co0oit omepaTtopoB SQL, coxpaHsembix B 0a3e JaHHBIX B
OTKOMITUJIMpOBaHHOM BHje. [Ipu 3TOM 071HA TIpoIeaypa MOKET OBITH UCIIOJb-
30BaHa B JIIOOOM KOJHMYECTBE KIMEHTCKHUX MPUIOKEHHM, YTO MO3BOJISIET CY-
IIECTBEHHO COKOHOMHUTH TPYyIO03aTpaTbl Ha CO3JaHHE MPHUKIAJAHOTO TIPO-
rpaMMHOro obecrieueHus: U 3PGEeKTUBHO MPUMEHSTh CTPATETHUIO TTOBTOPHOTO
MCIOJNIb30BaHus Koja. Tak xe, Kak u J1Io0ble TPOLEeAypbl B CTAHIAPTHBIX SI3bI-
Kax MpOrpaMMHUPOBAHUS, XPaHUMBbIE MPOLIETyPbl MOTYT UMETh BXOJIHbIE U BbI-
XOJIHbIE TTapAMETPhI WM HE UMETh UX BOBCE. XPaHUMbIE MPOLETYPhI MUY TCS
Ha CIEIUAIBHOM BCTPOEHHOM SI3bIKE MPOrPAMMHPOBAHMS, OHU MOTYT BKIIIO-
yath Ja00bie onepaTopsl SQL, a Takke BKIIIOUAIOT HEKOTOPBIA HAbOp omepa-
TOPOB, YIPABIAIOIMINX XOJOM BBIOJHEHHUS MPOrPpaMM, KOTOpPbIE BO MHOTOM
CXO0XH C MOAOOHBIMU OIEPAaTOpaMH MPOIEAYPHO OPHEHTHPOBAHHBIX SI3BIKOB
nporpamMmmupoBanus. B kommepuecknx CYDB/I s HanmcaHus TEKCTOB Xpa-
HUMBIX TIPOIEAYP HCIOIB3YIOTCS COOCTBEHHBIC SI3BIKH MPOTPAMMHPOBAHHUS,
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tak, B CYBJ] Oracle mns storo ucnonb3yercs si3eik PL/SQL, a B8 MS SQL
Server ucnonb3yetcs a3bik Transact SQL. BreimonHenue B 6a3e JaHHBIX Xpa-
HUMBIX TPOLEAYpP BMECTO OTAENbHBIX oneparopoB SQL naer mosb3oBarento
CJIeIyIOIME TPEUMYIIECTBRA:
e SQL uHCTpYKIIMU MPOILIU 3Tall CHHTAKCUYECKOTO aHaJIN3a U HaXOsT-
Ccsl B UCHIOJIHAEMOM (popmarte;

® XpaHHWMBIC MPOLEAYPHI MOIACPKUBAIOT MOIYJIHLHOE IPOrpaMMHpPOBa-
HUE, TaK KaK IO3BOJISIOT pa30MBaTh OOJBIINE 3a7a4ll HA CaMOCTOS-
TeJbHBIE, 00JIee MEJIKKE U yIOOHBIC B YIIPABJIICHUN YaCTH;

® XpaHUMBIE MPOLEIAYPbl MOTYT BBI3bIBAaTh JPYTUME€ XpaHUMbIE MPOLETY-
pbI U QYyHKIWY;

® XpaHUMbIE MPOUEAYPhl MOTYT OBITh BBI3BAaHbl M3 MNPHUKIAJHBIX IMPO-
IpaMM JIpYTUX THUIIOB;

¢ KdK IIPaBHJIO, XPAaHUMBIC IIPOLUCAYPhI BBIITOJIHAIOTCA 6I>ICTpeC, YCM II10-
CICOAOBATCIbHOCTD OTACIBHBIX OIICPATOPOB,

® XPaHUMBIE IPOLEAYPHI NPOIIE UCIOJIb30BaTh: OHU MOTYT COCTOSITh W3
JNECATKOB M COTEH KOMAaHJ, HO JUIS MX 3aIlyCKa JOCTAaTOYHO YyKa3aTb
BCETO JIMIIb HWMS HYXHOM XPaHUMOM MPOUEAYpPHl. OTO MO3BOJSAET
YMEHBIIUTDL pa3sMep 3arpoca, MOChUIAEMOI0 OT KJIMEHTa Ha CepBep, a
3HAYMT, U HATPY3KY HA CETh;

® XpaHEHHUE IPOLEIYpP B TOM K€ MECTe, TJIe OHH HUCIIOJIHSI0TCS, obecte-
YUBAaET yMEHBIIIEHUE O0beMa MepeaaBaeMbIX MO CETH JaHHBIX U TO0-
BBIIIACT OOIIIYIO MPOU3BOAUTEIHHOCTD CUCTEMBI.

[IpuMeHeHnEe XpaHUMBIX MPOLEAYpP VYIPOIIAET COMPOBOXKIECHUE MPO-
IPaMMHBIX KOMIUIEKCOB M BHECEHUE M3MEHEHUM B HUX. OOBIYHO BCE OTPaHU-
YEHUS 1IETOCTHOCTH B BUJIE MPABUII U AJITOPUTMOB 0OPabOTKH TaHHBIX pPealiu-
3YIOTCS Ha cepBepe 0a3 TaHHBIX U JIOCTYIHBI KOHEYHOMY MPHUIIOKEHUIO B BUJIE
HaOopa XpaHUMBIX TPOIEAYp, KOTOphIE U MPEACTaBISAIOT UHTEpdeiic obpa-
00TkM naHHBIX. {15 oOecreueHus 1EIOCTHOCTH JaHHBIX, a TakKXe B IIENsIX
0€30MMacHOCTH, PUJIOKEHHE OOBIYHO HE MOJIy4aeT MPSIMOro JIOCTyma K JaH-
HBIM — BCSl pa00Ta ¢ HUMH BEJETCS IMMYyTEM BBI30BA T€X WJIM MUHBIX XPAHUMBIX
nporeayp. IlogoOHbIN MOaX0M AeiaeT BechMa MPOCTOM MOJUQPUKAIIUIO aJIro-
PUTMOB 00pa0OTKHU JIAaHHBIX, TOTYAC K€ CTAHOBSIIIMXCS JOCTYITHBIMU JIJISI BCEX
MOJIH30BATENCH CETH, M 00ECTIEYNBAET BO3MOKHOCTh PACIITUPEHUS CUCTEMBI 0€3
BHECEHUSI U3BMEHEHUI B CaMO MPUJI0KEHUE: TOCTATOYHO U3MEHUTh Xpa- HUMYIO
mpolenypy Ha cepBepe 0a3 maHHbIX. Pa3paboTymky HE HyXHO TMepe-
KOMIWJIMPOBATh MPUIIOKEHUE, CO3AaBaTh €ro KOIMUU, a TAKXKE MHCTPYKTHPO-
BaTh MOJIb30BaTeNIel 0 HEOOXOIUMOCTH pabOThI C HOBOI Bepcueii. [lomp3oBa-

74



TEJM BOOOIIE MOTYT HE MOJ03PEBaTh O TOM, YTO B CHCTEMY BHECEHBI U3MEHE-
HUSL.

XpaHuUMBbIE MPOLIETYPhl CYHIECTBYIOT HE3aBUCUMO OT TAOJIUIl WJIM KaKHX-
b0 Ipyrux oO0BEKTOB 0a3 MaHHbIX. OHU BBI3BIBAIOTCS KIMEHTCKOM Mpo-
rpaMMOH, IPYroi XpaHUMOH MpolEaypor WM Tpurrepom. Pa3zpaboTtunk Mo-
KET YNPaBJISATh MPAaBaMU JOCTYIA K XPAaHUMOM MPOLEaype, pa3penas UiM 3a-
npeniasl €e BbINOJHEHUE. VI3MEHATh KOJI XpaHUMOUW MPOUEAYpPhl pa3peraeTcs
TOJIBKO €€ BJIAJIETIbIly WM 4ieHy (UKCHUpOBAHHON posid 0a3bl AaHHBIX. [Ipu
HEO0OXOJAMMOCTH MOYKHO N€pe/laTh MpaBa BIAJECHUS €0 OT OJTHOTO IMOJIb30Ba-
TEJIS K IPyromy.

6.4.2 Tunbl XpaHUMBIX NPoOLEAYP

B SQL Server umeeTcst HECKOJIBKO THITOB XPaHUMBIX TIPOIEAYD.
® CHCTEMHBIC XpaHUMBIE TIPOIEAYPHI;

® [I0JB30BATEILCKUE XPAaHUMBIE MPOLIEAYPHI;
e BpeMeHHbIe JOKalIbHBIE U TTI00aIbHbIE XPAHUMbIE TIPOLIEAYPHI.

CucTeMHbIE XpaHHMbIE MPOUEAYPHl MNPEIHA3HAYEHBl MJIS BBINOJIHEHUS
pPa3IMYHbIX AJMUHHUCTPATUBHBIX I€UCTBUM. lIpakTMyecku Bce NEUCTBUS 110
aIMUHHUCTPUPOBAHUIO CEPBEPA BBINOJHAKOTCA C UX NOMOIIBI. MOXHO CKa-
3aTh, YTO CUCTEMHbBIE XpaHUMBbIE MPOLETYPHI SABISIIOTCS UHTEp(elicom, obec-
NEYMBAIOIINUM PabOTy C CUCTEMHBIMU TabJIUI[aMH, KOTOpasi, B KOHEYHOM cYe-
TE€, CBOJUTCS K U3MEHEHUIO, T0OABJICHUIO, y/IaJe€HUIO U BBIOOPKE JaHHBIX U3
CUCTEMHBIX TaOJIMI] KaK IMOJIb30BATEIbCKUX, TAK U CUCTEMHBIX 0a3 JaHHBIX.
CuctemMHble XpaHUMBbIE IPOLIETYPHI UMEIOT TPEPUKC SP_, XPAHATCSA B CUCTEM-
HOI 0a3e JaHHBIX U MOTYT OBITh BBI3BaHbl B KOHTEKCTE JIFOOOH Apyroi 06azbl
JAHHBIX.

[Tonp30BaTENbCKUE XPAHUMBIE TIPOLIEAYPHI PEATU3YIOT TE WM WHBIC JIEH-
CTBHSI, ONpENEIICHHbIE MOJIb30BaTeneM. [lomp30BaTenbCckue nmpoueaypsl xpa-
HATCS B KOHKPETHOM 0a3ze JaHHbIX. BBI30B Takoil mpoieaypbl BO3MOXKEH B
KOHTEKCTE TOM 0a3bl JaHHBIX, IJI€ HAXOIUTCS MPOIeypa.

BpemenHble XxpaHuMbIe IPOLIEAYPBI CYLIECTBYIOT JIMIIbL HEKOTOPOE BpeEMs,
IIOCJIE YEr0 aBTOMATHYECKH YHUYTOXKAKOTCS cepBepoM. OHHU AENATCsS Ha JIOo-
KaJIbHbIE W TyIoOaibHbIC. JIOKabHBIE BPEMEHHBIE XPaHUMbIE TTPOIIETYPHl MO-
I'yT OBITh BBI3BaHbI TOJBKO U3 TOTO COEUHEHUS, B KOTOPOM co3/ianbl. [Ipu co-
3IaHUU TAKOM MPOIEAYpHI € He0OXOAUMO J1aTh UMSI, HAUMHAIOIIEECS C OJTHO-
ro cuMBoJa #. Kak u Bce BpeMeHHbIEe 00BEKThI, XpaHUMBbIE MPOLEAYPhI 3TOTO
TUIA ABTOMATUYECKH YIAIAKOTCA MPU OTKIIOYEHWUHU IOJb30BATENS, MEpe3a-
yCKE WM OCTAaHOBKE cepBepa. | o0anbHble BPEMEHHbBIE XPAaHUMBIE MPOLE-
Iypbl AOCTYIHBI JJIs JIIOOBIX COEIMHEHUN cepBepa, Ha KOTOPOM MMEETCs Ta-

75



Kas ke npouenypa. g ee onpeneneHust 10CTATOYHO JaTh €l UMs, Ha4YWHA-
IOIEECS C CUMBOJIOB ##. Y IaNsAIOTCS 3TU NMPOLEAYPbl NPU MEpe3anycKe Uiu
OCTaHOBKE CEpBEpa, a TaKXKe IIPU 3aKPbITUU COCAUHEHUs], B KOHTEKCTE KOTO-
pOro OHM OBLIN CO3/1aHBI.

Co3niaHre HOBOM M M3MEHEHUE MMEIOLIEHCS XpPaHUMOW IpPOLEIypbl OCy-
LIECTBIIAETCS C TOMOIIBIO CIAEAYOIIEH KOMaHbl:

{CREATE | ALTER } [PROCEDURE] wmmMmsa npouenypsl [;HoMeEpP]

[ {@uMs napaMeTpa TwMI OaHHEX } [VARYING ] [=default] [OUT-
PUT] 1 [,...n]

[WITH { RECOMPILE | ENCRYPTION }]

AS sgl omnepatop [...n]

PaccmoTpum napameTpsl JaHHONW KOMAaH/IbI.

Ucnonb3ys npeduxcel sp_, #, ##, co3aBaeMyro NMpoIeaypy MOKHO Orpe-
JEIUTh B KAYECTBE CHUCTEMHOM WM BpeMeHHOW. Kak BHIHO M3 CHHTakcuca
KOMaH/Ibl, HE JOMYCKAETCs YKa3bIBaTh UMS BIAJEiblla, KOTOPOMY OYyJIEeT MpH-
HaJIJIeXKaTh co3JlaBaeMasi Mpoleaypa, a Takxke uMsi 0a3bl JaHHBIX, TJI€ OHA
J0JKHA OBbITh pa3melieHa. Takum o0pa3oM, 4TOOBI pa3MECTUTh CO3/1aBAEMYIO
XpPaHUMYIO MPOUEAYPY B KOHKPETHOM 0asze JTaHHBIX, HEOOXOAMMO BBIMIOJHUTH
komanay CREATE PROCEDURE B kontekcte 310l 6a3bl gaHHbIX. [Ipu 006-
palleHuy U3 Tejla XpaHUMOU MpOIEAyphl K 0OOBEeKTaM TOM e 0a3bl JTaHHBIX
MOYXHO HCIIOJIb30BaTh YKOPOUYEHHBIC UMEHA, T. €. 0€3 yKa3aHus UMEHU Oa3bl
nanubeix. Korma ke Tpebyercs oOpaTuThCsi K 0OBEKTaM, PacloiIOKEHHBIM B
Ipyrux 0a3zax JaHHBIX, YKa3aHUE UMEHU 0a3bl IaHHBIX 005S3aTEIBHO.

HomMmep B mMeHH — 3TO MACHTU(OUKAIIMOHHBIA HOMEp XpaHUMOK IPOIeay-
pBI, OJHO3HAYHO OMpEACNSIoNMil ee B rpymme mnpouenyp. ius ymoOGcTBa
yIpaBJIEHUs MPOUEAYPAMHU JIOTUYECKH OJHOTHUITHBIE XPaHUMBIE IMPOLIEAYPHI
MOYHO TPYINIHPOBATh, IPUCBANBasi UM OJIMHAKOBBIE UMEHA, HO PAa3HbIE HJICH-
TU(UKATMOHHBIE HOMEDA.

[ns mepenaum BXOAHBIX M BBIXOJHBIX JTAHHBIX B CO3/1aBA€MOU XpaHUMOM
MPOIEAYpPE MOTYT UCIOJIb30BATHCS MTapaMeTphbl, UMEHA KOTOPHIX, KaK 1 UMEHA
JIOKAJIbHBIX TIEPEMEHHBIX, JOJDKHBI HAYMHATHCS ¢ CUMBOJIA (@. B onHOM xpa-
HUMOM MPOILEypPe MOKHO 3a7aTh MHOXKECTBO MapaMeTPOB, pa3AeiCHHBIX 3a-
naTeiMUA. B Tene nponeaypsl He JOJDKHBI IPUMEHSTHCS JIOKAJIBHBIC MTEPEeMEH-
HbIE, YbH UMEHA COBITAJIAIOT C UMEHAMM MapaMeTPOB ATOU MPOIETYPHI.

Jlst omipesienieHnsi TUIMA JTaHHBIX, KOTOPBIA Oy/IeT MMETh COOTBETCTBYIO-
U apaMeTp XpaHUMOW MPOIEAYPHI, TOAATCS Jt0ObIe TUIBI JaHHBIX SQL,
BKJIIOYAsi OMpEJEICHHbIE TMOoJb30BaTeieM. Hanuume KII0YeBOro ClioBa
OUTPUT o3Havaer, 4TO COOTBETCTBYIOIIMI IMapaMeTp MpeaHa3HA4YeH JIsl
BO3BpAlCHUsI JaHHBIX U3 XpaHUMOM mpoueaypbl. OJHAKO 3TO BOBCE HE O3HA-
YaeT, YTO mapameTp He MOAXOUT AJIsl epeayu 3HaYeHU B XpaHUMYIO TPO-
nenaypy. Ykazanue kimoueBoro cioBa OUTPUT mpeanucsiBaeTr cepepy npu
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BBIXOJIE U3 XPAaHUMOM MPOLETypbl PUCBOUThH TEKYLIEE 3HAUYECHUE MapaMeTpa
JIOKaJbHOW MEPEMEHHOM, KOTopas Oblla YKa3aHa MpHU BbI30BE IMPOLEIYpPHl B
KauecTBe 3HaYeHus nmapamerpa. OTMETUM, YTO PU YKa3aHUU KITIOYEBOTO CIIOBA
OUTPUT 3HaueHre COOTBETCTBYIOIIETO MTapaMeTpa MpU BbI30BE MPO- LELYPHI
MOXXET OBITh 33JaHO TOJIBKO C TOMOIIbIO JOKaJIbHOW mepeMeHHoi. He
paspeniaeTcsi UCIOJIb30BaHUE JTIOOBIX BBIPAKEHUM MIIM KOHCTAHT, JOIYCTUMOE
JUTS1 OOBIYHBIX MMaPaMETPOB.

KimoueBoe cioo VARYING mnpumeHsieTcs COBMECTHO C MapamMeTpoM
OUTPUT, umeromum tunn CURSOR. OHo omnpenensier, 4To BBIXOJHBIM Hapa-
METpoM OyAeT pe3ylbTupytoniee MHOxkecTBo. =default o3HauaeT, yTo mapa-
METPY MOKHO INPUCBOUTH 3HAYEHUE MO yMoyaHuio. Takum oOpasoMm, npu
BBI30BE MPOLEAYPHl MOKHO HE YKa3bIBaTh IBHO 3HAYEHUE COOTBETCTBYIOIIETO
napamerpa.

Tak kak cepBep K3IIUPYET IUIaH UCIOJHEHUS 3alpoca U KOMIHJIMPOBAH-
HBIM KOJI, P MOCJIEAYIONIEM BBI30BE MPOLIETYPHI OYIyT UCIIOJIb30BATHCS yKe
rotoBbie 3HaUeHUs. OTHAKO B HEKOTOPBIX CIIydasiX BCE ke TPeOyeTcs BBITOJI-
HATh MEPEKOMIWJSILMAIO KOJA MPOLEAyphbl. YKa3aHUE KIOUEBOrO CIIOBA
RECOMPILE npeanuceiBaeT CUCTEME CO3[aBaTh IUIAH BBITIOJIHEHUS XPaHU-
MOU NpOUEAYPHI PU KaKJOM €€ BbI30BE.

KmtoueBoe cimoBo ENCRYPTION mnpeamnuceiBaeT cepBepy BBIOIHUTH
mrpoBaHUE KOJA XPaHUMOM MPOLIEAYPbI, YTO MOKET 00ECIIEUUTh 3aLUIUTY OT
WCIIOJIb30BAaHUSI aBTOPCKUX aJITOPUTMOB, PEAM3YIOMIMX pabOTy XpaHUMOMH
MPOLIEIYPHI.

KitoueBoe ciioBo AS pasmenaercsi B Hadajie COOCTBEHHO Tejla XpaHUMOM
poreaypsl, T.e. Habopa komaHa SQL, ¢ MOMOIIBIO0 KOTOPHIX M OyIeT peayn-
30BBIBAThCS TO WJIM MHOE JAeicTBUE. B Tene mpoueaypbl MOTYT MPUMEHSATHCS
npakTUdecku Bce KoMaHael SQL, 00BABIATHCS TpaH3aKIIUU, YCTAHABIUBATHCS
OJIOKMPOBKH U BBI3BIBATHCS JIPYyTUe XpaHUMBIE TIpolieypbl. Beixon u3 xpaHu-
MOM TIPOLIEAYPhl MOKET OCYIIECTBIATHCS ocpeacTBoM koMan il RETURN.

VY nanenune XxpaHuMOW MpOLEeAYPbl OCYIIECTBIISIETCS KOMAHOM:

DROP PROCEDURE {mmsa npouenypsi} [, ...n]

6.4.3 BpInosiHeHHe XpaAHMMOM MPoOLEAYPHI

J1J11 BBITIOJIHEHUS] XpaHUMOM MPOLIEAYPBI UCTIOJIB3YETCS KOMAH/IA:
[ [EXEC[UTE] wmMa npouenypel [HOMED]
[ [@mMa napameTpa=] {3HaueHue | (@uMa NepeMeHHON}
[OUTPUT ]| [DEFAULT J]][,...n]
Ecnu BBI30B XpaHUMOM NPOLIEAYPHI HE SABISAETCS €AMHCTBEHHON KOMAaHI0N
B nakere, To npucyrctBue koMan sl EXECUTE o6s3atensHo. bonee Toro, ata
KOMaH/a TpeOyeTcs Ui BbI30Ba MPOLEAYphl U3 Tesa APYroil Mpoueaypsl
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niu tpurrepa. Mcnonb3oBanue kinrodeBoro ciaoa OUTPUT npu BbI30BE Mpo-
ey phl pa3peniaeTcs TOJIbKO JIJIsi TapaMeTPOB, KOTOPbIE ObUTN OOBSABICHBI TPU
co3anuu npouenypsl ¢ kiatoueBbiM ciioBoM OUTPUT. Ecnu ykasbiBaeT- cst
kitoueBoe ciioBo DEFAULT, To OyaeT MCIoONb30BaHO 3HAYEHHUE IO YMOJI-
yaHuto. EctectBenHo, DEFAULT pa3spemiaercst TOJIbKO 711 TEX apaMeTpoB,
JUIS1 KOTOPBIX OMPEIEIICHO 3HAYEHUE TT0 YMOJYAHUIO.

N3 cuntakcuca koManasl EXECUTE BuaHO, 4TO MMEHA ITapaMeTpPOB MO-
I'yT ObITH OIYIICHBI MPU BbI30BE MpoleAypbl. OJHAKO B 3TOM Ciydyae MOJb30-
BaTENb JOJDKEH YKa3bIBaTh 3HAUYEHHUS JUJIA MApaMETPOB B TOM K€ IMOPSIKE, B
KaKOM OHU MEPEUHCIISUINCh IPU CO3aHuu npoueaypsl. [IpucBonts napamer-
Py 3HAYE€HUE MO YMOJYAHUIO, MPOCTO NPOMYCTHUB €ro MPHU IEPECUUCICHUU
Henb3s. Ecin ke Tpedyercst omyCTUTh apaMeTphl, JJIsl KOTOPBIX ONPEIeIeHO
3HAYEHHME 10 YMOJYAHHIO, IOCTATOYHO SIBHOTO YKa3aHUsI UMEH MMApAMETPOB IIPHU
BBI30BE XpaHUMOW mnpoueaypsl. bojsee Toro, TakuM crnocoOOM MOXKHO Iie-
pPEUYUCIATh apaMeTpbl U UX 3HAYEHHUS B MPOU3BOJIBLHOM MHopsake. OTMeTuM,
YTO MPHU BBI30BE MPOIEAYPHl YKA3bIBAIOTCS JIMOO MMEHA MapaMeTpoB CO 3Ha-
YEHUSIMHU, JTUOO TOJILKO 3HAa4YeHUs 0e3 MMeHu mapamerpa. Mx komMOuHHMpOBa-
HUE HE JIOIYCKAETCH.

Komanma RETURN no3BosisieT 3aBEpIINTh BBIITOJIHEHUE MPOLEAYPHI B €€
CEepEIMHE W BEPHYTh 3HAYCHHE BBI3BIBAIOIIEMY IMAKETy WA KIHEHTY. Bo3-
BpaimaeMoe 3HaueHue () yKa3pIBa€T HA YCIENIHOE BBIMOJIHEHUE MPOLEAYPHI U
yCTaHOBJIEHO 1o ymosyaHuto. Komnanusi Microsoft 3ape3epBupoBana 3Haue-
HUA OT -99 no -1 mns ciyxeOHOro mosjb3oBaHus. PazpaboTurikaM st BO3-
BpalleHUsI COCTOSTHUS OIIMOKHU IMOJH30BATEII0 PEKOMEHYETCSl HCIO0JIb30BaTh
3HaueHus -100 u menbme. Komanny RETURN cneayer mcnosb3oBaTh s
VHJIMKAIIMY YCIICIIHOIO WMJIA aBapUUHOIO 3aBEPIICHUS MPOLEAYPHI, T.€. €€ HE
CIEAyeT MCIIOJb30BaTh I BO3BPAILLICHUS PEANbHBIX JAHHBIX. ECIM HYXKHO
MOJIyYUTh HE HAOOP JaHHBIX, a BCETO OJIHO 3HAYCHHE, JIyUIlle BOCIOJIb30BATh-
CA BBIXOAHBIM napameTpoMm. [Ipu BeI30BE XpaHUMOMN MPOLEAYPHI, €CIU OKHU-
nmaeTrcd BeIXOJHOE 3HaueHne, komanna EXEC momkHa HMCIoab30BaTh IIEJ0-
YUCJIeHHYI0 mniepeMennyto, Hampumep: EXEC (@nokanpHas nepemeHHas =
UMsl_ XpaHUMOW MPOLEAYPbI

B crnenytromem mnpuMmepe XpaHumasi Mpoleaypa BO3BpAIA€T HWHAUKATOP
YCIEIIHOTO WJIM aBapUHUHOIO 3aBEPIICHUS B 3aBUCUMOCTU OT 3HAYEHUS BXOJ-
HOTO MapaMeTpa:

CREATE PROC ISItOK ( @OK VARCHAR(10) )
AS IF QOK = 'OK'

RETURN O
ELSE

RETURN -100;

[Ipumep BbI3bIBA TPOLETYPHI:
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DECLARE OReturnCode INT;
EXEC OReturnCode = IsITOK 'OK';
PRINT OReturnCode;

6.4.4 Tlpumepnl mpouexyp

Brauane coznaaum npouenypy 6e3 napaMmeTpoB, OCHOBaHHYIO Ha IPOCTOM
3anpoce BbIOOpPKU (MOJIy4MM Ha3BaHHS M CTOMMOCTH TOBAapoOB, MPUOOpETEH-
HbIX VIBaHOBBIM):

CREATE PROC my procl AS
SELECT TOBap.HESBaHMe,TOBap.HeHa*CHeﬂKa.KOHquCTBO AS CTo-
MMOCThL, KinmeHnT.dammimsa
FROM Knment INNER JOIN (Torap INNER JOIN Cnenka
ON Tomap.KomTorapa=Cneinka.KonTosapa)
ON Knumenrt.KonKmmenra=Cnesnka.KonKnueHTa
WHERE Knuent.damunmusa="'/BaHoB'
JIaHHaH npoacaypa 1o CyTu COOCTBEHHO HE OTJIMYAETCA OT IpcacTaBJicC-
HHA WU BO3BpaAIIacT Ha60p JaHHBIX. I[JISI 06paH1€HI/I}I K Immpoucaypec MOXKHO HC-
I10Jb30BaTh KOMAaHAbI:

EXEC my procl wmnm my procl

Cozpaaum npoueaypy s YMEHBIIEHHUS IIEHbl TOBapa MEPBOTO COpTa Ha
10%.

CREATE PROC my procZ AS

UPDATE Tomap SET lena=lleHa*0.9 WHERE CoprT='mnepsBuii'

JlaHHas npoueaypa He BO3BpaIlacT HUKAKUX JAHHBIX.

Co3zganuM mporeaypy i MOJydYeHHs Ha3BaHUW M CTOMMOCTH TOBApOB,
KOTOpbIE MPUOOpeN 3aJaHHBIN KIMEHT (C OJTHUM BXOJHBIM MapaMeTPOM):

CREATE PROC my proc3 @k VARCHAR (20) AS

SELECT TOBap.HESBaHme, Torap.lena*Crnenka.KomnuuecTtso AS
CroumMmocTh, KnueHT.dammnusa FROM KnmenT INNER JOIN (Tomap
INNER JOIN Cpmemnka ON Torap.KonTomapa=Cpenka.KonTorapa) ON
Kimment . KonKnmenTta=Crnesika . KonKnmenTa WHERE
Knuent . damunma=0Qk

Jli1st oOpaiiieHus K MporeIype MOXKHO UCTIOIb30BaTh KOMAH/IbI:
EXEC my proc3 'UeanoB' wmim my proc3 @k='lBaHOB'
Ta xe npouemypa C IBYMA BXOIHEIMM IlapaMeTpaMu
CREATE PROC my proc4 @t VARCHAR (20), @p FLOAT AS
UPDATE TomBap SET llena=llena* (1-@p) WHERE Tun=@Qt
J{ns oOpatieHus K mpoleaype MOKHO UCTIOb30BaTh KOMaH/IbI:

EXEC my proc4 'Bagmu',0.05 VIV EXEC my procé4
@t="Bagpmmu', @p=0.05
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Hammmem npouenypy ¢ BXOAHBIMM IIAPAMETPAMH M 3HAYEHUAMH IO
YMOJIYaHHIO (yMCHBIHI/IM LHCHY TOBapa 3a/laHHOTO THIIa B COOTBCTCTBHUU C yKa-
3aHHBIM %):

CREATE PROC my procb5 @t VARCHAR (20)='Kornoperer', @p FLOAT=0.1

AS

UPDATE Tomap SET llena=llena* (1-@p) WHERE Tun=@t

I[JISI o6pa1ueHI/m K IIpoucaypec MOXHO HCIIOJIb30BATb KOMAaHIbI:

EXEC my proc5 'Bagmu',0.05 unm EXEC my procb

@t="'Badpmm', @p=0.05 wman

EXEC my procb5 @p=0.05 NI EXEC my proc)

B nocneaneM ciiydae 06a mapametpa (M THI, U IPOLICHTHI) HE YKa3aHbI IIPU
BBI30BE MPOLIEIYPbI, UX 3HAUEHHSI O€pYyTCsl 10 YMOJTYAHUIO.

Hpouez[ypa C BXOJHBIMH M BBIXOAHBIMH IIaPaAMCTpPAMH. COBII&I[HM Impomce-
Aypy AJA OIpCaACICHUA 06H16ﬁ CTOUMOCTH TOBApOB, IIPOJAHHBIX 3da KOHKPCT-
HBII MECHII.

CREATE PROC my proc6 @m INT, @s FLOAT OUTPUT AS

SELECT @s = Sum(Tomap.lleHa*Cnesnka.KoJmuecTBO)

FROM Tosap INNER JOIN Cpoenka ON To-

Bap.KonTorapa=Crnesnka.KonToBapa

GROUP BY Month (Cmenka.lJaTa) HAVING Month (Cmenka.laTa)=0@m

I[JBI o6pa1ueHI/151 K IIponcaypec MOXKXHO HCIIOJIB30BATb KOMAaHIbI:

DECLARE @st FLOAT

EXEC my procét 1,@st OUTPUT

SELECT @st

OTOT GJIOK KOMaHJ| MO3BOJISET OMPEETUTh CTOMMOCTh TOBapOB, MPOJIaH-
HBIX B sIHBape (BXOIHO# MapaMeTp MecsI] yKa3aH paBHbIM 1).

CoznmaguM mpouietypy JJis OMpeAesieHHus OOIIEero KOJMYeCTBa TOBApOB,
npuoOpETEHHBIX PUPMOM, B KOTOPOIl paboTaeT 3a1aHHbIi cOTpyaHUK. CHaya-
Ja pazpabotaem npoueaypy s onpeaeneHus: GupMel, riae padoTaet CoTpya-
HUK.

CREATE PROC my proc7 @n VARCHAR(20), Q@f VARCHAR (20) OUTPUT

AS SELECT (@f=0mpma FROM Kmnment WHERE dammnua=@n

3aTeM BBI30BEM ATy NMPOUEAYPY B APYTroil mpolenype

CREATE PROC my proc8 @fam VARCHAR (20), @kol INT OUTPUT AS

DECLARE @firm VARCHAR (20)

EXEC my proc?7 @fam, @firm OUTPUT

SELECT @kol = Sum (Cmenka.KoamuecTRBO)

FROM Kmmenr INNER JOIN Crenka

ON Kummenrt.KonKnmenra=Cpesnka.KonKnreHTa
GROUP BY KnueHT.dmpmMa HAVING Knment.dupma = @firm

BpI30B npore1ypsl OCyIIECTBISETCS C MOMOIIBIO KOMAH/IBL:
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DECLARE @k INT
EXEC my proc8 'Ueanos',(@k OUTPUT
SELECT @k

Eme nmpumep npoueaypsr:
CREATE PROCEDURE dbo.GetBadPrintedTasks (@SmenalID int,
@BadPrints int output) AS
SELECT (@BadPrints=COUNT (kon_ omnepauumn)

FROM dbo.llpoussoncreo WHERE (dbo.lIlpomM3BOOCTBO.KOH CMEHE
= @SmenalD)

GROUP BY koI CMEHE!

N eme onuH npumep, AEMOHCTPUPYIOMIMI MOJyYeHHE 3HAUEHUS NEpBUY-
HOTO KJIOYa 3amucu nocie ee BcraBkd B bJl ¢ momombio (QyHKIuM
SCOPE_IDENTITY(). B nanHoMm npumepe BHayajie OCYIIECTBISETCA MOUCK
3alMCHU IO €€ NEPBUYHOMY Kirouy. Eciu 3ammch HailieHa, TO MPOU3BOIUTCS
ee MOAU(pUKaIUs, €CIIU HET, TO IPOU3BOJUTCS BCTABKA HOBOM 3aIUCH:

CREATE PROCEDURE dbo.pr ProductSave
@ID int OUTPUT = null, @Product Name varchar (30),
@ID Type int
AS IF NOT EXISTS(SELECT * FROM Illpomyxumsa WHERE
kon nponykumm = @ID)
BEGIN
INSERT INTO IIponyxumuda (HaspaHME, THUII)
VALUES (@Product Name, QID Type)
SET @QID = SCOPE_IDENTITY ()
END
ELSE
BEGIN
UPDATE Ilponmykuusa SET HasBaHue = (@Product Name, Tumn =
@ID Type WHERE (kom_ nponykuum = @ID)
END

BrI30B npoueaypsl Claeayomm:

DECLARE @ID INT
EXEC dbo.pr ProductSave @ID OUTPUT, 'Iyxepxa', 100
SELECT @QID

6.5 ®YHKUUN U TpUrrepbl

6.5.5 IonsiTue PyHKIUM NOJIB30BATENS

[Ipu peanuzauuu Ha s3bike SQL CIOXHBIX aNrOPUTMOB, KOTOPbIE MOTYT
nmoTpedoBaThCs OoJiee OJTHOTO pa3a, Cpa3y BCTACT BOMPOC O COXPAHEHUU pPa3-
paboTaHHOTO KOAA JUIsl adbHEHIIIEro MPUMEHEHHsI. DTy 3a7a4y MOKHO OBbLIO
OBI peaTu30BaTh C MOMOIIIBIO XPAHUMBIX MPOIEAYP, OAHAKO UX APXUTEKTypa HE
MO3BOJISIET MCIIOJIb30BaTh MPOLEIYPHl HEIOCPEICTBEHHO B BBIPAXKCHHUSX,
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T.K. OHU TPeOYIOT MPOMEKYyTOYHOTO MPHCBOCHHS BO3BPAIICHHOTO 3HAYCHUS
MepEMEHHOM, KOTOpast 3aTeM M yKa3bIBaeTCs B BhIpakeHWU. EcTecTBeHHO, 1MO0-
JTOOHBIN METOJI MPUMEHEHUS! POrPaMMHOI0 KOJla HE CIUIIKOM ynoOeH. Bos-
MO>XHOCTb CO3JaHMs MOJb30BAaTEIbCKUX (PYHKIMN ObLla MpeaocTaBiieHa B
cpeae MS SQL Server, Haunnas ¢ Bepcuun 2000. B npyrux peanuzanmsax SQL
B PacHoOpPsHKEHUU TOJIb30BaTElNsl UMEIIMCh JIUIIb BCTPOEHHBIE (PYHKIUHU, 0Oec-
NEYMBAIOIIME BBIIOJHEHHE HauOOJee paclHpOCTPAHEHHBIX 3aJla4: MOUCK MaK-
CUMAaJIbHOTO WJIM MUHUMAJIbHOTO 3HAYECHHUSI U JIP.

Kak u mpoueaypsl, QyHKIMH TMOJIb30BATENs MPEACTABISAIOT cO00M caMo-
CTOSITEJIBHBIE OOBEKTHI 0a3bl JAaHHBIX, PACIIOJIATAIOTCS B OINpPEACIICHHON 0ase
JTAHHBIX U JOCTYMHBI TOJILKO B ee koHTekcTe. B SQL Server umerorcs cneny-
FOIIUE KJTACChl PYHKIIMIA MOJIb30BaTES:

e Scalar — ¢pyHKIMK BO3BpaIalOT OOBIYHOE CKAIPHOE 3HAYCHUE, KaXK-

J1ast MOYKET BKJIIOYaTh MHOKECTBO KOMaH/I, 00bETUHAEMBIX B OJIUH OJIOK
¢ nomoribio kKoHcTpykimu BEGIN...END;

e Inline — pynkuu comeprkat Becero oany komanay SELECT u Bo3Bpa-
HIAIOT TOJIb30BATENI0 HA0Op JAaHHBIX B BUJIEC 3HAYCHUS THUMA JTaHHBIX
TABLE;

e Multi-statement — pyHKIME Takke BO3BpAIIAIOT IMOJIB30BATEIO 3HAYC-
Hue tuna gaHHeix TABLE, conepikaiiee HaOOp JTaHHBIX, OJTHAKO B Te-
ne pynkuun Haxoautcs MHOkecTBO koMana SQL (INSERT, UPDATE
U T.71.). IMeHHO ¢ ux nomolipio U popmupyercs HabOp AaHHBIX, KOTO-
PBIi TOJKEH OBITh BO3BPAIICH MOCIIE BHIMOTHEHUS (DYHKIIUH.

B oTiuune oT XpaHUMBIX MPOUEIYP, MOIH30BATEIBCKUE (PYHKIIUU MOTYT
MIPUMEHSATHCS B 3alpocax TakK >Ke, KaK U CUCTEMHbIE BCTPOEHHBIC (DYyHKIIUH.
[Tonw3oBaTenbckue GyHKIIMU, BO3BpAIIAIONIME TaOIUIbI, MOTYT CTaTh ajb-
TEpHATUBOU TpeAcTaBiaeHUsM. [IpeacTaBieHus OrpaHUYeHbl OJTHUM BbIpaXe-
Huem SELECT, a nons3oBaTenbCkue (PYHKIIMM CIIOCOOHBI BKIHOYATh JOMOJI-
HUTEJIbHBIC BBIPAXKEHUSI, YTO MO3BOJSET CO3/1aBaTh 00Jiee CIO0XKHBIE U MOIII-
HbIE KOHCTPYKIIHUH.

VY nanenue m000# GyHKIUNA OCYIIECTBISETCS KOMaH I0M:

DROP FUNCTION wmmsa oyHrUuM [, ...n]

Cransipuble QyHknuu. Co3laHue U U3MEHEHHE CKaIsIpHOW (YHKIUU
BBITIOJTHSIETCS C IOMOIIBI0 KOMAaH/IbI:

{CREATE | ALTER} FUNCTION wmma QyHKUMM

([{@mMmsa mapameTpa ckangap Tun paHeHerx [=default]}[,...n]])
RETURNS cxamsgap TUI OaHHEX

[WITH {ENCRYPTION | SCHEMABINDING} [,...n] ]

[AS] BEGIN

<Teno_@yHKumm>
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RETURN ckajgp BHpaxeHue

END

PaccmoTprum Ha3HaueHUE mapamMeTpOB KOMaH/IbI.

OyHKIUS MOXET COAECPKATh OAUH MM HECKOJBKO BXOAHBIX MapaMETpOB
b0 He conepkaTh HU ofgHoro. Kaknpiil mapameTp JA0HKEH UMETh YHUKAIIb-
HOE B Ipejenax co3jgaBacMoi (DYHKIIMM MMs M HauYMHATHCS ¢ CUMBoJIa "@'".
ITocne uMeHn yka3bIBaeTCs TUI AAHHBIX MapaMerpa. JJOMOJHUTEIBHO MOMKHO
yKa3aTh 3HaU€HUE, KOTOpoe OyJeT aBTOMAaTHYECKH MIPUCBAUBATHCS TapaMeTpy
(DEFAULT), ecnu moabp30Batelib SIBHO HE yKa3ald 3HAYEHHE COOTBETCTBYIO-
Iero napaMeTpa IpH BbI30BE QYHKIIUU.

C nomomnibto koHcTpykmn RETURNS ckansip Tun_JgaHHBIX yKa3bIBaeTcs,
KAaKO# THUI JaHHBIX OyJIeT UMETh BO3BpaliaeMoe GyHKIHEH 3HAUCHHUE.

JlonoaHUTENbHBIE TAPAMETPHI, C KOTOPBIMU JOJIKHA OBITH cO3JaHa (QyHK-
1A, MOTYT OBITh yKa3aHbl mocpeAcTBOM KitoueBoro cioBa WITH. brnaronaps
kimtoueBomMy ciioBy ENCRYPTION kox koMaHIbl, HCIIOIB3YEMBIN JJIs1 CO3/1a-
HUA QyHKIMH, OyeT 3airMppoBaH, U HUIKTO HE CMOXKET MTPOCMOTPETh €ro. JTa
BO3MOKHOCTb IO3BOJISIET CKPBITh JIOTUKY paOoThl ¢yHKiuu. Kpome Toro, B
Tese QyHKIUU MOXKET BBIIIOJIHATHCSA OOpallleHue K pa3InyHbIM 00BbEKTaM 0a3bl
JaHHBIX, @ TOTOMY M3MEHEHUE WM yJaJeHHE COOTBETCTBYIOIUX OOBEK-TOB
MOJKET NMPUBECTH K HApYLIECHUIO paboThl (yHKIMU. YTOOBI M30€KaTh 3TO- IO,
TpeOyeTcs 3ampeTuTh BHECEHUE HW3MEHEHUH, YyKa3aB IpU CO3J1aHUU HTON
¢bynkuuu kimoueBoe ciioBo SCHEMABINDING.

Mexny kntoueBbiMu cioBamu BEGIN...END yka3biBaercsa HaOOp KOMaH[I,
OHU U OYIyT SIBIATHCS TEJIOM (QYHKIIUH.

Koraa B xoze BBINOMHEHUS KOJla (DYHKIIMM BCTPEYAETCS KIHOYEBOE CIIOBO
RETURN, BbinonHeHne (GyHKIMH 3aBEPIIAETCS U KaK Pe3yJbTaT €€ BhIYKCIIe-
HUSI BO3BpAallaeTCs 3HAYEHHUE, YKA3aHHOE HEIMOCPEACTBEHHO IIOCIE CJIOBa
RETURN. Otmerum, 4To B Teje (PYHKIMU pa3pelraeTcs HUCIOIb30BAHUE
MHO)ecTBa kKomaHa RETURN, kotopele MOTyT BO3BpamiaTh pa3jdyHbIC 3HA-
yeHus. B kadecTBe BO3BpallaeMOro 3HAUCHMs JOIMYCKAIOTCS KaK OOBIUHBIC
KOHCTAHTBI, TaK U CJIOXKHbIE BBIPAXKEHUSA. ENMHCTBEHHOE yCIIOBHE — THII JJaH-
HBIX BO3BpaIa€MOr0 3HAYECHMS JOJDKEH COBMAAATh C THIIOM JAHHBIX, YKa3aH-
HbIM niociie kaoueBoro cioBa RETURNS.

Jlst mpuMepa co31aiuM U PUMEHUM (PYHKITUIO CKaISIPHOTO THITA JIJISl BBI-
YUCJIEHHS] CYMMapHOI'0 KOJIMYECTBA TOBAPa, MOCTYIIMBILETO 32 ONPEIEIEHHYIO
naty:

CREATE FUNCTION sales(@data DATETIME) RETURNS INT

AS BEGIN

DECLARE @c INT
SET @c=(SELECT SUM (kosimuecTtBo) FROM Cnesxa WHERE

naTta=@data)
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RETURN (Qc)

END

B kaudecTBe BXOAHOrO napameTrpa HCIoib3yeTcs nara. OyHKUuUs BO3Bpa-
[[aeT 3HAYEHHWE IEeNOro TuIa, NoidydeHHoe u3 omepatopa SELECT mytem
CYMMHpPOBaHMsI KOJIMUYECTBa ToBapa M3 Tabmuuel Crenka. YciaoBuem orbopa
3anucel AJil CYMMUpPOBAHHMsSI SBJIIETCS PABEHCTBO JAThl CHECJIKU 3HAUYEHUIO
BXOJIHOTO MapameTpa QyHKIUH.

Obpamenre k QYHKLUMM CJeOyolee :

DECLARE @kol INT

SET QRkol=userl.sales('02.11.01")
SELECT @kol

Vam nopocTo: SELECT userl.sales('02.11.01")

®yukuuu Inline. Co3nanve u u3MeHeHue (PyHKIIMH 3TOTO THUIIA BBITOJI-
HACTCA C IOMOIIIBKO KOMAH/BI.
{CREATE | ALTER} FUNCTION mMsa ¢yHKUMM

([ {@mma nmapameTpa ckauap Twun naHHeX [=default]}[,...n]])
RETURNS TABLE [WITH {ENCRYPTION|SCHEMABINDING} [,...n] ]
[AS] RETURN [ (] SELECT onepatop [)]

OcHOBHAsl 4acTh MapaMeTPOB, UCIOJIb3YEMbIX MPU CO3AAHUH TAOIMYHBIX
GbyHKUMNA, aHATOTHYHA MapaMeTpaM cKalspHoi ¢yHkuuu. Tem He MeHee, Co-
3laHue TaONMMYHbIX (PYHKIUN uMmeeT cBoio crenuduky. Ilocie kirodeBOro
cioBa RETURNS Bcerna pgomxHO ykaswsiBaThCcsi KitoueBoe ciioBo [TABLE.
Takum 06pazom, GyHKIMS JaHHOTO THIMA JOJDKHA CTPOTO BO3BpAIATh 3HAYE-
Hue tuna nanHbix [TABLE. Crpykrypa BoO3BpaimaeMoro 3Hau€HUS THIIA
TABLE ne yxa3biBaeTcst SIBHO NpPU ONUCAHUU COOCTBEHHO THUIA JAHHBIX.
BwmecTo 3TOro cepep Oyner aBTOMaTUYECKM HCHOJIB30BATH ISl BO3BpAIllae-
Mmoro 3HaueHuss TABLE ctpykTypy, Bo3Bpamaemyto 3amnpocom SELECT, ko-
TOPBIN SBISETCA €AUHCTBEHHONW KOMaHA0W (yHKIIUH.

Oco0eHHOCTh (PYHKITMU JAaHHOTO THUIA 3aKJIF0YAETCS B TOM, YTO CTPYKTypa
3HaueHus TABLE co3paercst aBTOMaTHYECKH B XOJI€ BBINOJHEHUS 3aIpoca, a
HE YKa3bIBA€TCSl SIBHO MPU OMNPENEIICHUH THUIA TIOCJE KIIOYEBOTO CIIOBA
RETURNS.

Bo3sspamiaemoe dynkmueit 3nauenue tuna TABLE mMoxeT ObITh MCTOJIB-
30BaHO HEMOCPEJACTBEHHO B 3aIpoce, T.€. B pazjaeine FROM.

CozmaguM u mpuMeHUM (QYHKIIMIO TAOJIMYHOTO THMA JIS ONpeneNeHUs
JIByX HAUMEHOBAHHI TOBapa C HAMOOJIBIIINM OCTaTKOM:

CREATE FUNCTION itog () RETURNS TABLE

AS RETURN (SELECT TOP 10 Torap.HazBanume FROM Tomap INNER
JOIN Cxmam ON Toap.KonTomapa=Ckinarn.KonTorapa ORDER BY
Cxynan.OcTtaTtoxk DESC)
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HCHOJ’IBBOB&TB (bYHKI_II/IIO I HOJ'IyLIeHI/I}I 10 HaI/IMeHOBaHI/Iﬁ TOBapa C
HanOOIBIIUM OCTATKOM MOKHO CJEAYIOUIUM 00pa3oM:

SELECT HaszpahHme FROM userl.itog()

Hpyroii npumep:

USE MyDB

GO

CREATE FUNCTION dbo.fn GetLastTask () RETURNS TABLE

AS RETURN (SELECT TOP 1 3amaHme.kon 3amaHmsa AS ID,

SapaHue.BpeMda, llponykumda.Ha3BaHMUE

FROM 3ananme INNER JOIN Ilponmykiuma ON 3amanue.KOO NPOOYKLUU

= Mpomykuuda.xkon npoaykuum ORDER BY ID DESC)

GO

6.5.6 Omnpenenenne Tpurrepa B cranaapre sisbika SQL

Tpurrep npexacraBisieT coOON CHEUANbHBIA THUI XPAHUMBIX MPOLEAYD,
3aIyCKaeMbIX CEPBEPOM aBTOMATUUYECKHU IPH MOMBITKE U3MEHEHUS JTaHHBIX B
Ta0IUIAX, C KOTOPHIMU TPUITEPHI CBSI3aHbl. TPUTTEPHI UCIOIB3YIOTCS IS
MPOBEPKHU [EJTOCTHOCTH JAHHBIX, a TaKXkKe JJIsl OTKaTa TpaH3akuuil. Takum 00-
pa3oM, TpUITep — 3TO OTKOMIUIMpoBaHHasA SQL-miponeaypa, UCIOJIHEHUE KO-
TOPO¥ 00YCIIOBJICHO HACTYILJICHUEM OMPEIETICHHBIX COOBITUI BHYTPU PEIISIIU-
OHHOU 0a3bl JaHHBIX. [IpuMeHeHHe TpUTTEPOB OOJBIIEH YacThlO BEChbMa
yI00HO JIJIsl TIOJIb30BaTeel 0a3bl JaHHBIX. 1 Bce e uX UCIOoIb30BaHUE YacTo
CBSI3aHO C JIOMOJHUTEIBHBIMU 3aTpaTaMu pPECYpPCOB HaA OINEpaluud BBO-
na/BeiBoia. B TOM citydae, Korja Tex jkKe pe3yJIbTaTOB MOKHO TOOUTHCS C MO-
MOUIBI0 XPAHUMBIX NOPOLEAYP WA NPUKIATHBIX HTPOrpaMM, HMPUMEHEHHE
TPUITEPOB HeuenecoodpasHo. [IpaBo Ha co3gaHue TpuUrrepa UMEET TOJBKO
BJajelel 0a3bl TaHHBIX. DTO OTPaHUYEHHE MO3BOJSET U30€kKaTh CIyYatHOTO
W3MEHEHUS CTPYKTYpPhl TaOJHII, CIIOCOOOB CBSI3U C HUMHU JIPYTUX OOBEKTOB U
T.II.

Yamnie Bcero TpUrrepbl MPUMEHSIOTCS I MOJAEPKAHUS LETOCTHOCTH
JAaHHBIX B 0a3e JaHHBIX, TaK KaK C MOMOIIBIO OTPAaHUYEHUHN IIEJIOCTHOCTH U
3HAUYCHUN M0 YMOJYAHWIO HE BCETJa MOXHO JOOHUTHCS HYXHOTO YPOBHS
dbynkuuonanpHOCTH. Yacto TpeOyeTcss pealin30BaTh CIIOXKHBIE aITOPUTMBI
MPOBEPKU JaHHBIX, OTCJICKHBATH W3MEHEHUsI 3HAYCHUW TaOJIUIIBI, YTOOBI
HY>KHBIM 00pa30M U3MEHUTH CBSI3aHHbBIC JJAHHBIC.

Kaxxaplii Tpurrep npuBs3bIBaCTCS K KOHKPETHON TaOJIMIIE U BBITIOTHSACTCS
B COCTaBE COOTBETCTBYIOIICH TpaH3aKIMK Moau(UKanuu JaHHbIX. B ciydae
OoOHapy»KeHUs OIIMOKY WJIM HApYyIICHUS IEJIOCTHOCTU JaHHBIX B KOJE TPUITE-
pa MOXHO MPOU3BECTH OTKAT TpaH3aKIMU. TeM caMbiM BHECEHHE U3MEHEHUMN
(coObITHE, BBI3BaBIlEe TPUTTEP) OTMEHsETCS. OTMEHSIOTCS Tak)Ke BCE M3Me-
HEHUS, YKE CACIIaHHbIE TPUTTEPOM. B oTiimune oT 0OBIYHON MPOIEAYPHI,
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TPUITEP BBINOJHIETCA HEABHO B KAXKJIOM CIIy4a€ BOZHUKHOBEHHS TPUTTEPHOTO
COOBITHSI.

Tpurrep ne umeer aprymenToB. OcHoBHOM (popmar komaniasl CREATE
TRIGGER nokazan muxe:

CREATE TRIGGER mMmsa Tpurrepa
BEFORE | AFTER <TpurrephHoe coOuTue> ON <mMda TaOJmLb>
[REFERENCING <CHOMCOK IICEBIOHMVMOB> ]
[FOR EACH {ROW|STATEMENT}]
[WHEN (ycrnoBue tTpurrepa) ]
<TeJyio_Tpurrepa>

Tpurrepapie COOBITUSI COCTOAT U3 BCTABKH, YaJICHUS U OOHOBJICHUS CTPOK
B Tabnuie. B mocnenneM ciydae JJisi TPUTTEPHOTO COOBITHUSI MOKHO YKa3aTh
KOHKpPETHbIE UMEHa CTOJOIOB Ta0IuIbl. BpeMs 3amycka Tpurrepa omnpenens-
eTcsi ¢ moMoIibio kiodeBbix ciioB BEFORE (tpurrep 3amyckaeTcst 10 BBITION-
HeHUusl CBsi3aHHBIX ¢ HUM coObiTui) win AFTER (mocne ux BhImogHEHUS).
BeInonHseMbie TpUITEpOM JEHCTBHS 3amarorcs s kKaxaod crpoku (FOR
EACH ROW), oxBaueHHOW HaHHBIM COOBITUEM, WJIM TOJBKO OJIMH pa3 JJis
kaxaoro coobiTust (FOR EACH STATEMENT).

O6o3HaueHne <CIUCOK ICEBJJOHUMOB> OTHOCUTCS K TaKUM KOMIIOHEH-
TaM, Kak crapas wid HoBas ctpoka (OLD/NEW) nmu6o crapas uim HoBasi Ta0-
muna (OLD TABLE/NEW TABLE). fcHo, yTo cTapbie 3Ha4€HHs HE MPUME-
HUMBI JIJIs1 COOBITHI BCTABKH, a HOBBIE — JUIsl COOBITUM yAaJICHUS.

[Ipu yclioBHM MPaBUIBHOTO MCIOJIB30BAHUSI TPUITEPHI MOTYT CTaTh OYEHb
MOUIHBIM MeXaHu3MOM. Ho UM npuCyIIi U HEKOTOPbIE HETOCTATKH:

® CKpbITast GyHKIMOHAIBHOCTh: IEPEHOC YACTH (PYHKIMI B 0a3y JaHHBIX

U COXpaHEHUE MX B BUJE OJHOTO WJIM HECKOJbKUX TPUTTEPOB MHOTIA
MPUBOJUT K COKPBITUIO OT MOJH30BATENsl HEKOTOPHIX (DYHKIIMOHAIb-
HBIX BO3MOXXHOCTEH (TOJIbKO pa3pabOT4YMK 3HAET Bce). XOTS 3TO B
OTIpE/IENICHHON CTETEHU YIIPOLIAET €ro padboTy, HO, K COXKAJIEHUIO, MO-
€T CTaTh NPUYMHON HE3aIJIAaHWPOBAHHBIX, MOTEHUIHUAIBHO HEXena-
TEJBHBIX U BPEIHBIX MOOOYHBIX A((HEKTOB, MOCKOJIBKY B 3TOM CIIy4yae
II0JI30BATENIb HE B COCTOSIHUM KOHTPOJIMPOBATh BCE MPOLIECCHI, IIPOUC-
XOJdII1e B 0a3e JaHHBIX;

® BIMSHHE HA MPOU3BOJMTEIHLHOCTH: IEPE]l BHIMOJIHEHUEM KaXIO0H KO-
MaH/JIbl 110 U3MEHEHUIO cocTosiHUS 0a3bl maHHbIX CYBJl momkHa mpo-
BEPUTHh TPUTTEPHOE YCIOBUE C IIE€JIbIO BBIICHEHUS HEOOXOIUMOCTH 3a-
MycKa TpUITepa IS 3TOM KoMaHbl. BBITIOTHEHNE TOJAO0HBIX BBIYHUC-
JieHu# cKasbiBaeTcs Ha obmied mpousBoautensHoctd CYB]], a B Mo-
MEHTBHI TIMKOBOW HArpy3Ku €€ CHUXEHUE MOXXET CTaTh OCOOCHHO 3a-
METHBIM.
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e HenpaBuibHO HAaNMCAHHBIE TPUITEPHI MOTYT MPUBECTH K CEPHE3HBIM
npobiieMaM, TakKUM, HapUMEp, KaK MOsBIEHUE "MEpTBBIX" OIOKUPO-
BOK. Tpurrepbl crnocoOHBI JJINTENbHOE BPEMsI OJIOKHPOBATH MHOKE-
CTBO PECYpPCOB, IOATOMY CJENYyET 00paTUTh 0COO0E BHUMaHHUE Ha CBe-
JI€HNE€ K MUHUMYMY KOH()JIUKTOB JI0CTYyIIA.

6.5.7 Peanu3anusi tpurrepon B cpeae MS SQL Server

B peamuzanuun CYBJ] MS SQL Server ucnons3yercs cieayroumi onepa-
TOP CO3JaHUs WM U3MEHEHHUs TPUITEpa:

{CREATE | ALTER} TRIGGER mmMaA Tpurrepa

ON {mmsa Tabmnuie |uMa npencrasjienusa} [WITH ENCRYPTION] FOR
{AFTER|INSTEAD OF} {DELETE|INSERT |UPDATE|WITH APPEND}

AS sqgl omepaTope

Tpurrep MoXeT OBITH CO37IaH TOJBKO B TEKYyIleH 0a3e MaHHBIX, HO JOIYyC-
KaeTcst oOpalleHre BHyTpU TPUTTEpa K APYrUM O0a3aM JIaHHBIX, B TOM YHUCJIE U
pacmoJioKeHHBIM Ha yJlaJeHHOM cepBepe. Ms Tpurrepa OJKHO OBITh YHU-
KaJlbHBIM B TIpeneniax 0a3bl JaHHBIX. [[OMOJHUTENHHO MOXKHO yKa3aTb MM
Brnanensua. [lpu ykazanuu aprymenta WITH ENCRYPTION cepsep BbImon-
HSIeT MHU(pPOBAHUE KOJIa TPUTTEPa, YTOObI HUKTO, BKJIIOYAsl aJJMUHUCTPATOPA,
HE MOT MOJIYYUTh K HEMY JIOCTYII U IPOYUTATH €TO0.

Tunsl Tpurrepos. B SQL Server cymiecTByer Ba nmapameTrpa, onpeae-
JSIOIIUX ITOBEACHUE TPUTTEPOB:

e AFTER. Tpurrep BbINOJHSETCA MOCIE YCHEIIHOTO BBIMOJHEHUS BbI-
3BaBIIIUX €ro KOMaHJ. Eciu jke KoMaHJIbl 110 KaKOW-IHO0 MpUYMHE HE
MOTYT OBITh YCHEIIHO 3aBEepIIEHBI, TpUTTEp HE BhIMIONHsIETCS. ClienyeT
OTMETHUTh, YTO NU3MEHEHUS TAHHBIX B PE3YJITATE BBIIIOJIHEHHUS 3a1poca
IIOJIb30BATEIISI U BBINOJIHEHUE TPUITEPA OCYILECTBISETCS B TEJIE OJJHOU
TpaH3aKIMHU: €CJIM MPOU30HAET OTKAT TPUTTEPA, TO OyIyT OTKIOHEHHI U
II0JIb30BATENILCKUE HU3MEHEHUsA. MOXHO ONpENeuTh HECKOJIBKO
AFTER-tpurrepoB st kaxmoir omeparmu (INSERT, UPDATE,
DELETE). Ecnu a5 Tabiuibl NpeaycMOTPEHO BBIIOJIHEHUE HECKOJIb-
kux AFTER-TpurrepoB, To ¢ MOMOIIBIO CUCTEMHOM XPaHUMOW MpOLE-
Typbl Sp_settriggerorder MOXKHO yKa3aTbh, KaKOW W3 HUX OyAET BBIMNOJI-
HATHCS MEPBBIM, a Kakou nocneaHuM. [1o ymomuanuto B SQL Server Bce
tpurrepsl spisitorcss AFTER-Tpurrepamu.

e INSTEAD OF. Tpurrep BbI3bIBa€TCS BMECTO BBIIIOJHEHUS KOMaH. B
ornuune or AFTER-tpurrepa INSTEAD OF-tpurrep moxer OBITH
ompeiesieH Kak JyIsl TaOJIUIIbl, TaK U JUIs mpeactaBiaeHus. s kaxmon
onepauun INSERT, UPDATE, DELETE moxHO omnpenenuTs TOJIbKO
onud INSTEAD OF Tpurrep.
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Tpurrepsl pa3nTu4arOT MO THUITY COOBITUH, HA KOTOPHIE OHU PEarupyroT.
Cy1iecTByeT Tpu THIIA TPUTTEPOB:
e [INSERT TRIGGER - 3amyckaercs mpu MmomnbITKE BCTaBKU JaHHBIX C
rmomorso komauasl INSERT;

e UPDATE TRIGGER — 3amyckaeTtcs npH HOMBITKE U3MEHEHUS TaHHBIX
¢ noMo1nbso komanasl UPDATE;

e DELETE TRIGGER — 3amyckaetcs npu MOMNBITKE YAAJICHUS JaHHBIX C
nomonipro komanael DELETE.

JlormyckaeTcsi co3iaHue TpUITepa, pearupyroiero Ha JBe WU Ha BCE TPU
komaHibl. AprymeHT WITH APPEND no3BoJisieT co3aBaTh HECKOJIBKO TPUT -
repoB KaXKJI0TO THIIA.

IIporpammupoBanue Tpurrepa. [Ipu BeImoMHEHNN KOMaH 100aBICHUS,
M3MEHEHUS M yNaJCHUs 3alliCell cepBep CO3/aeT JIBE CHEIHMaTbHbIC TaOIHIIbI:
inserted u deleted. B Hux comepkarcsi CIUCKU CTPOK, KOTOPhIE OyIyT BCTaB-
JIEHBI WIKA yAQJICHBI N0 3aBEepIlIeHUH TpaH3akuuu. CTpykTypa Tabnuly inserted
u deleted naenTHYHA CTPYKTYpe TaOIMILL, A1l KOTOPOU ONpPENEIAETCA TPUTTED.
JIJist KaKJIoro TpUrrepa co3aaeTcsi cBoil komruiekT Tadiuil inserted u deleted,
MO3TOMY HUKAKOM APYTrod TPUTTEP HE CMOXKET MOJIYYUTh K HUM A0CTYyI. B 3a-
BUCHUMOCTH OT THIIa ONEpaIliy, BHI3BABIICH BBHINOJIHEHUE TPUTTEPA, COACPIKHU-
Moe Tabnui inserted u deleted MmosxeT ObITH pa3HBIM:

e INSERT - B tabmure inserted comepkaTcs Bce CTPOKH, KOTOPBIE TTOJTh-

30BaTelb MMBITACTCS BCTABUTH B TA0IMILYy; B TaOuIe deleted He Oynet Hu
OJIHOM CTPOKH; MOCIE 3aBEPIICHUS] TPUITEPA BCE CTPOKHU U3 TAOJIH- LbI
inserted mepemecTATCs B HCXOIHYIO TaOJIHILY;

e DELETE — B Tabnuue deleted O6ynyT comep>kaTbCsi BCE€ CTPOKHU, KOTO-
pble TOJIH30BATENIb MOMBITACTCS yAAIUTh; TPUITEP MOXKET MPOBEPUTH
KKy CTPOKY U OMPENENUTh, Pa3pelIeHO JIU €€ yIaJeHue; B Ta0uIe
inserted He OKaXKeTCS HU OJHOU CTPOKH;

e UPDATE — npu ee BeinonHeHuu B Tadbnuie deleted HaxonsTcs crapbie
3HAYEHHsI CTPOK, KOTOphIe OyIyT yAajeHbl IMPHU yCIEITHOM 3aBepiie-
HuU Tpurrepa. HoBble 3HaueHus cTpok cojiepkarcs B Tabnuue inserted.
OTH CTPOKH J100ABATCS B UCXOJHYIO TaOJMIly TOCJE YCIEIIHOTO BbI-
MIOJTHEHUS TPUTTEPA.

Jliis mosrydeHnst HGOPMAITUU O KOJIMYECTBE CTPOK, KOTOpoe OyaeT u3Me-
HEHO IPH YCIIENTHOM 3aBEpIICHUH TPUITEPA, MOKHO HCIIOIH30BaTh II100aTh-
Hyto nepemennyo @W@ROWCOUNT,; ona Bo3BpaimiaeTr KOJIWYECTBO CTPOK,
oOpaboTaHHBIX TOcienHeld koMaHnou. Ciieqyer MoA4epKHYTh, UYTO TPUTTEP
3aIyCKaeTCsl HE MPU MOMBITKE M3MEHUTh KOHKPETHYIO CTPOKY, @ B MOMEHT
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BBITIOJTHEHHSI KOMaHIbl M3MeHeHus. OfHa Takas KOMaHJa BO3JCHCTBYET Ha
MHOECTBO CTPOK, IIOITOMY TPHUTTEP JOJDKEH 00padaThiBaTh BCE TH CTPOKH.

Ecnu tpurrep oOnapysxui, uro u3 100 BcTaBisieMbIX, U3MEHSIEMBIX WM
yAJIIeMbIX CTPOK TOJBKO OJJHA HE yJIOBIETBOPSIET TEM WJIM UHBIM YCIOBHSIM,
TO HUKaKasi CTpoka He OyJleT BCTaBJIeHa, U3MEHEHA WU yaalieHa. Takoe rmose-
JIeHuE 00YCIIOBJIEHO TPEOOBAaHUSIMU TPAH3AKIIUU — JIOJKHBI ObITh BBHITTOJIHEHbI
160 Bce MoauduKanum, 1100 HU OJTHOM.

Tpurrep BBITIONHSIETCS KaK HESIBHO OIpPEICIICHHAs] TPaH3aKIUs, MOITOMY
BHYTPH TPUITEpa OMYCKACTCS MPUMEHEHUE KOMaH I YIIPABICHUS TPAH3AKITH -
smu. B gacTHOCTH, Tipu OOHApY)KCHHHM HAPYIICHUS OTPAHUYCHHM IEJIOCTHO-
CTH JIJIs IPEPhIBAHUS BBITIOJIHCHHS TPUTTEPA M OTMEHBI BCEX M3MEHEHUH, KO-
TOPBIE TIBITAICS BBITOJHATH IOJIB30BATENh, HEOOXOIMMO HCIOIB30BaTh KO-
maHny ROLLBACK TRANSACTION.

JIist moJiydeHusl CIucKa ToJieH, M3MEHEHHBIX MPU BBITOJIHEHUH KOMaH]]
INSERT unun UPDATE, BbI3BaBIINMX BBIIIOJHEHUE TPUITEPA, MOKHO HCIOJIb-
30BaTh ¢yHkimio COLUMNS_UPDATED(). Ona Bo3BpaliaeT JIBOMYHOE
YHUCIIO, KAXKAbIH OUT KOTOPOTO, HAYMHAS C MJIAJIIET0, COOTBETCTBYET OJHOMY
CTOJIOIYYy TaOnuIbl (B TOPSAIKE CIEAOBAHUS CTOJOIOB MPHU CO3JAaHUM TaOIH-
1bl). Eciiu 6uT yctaHoBIeH B 3HaueHue " 1", To COOTBETCTBYIOIINIA CTOJIOEI ObLIT
n3mMeHeH. Kpome Toro, ¢akt m3MeHEHus CTOJOIAa onpenenser U (QpyHKIUs
UPDATE (ums_cton6ua).

Jlst ynanenus Tpurrepa UCIoiib3yeTcss KOMaH/1a

DROP TRIGGER {mmsa tpurrepa} [,...n]

IIpuBenem nmpuMepsl UCMOJIb30BAHUS TPUTTEPOB. bynem ncmoian30BaTh
TPUITEP IJIsl peaiu3alliy OrpaHUYeHH Ha 3HaueHue. B gobasisiemMoii B Ta0-
muny «Chenkay 3amndcu KOJMYECTBO MPOJAHHOIO TOBAapa JIOJKHO OBITh HE
00JIBIIIE, YEM €TO OCTATOK M3 TaOmuIbl «CKitam.

Komanpga BcraBku 3amucu B Tabiuily «Caenka» MOXeT ObITh, HalpuMep,
TaKOM:

INSERT INTO Cmesnxa VALUES (3,1,-299,'01/08/2002")

CoznaBaemblii TpUTTEp JAOKEH OTpPEarupoBaTh HA €€ BBITIOJHEHUE CIICTY-
IOIIUM 00pa30oM: HEOOXOIMMO OTMEHUTh KOMaHy, eciiu B Tabsumie Ckiaj Be-
JUYUWHA OCTaTKa TOBapa OKaszajlach MEHBIIE MPOIaBA€MOI0 KOJIMYECTBA TOBA-
pa Cc BBEJICHHBIM KOJIOM (B mIpuMepe Koj ToBapa=3). Bo BcramisieMoit 3anucu
KOJIMYECTBO TOBApa YKa3bIBACTCS CO 3HAKOM '+, eciu ToBap MOCTaBIAETCS, U
co 3HakoM "-", ecnu oH mpogaercs. [IpencraBieHHBIN TpUITEp HACTPOEH HA
00pabOTKy TOJILKO OJTHOU T0OaBIsIEMON 3aITUCH

CREATE TRIGGER Tpurrep ins ON Cpeska FOR INSERT
AS
IF @@ROWCOUNT=1
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BEGIN
IF NOT EXISTS(SELECT * FROM inserted
WHERE inserted.xonmuecTBo<=ALL (SELECT Cxkjnan.OcTaTok
FROM Cxknan, Conesnka WHERE Cxiian.KonTosapa=
Comenka.KonToeapa) )
BEGIN
ROLLBACK TRAN
PRINT 'OTmMeHa IOCTaBKM: TOoBapa Ha Ckjale HeT'
END
END

I[anee, OIIPCACIINM TPHUITCP IJIA c60pa CTAaTUCTHYCCKUX OaHHBIX. Haan—
MCpP, C IOMOIIbIO UHCTPYKIIUHU:

INSERT INTO Cmesixka VALUES (3,1,200,'01/08/2002")

B Ta6J'II/IHy «CI[GJ'IKa» ,Z[06aBJ'I}IeTC5I TOBAp ¢ KOOIOM 3 OT KJIMEHTA C KOJIOM 1
B koxmuectse 200 CAUHMUII. HpI/I IIpoaaxe H€06XOIII/IMO COOTBCTCTBYIOIIINM
00pa3oM M3MEHUTh KOJIMYECTBO €T0 3amaca Ha ckiaje. Tpurrep oopadarbiBa-
€T TOJIBKO OJIHY J00aBIIIEMYIO CTPOKY:

ALTER TRIGGER TpMPPep_ins ON Cpmenka FOR INSERT

AS

DECLARE @x INT, @y INT

IF @Q@ROWCOUNT=1

—-—-B Tabmmuy Cpnejska nobapJjsgeTcsd 3adMcChb O IOCTaBke ToBapa

BEGIN

——KOJIMUECTBO MNPOIaHHOT'O TOoBapa HOOJIXHO OBITHL He

—-—-MeHbllle, UeM eI'0 OCTAaTOoK M3 Tabmnuuel Ckjamn

IF NOT EXISTS(SELECT * FROM inserted WHERE -
inserted.xomuuecTBo< =ALL (SELECT Ckjan.OcTraTok FROM

Ckynan, Conenka WHERE Cxkinan.KonToeapa = Cpoenka.KonTosapa And

Cxnan.KonTosapa = inserted.KonTomapa))

BEGIN
ROLLBACK TRAN
PRINT 'orkxaTr TOoBapa HeT '
END
ELSE
——eCJM 3BalMcChb O Toeape yxe Obuia B Tabiamue
--CkJjlazm, TO OIpeneyiseTCcsa KOI M KOJUUYECTBO
—--Topapa 3 noOaBJIEHHOM B Tabiauuy Crnesyika 3alucu
BEGIN
SELECT @y=i.KomTorapa, @x=i.KojmuecTBO
FROM Cpnenka C, inserted I WHERE
C.KonTomapa=i.KonToBapa
—-—¥Y TIPOMBBOIUTCH MBMEHEHUS KOJIMUeCTBa ToBapa B Tabjuiie
Cknan
UPDATE Ckiyianm SET Ocrarok=ocTaTok+@x WHERE KoxnTomapa=@Qy
END
END
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Coznmagum TpurTep Juisi 00padOTKH OTIEpaIiy yIaJeHUs 3aIUCH U3 Ta0JIH-
IbI «CI[eJIKa)), HaHpI/IMep, HOCpCI[CTBOM CJ'IGI[YIOI_HCﬁ KOMAH/bI.
DELETE FROM Cpnenka WHERE KonCnenxm=4

Jlst ToBapa, KO KOTOPOTO yKa3aH MpU yAAJCHUU 3aIiCcH, HEOOXOIUMO
OTKOPPEKTHPOBATh €ro OCTATOK Ha CKiage. Tpurrep obpadaTbiBaeT TOJIBKO
OJHY YIAJAEMYIO 3aIHCh.

CREATE TRIGGER Tpurrep del ON Cpnesnxa FOR DELETE

AS B

IF @Q@ROWCOUNT=1 -- ypmajeHa oOOHa 3alucChb

BEGIN

DECLARE @y INT,@x INT
—--onpeneysgeTcd KOI M KOJMUECTBO ToBapa mu3
—-—ynaJieHHOV M3 Tabiauue CkJlam 3alucu
SELECT @y=KonTomapa, @x=KommuectBo FROM deleted
--B Tabmuiue CkJjlal KOPPEKTHPYEeTCS KOJMUECTBO TOoBapa
UPDATE Cxkyam SET Ocrarok=0cTaTok-(@x WHERE

KonToeapa=@Qy

END

Cozmaaum aBa TpUITepa JUIs IOoJcCUeTa KOJIMYECTBA 3amucedl B TaOmuIle,
OJIUH 1Jid BCTABKH 3a1mceﬁ, OJUH — I YAAJICHUA. Takue TPUITCPBI MOT'YT
6I>ITI> IIOJIC3HBI B ClIy4adaX, KOIrJa KOJIUYICCTBO 3amnucei B Ta6JII/II_I€ CTAHOBUTCA
OUYCHb 6OJ'II:I]II/IM h €1ro HGO6XOI[I/IMO IIOCTOAHHO OTCJIC)KUBATH. I[J'ISI nux pa6OTBI
HeoOxomuMa BcrnoMorarensHas tadmuua RecordCounter ¢ momsmu Table-
Name u RecordCount, koTopasi COOCTBEHHO U OyJET COAEpP>KaTh KOJIUYECTBO
3aMuce. TpHFFGp BCTABJAICT 3allMCh BO BCIIOMOTI'aTCIBbHYIO Ta6J'II/IHy, cClin
TabJMIIa, TeHEpUPYIoUIasi TPUITEPHOE COOBITUE, paHEE HE OTCIIEKUBAJIACh.

CREATE TRIGGER [dbo].[RecordCountAdd] ON [dbo]. [Orders]

AFTER INSERT

AS BEGIN

SET NOCOUNT ON;
IF EXISTS (SELECT * FROM dbo.RecordCounter

WHERE TableName = 'Orders')
UPDATE dbo.RecordCounter SET RecordCount = RecordCount + 1
WHERE TableName = 'Orders';

ELSE

BEGIN

DECLARE @c INT
SELECT @c = Count(*) FROM dbo.Orders
INSERT INTO dbo.RecordCounter (TableName, RecordCount)
VALUES ('Orders', Q@Qc);
END
END
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CREATE TRIGGER [dbo].[RecordCountAdd] ON [dbo].[Orders]
AFTER DELETE
AS BEGIN
SET NOCOUNT ON;
IF EXISTS(SELECT * FROM dbo.RecordCounter
WHERE TableName = 'Orders')
UPDATE dbo.RecordCounter
SET RecordCount = RecordCount-1
WHERE TableName = 'Orders';
ELSE
BEGIN
DECLARE @c INT
SELECT @c = Count (*) FROM dbo.Orders
INSERT INTO dbo.RecordCounter (TableName, RecordCount)
VALUES ('Orders', @c);
END
END
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7. Cuctema 3awmtbl Microsoft Access

Cuctema 3anmutel CYBJ] Microsoft Access 6a3upyercs Ha HCIIOIb30BaHUH
CJICYIOIIUX CPECTB:

1. I[udporanue/nemudpoanue;

2. OrobOpaxeHue U CKphITHE 0OBEKTOB B OKHE 0a3bl JAHHBIX;

3. Hcnons3oBanue maponus b/1;

4. Wcnonp30BaHUE 3aIIUTHI HA YPOBHE MOJIH30BATEIIS.

udposanue 6a3bl AAHHBIX — 3TO MpOCTEUINil cocol 3amuThl. [Ipu
muQpoBaHuu 6a3bl JaHHBIX €€ (halll COKMMAETCA U CTAHOBUTCS HEIOCTYITHBIM
JUTSL YT€HUS C TTOMOILBIO CITY>KEOHBIX MPOTPaMM MJIM TEKCTOBBIX PEAAKTOPOB.
[IudpoBanre He3aMMILIEHHOW 0a3bl JaHHBIX HEAI(PPEKTUBHO, MOCKOIBKY
KaXKJbIii CMOKET OTKPBITh TaKylo 0a3y JaHHBIX M MOJYYUTh MOJHBINA AOCTYI
KO BceM ee oobekTaM. LlndpoBanue 0ObIYHO MPUMEHSETCS NPU IIEKTPOHHON
nepenade 0a3bl JaHHBIX WM COXPAHEHUU €€ Ha JMCKETY, KacCeTy WM KOM-
MaKT-UCK.

Hpyrum crnocoboM 3anuThl 0OBEKTOB B 0a3e JAaHHBIX OT MOCTOPOHHUX
MOJIb30BATENEH SABIAECTCA CKPHITHE OOBEKTOB B OKHE 0a3bl JaHHBIX. DTOT CHO-
co0 3alllUThI SBJISETCS HAUMEHEE HAJIEXKHBIM, MIOCKOJIbKY OTHOCUTEIBHO MpO-
CTO MOXHO OTOOPa3UTh JIOOBIE CKPBITHIE OOBEKTHI.

Jpyrum npoctedmm cnocoOoM 3aluThl SABISETCS YCTAaHOBKA MMApOJIs IS
oTKpbITUA 0a3bl gaHHbIX (.mdb). [locne ycTaHOBKM Taposst MpU KakIOM OT-
KPBITUN 0a3bl TaHHBIX OyJeT MOSBIATHCSA TUATOrOBOE OKHO, B KOTOpOe Tpedy-
€TCs1 BBECTHU MMapoJib. TOJBKO T€ MOJIB30BATENH, KOTOPBIE BBEAYT IPAaBUIIbHBIN
apojb, CMOTYT OTKpBITh 0a3y JaHHBIX. DTOT crocod Oosiee HalleKEH, YeM
npenpiaymuit (Microsoft Access mmudpyer naposb, I0O3TOMY K HEMY HET J10-
CTyna MpU HEMOCPEACTBEHHOM 4YTeHUU (aiina 0a3bl JaHHBIX), HO OH JIEUCTBY-
€T TOJIbKO IMPHU OTKPbITUM 0a3bl AaHHBIX. [locie oTKpbITHS 0a3bl JaHHBIX BCE
OOBEKTBl CTAHOBATCS AOCTYIMHBIMH ISl TIOJIb30BaTENsl (MIOKa HE OIMpEIeIICHbI
JpYTHE TUIBI 3alIUThI, ONIMCAHHBIE HUKE B 3TOM paznene). JanHblil criocod He
SIBJISIETCS HAJEKHBIM CIIOCOOOM 3amuThl 06a3 naHHbIX. CyIIECTBYET 10CTATOY-
HO€ KOJMYECTBO OECIUIATHBIX U IUIATHBIX YTHJIMT, OTOOpaKAIOIIMUX Napoib. B
TOM 4HClie AOCTYNHBI MUCXOJHMKM Koja Ha VBA, mo3Bojsionue npoyuTaTh
TaKOW MapoJib.

7.1 Wcnonb3oBaHue 3aWwmThbl HA YPOBHE Nonb3oBaTens

Hanbonee rubkuii u pacrnpoCTpaHEHHBIN CIOCOO 3amUThl 0a3bl JaHHBIX
Ha3bIBAIOT 3AIMTOW Ha YpPOBHE IMOJIb30BATENsl, MO3BOJIIONICH YCTAaHOBUTH
pas3IMYHBIC YPOBHH JOCTYIAa K BaXKHBIM JaHHBIM U 00beKTaM B 0a3e JTaHHBIX
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JUISL pa3JIMYHbBIX MOJIb30BaTeNel. JlaHHbBIM BU 3aIUATHI PEATU30BaH B BEPCHUAX
Microsoft Access mo 2003 BxarountensHo. Haunnas ¢ Access 2007, Microsoft
peanu3yeT Apyroi MyTh 3alIUThl HA OCHOBE HU(PPOBBIX MOJNUCEN. 3anumTa Ha
ypOBHE ToJsib3oBaTeneil Microsoft Access peanusyeT u30MpaTeabHbIi MOAX0T
pasrpaHudenust goctyna. [Ipy akTHBU3alMKM JAaHHOTO BUJA 3alllUTHl B 0asze
naHHbeIX Microsoft Access agMuHuCTpaTop 0a3bl JaHHBIX WM Biajiesel] 00b-
€KTa MPEIOCTABIISIET ONPEAEICHHBIE Pa3pEIEHUs OTAEIbHBIM MOJIb30BATEISAM
U TpYIIaM I[O0JIb30BaTeNe Ha cienyromue OOBEKThI: TAaOJIHUIbI, 3ampocChl,
(OpMBI, OTYETHI U MAKPOCHL. YUETHBIE 3alMCH CUCTEMBI OE30MMaCHOCTH OIpe-
JEJSIIOT TOJIB30BATENE M IpyNIbl MOJb30BATENEH, KOTOPBIM pa3pelieH J10-
CTYIl K 00beKkTaM. JTa HH(pOpMAIHs, KOTOPYIO Ha3bIBAIOT CBEJICHUSAMHU O pPa-
Ooueil TpyIine, coXpaHseTcsl B crelruaibHoM ¢aiine padodeit rpynmnsl. Daiin
pabouell rpynnbl COAEPKUT CBEJIEHUS O IMOJb30BATENSAX, BXOAAIIUX B pado-
YyI0 TpyIIy. OTU CBEJICHHS BKIIOYAIOT MMEHA YYETHBIX 3alUCeH MOIb30BaTe-
Jel, UX MapoJii U UMEHa TPy, B KOTOpbIE BXOAST Mojib3oBaTenu. s co-
3nanus aitna pabouux rpynn U noAxiaodeHus ero Kk bJl ucnonbsiyercs crie-
[UATBHOE MPUIOKEHUE «AJTMUHUCTPATOP PAOOUUX TPYIIID.

[Tocne Bxona B cucteMy aHanusupyercs ¢ain padoyeil rpymnmsl, B KOTO-
POM KaXXIblil MOJb30BaTENh UACHTU(UIIMPYETCS YHUKAIBHBIM KoaoM. I'pyr-
aM ¥ TOJIb30BaTeNIM MPEAOCTABIIIOTCS PA3PEIICHUs, ONPEIEISIONUE BO3-
MOKHOCTh UX JOCTyNa K KaKJI0MY 00beKTy 0a3bl JaHHBIX. CylIecTBYIOT ABa
TUIA Pa3pelleHUid Ha JOCTYI: SIBHbIE M HesBHbIE. Pa3peleHus Ha3bIBAIOTCS
SIBHBIMU, €CJIM OHU HEMOCPEACTBEHHO MPUCBOEHBI YUYETHOM 3aMKCH MOJIb30Ba-
TEJISl; TAKUE pa3pelICHUs] HE BIMSIOT HAa pa3pellieHus] APYruxX MoJIb30BaTEEeH.
HesiBHBIMU Ha3bIBAIOTCS pa3pelleHUs] HA JOCTYI, IPUCBOEHHBIE YUETHOM 3a-
nucu rpynmsl. [lob30BaTenb, BKIIOYEHHBIN B TaKylO TPYIIY, IMOJYy4aeT BCE
pa3pellieHus, MPEJOCTABICHHbIC TPYIIE; yAAJICHUE IOJIb30BaTeNsl M3 3TOU
IPYNIBI JIMIIAET €r0 BCEX Pa3pelICHU, IPUCBOCHHBIX JAHHOW rpynne. Pas-
pemeHns xpaHsatca B camoil b/l. PasgensHoe XpaHEHME YUYETHBIX 3amuced U
MaTpulbl 10cTyna (cMOTpH Puc. 2) nmoBbiaeT HaIe)KHOCTh CUCTEMBI 3aIUTHI.
Ecnu nonp3oBartenb ¢ 1aHHBIM UAEHTU(UKATOPOM HE OOHAPYKUBAETCS B MPH-
coeIMHEHHOM (paityie pabouux rpymn, J10CTy K 00bEKTaM OTKJIOHSIETCSI.
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4 )

daiin pabouux rpymmn

o [Tomp3oBaTens AcCess
(Bctpoennsie yuetHsie 3armmcu Admin, User)
¢ ['pynma noxp3oBaTeneii ACCESS
(Bctpoennbie rpynmel Admins, Users)

N O
Marpuna

OK3eMILIIp JocTyna
MS Access

J
Puc. 2 Cxema 6e3omacuHoctu CYBJ] MS Access

[Ipu mombITKE MOJIH30BATENS BBIMOJIHUTH KaKyl0O-JIMOO OIEepalio ¢ 3alu-
HMIEHHBIM OOBEKTOM 0a3bl JAHHBIX €r0 TEKYIIUE Pa3pelICHUs] ONPENESIOTCS
KOMOUWHAIMEN SBHBIX U HESIBHBIX paspenieHuit Ha noctymn. Ha ypoBHe mosb30-
BaTesie Bcerja NeUCTBYIOT MUHUMAJIbHBIC OTPaHUYCHUSI U3 HallaraeMbIX SIB-
HBIMU pa3pelIeHUsIMU JJI MOJIB30BaTENs U I BCEX TPYII, K KOTOPBIM MpH-
HaJIJICKUT AaHHBIN moJib3oBatelb. [loaToMy mpocTediuM crnocoOom yrpas-
JeHust pabouel Tpynmnou sIBJISIETCS CO3/aHUE HOBBIX TPYIIT U OMpPEICIICHHE
pa3pellIeHuil Ha TOCTYN JJis ATUX TPYMI, a He JJIsl UHAUBUIYATbHBIX MOJIb30-
Bartenen. [locne 3Toro m3MeHeHue pa3peleHuil g OTACIbHBIX MOJIb30BaTE-
Jiel OCYIIECTBIISICTCS MyTeM J00aBJICHUS MOJIb30BaTEIeH B IPYNIbl WA yJa-
neHus ux u3 rpynm. Kpome Toro, npu HeoOX0IUMOCTH TPENOCTABUTH HOBBIE
pa3pellIeHus, OHU MPEAOCTABISIOTCS Cpa3y BCEM Wi€HaM TpyNIbl B OJHOMI
oneparuu.

B Microsoft Access onpeneneHsl 1Be CTaHAAPTHBIE TPYIILI: aIMUHUACTPA-
Topsl (rpynna «Adminsy») u mons3oBarenu (rpynmna «Usersy»), HO JOIyCcKaeTCs
ompeseeHre AOMOHUTENbHBIX rpymm. Ynensl rpymmsl «Users» MOTyT ObITh
JOMYIIEHBI TOJBKO K MPOCMOTPY JAaHHBIX B TaOnunax. YnaeHsl rpynmbl
«Adminsy» UMEIOT pa3pelleHus] Ha IOCTYyl KO BCeM OO0BheKTaM 0a3bl JaHHBIX.
Ecnu nyst cucteMsl 3aUThI 1OCTATOYHO TPYIIIIBI aIMUHUCTPATOPOB U TPYIIIIHI
MOJIb30BaTENIC, TO HET HEOOXOJUMOCTH CO3/1aBaTh JApPyrue rpymnmnsl. B sTom
ciiydae HE0OXOJMMO MPUCBOUTH COOTBETCTBYIOIIME Pa3peIIeHUs Ha JOCTYII
cranaaptHoi rpymnme «Users» u 100aBUTH JOTOJHUTEIBHBIX aIMUHUACTPATO-
pPOB B cTaHAapTHYIO rpynmny «Adminsy. Kaxaslii HOBBIN MOJIb30BaTENlb aBTO-
Matuyecku nodasisiercs B rpynmy «Usersy. Tumnossie paspenieHus Ha JOCTYT
st tpynnbel «Usersy moryT Bkimodath «UteHue naHHbBIX» U «OOHOBIICHHE
JTAHHBIX» JIJIs1 TAOJUIT U 3a1pocoB U «OTKpBITHE/3aTyCK» 17151 (HOPM U OTYETOB
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B ciayuyae HeoOxoaumocT Oosiee pa3BEeTBICHHON CTPYKTYpbI YIIpaBJICHUS
JUISL PA3JIMYHBIX TPYIII MOJb30BATEIEH, UMEETCS BO3MOKHOCTh CO3/IaHUS HO-
BBIX TPYII, MPUCBOCHHUS TPyINIaM Pa3IHYHbIX HaOOpPOB pa3pellieHUil Ha J10-
CTyn U J00aBJICHHsS] HOBBIX IIOJIb30BaTelied B COOTBETCTBYIOLIUE TPYIIIHI.
Hampumep, MOXHO OpraHu3oBaTh 3alIUTy 0a3bl JaHHBIX «3aKa3bD» C MOMO-
IIbIO CO3J]aHUS YUETHBIX 3anucell « Y paBIsomue» AJi pyKOBOJICTBA (PUPMBI,
«IIpeacraBurenn» uisi TOProBeIxX npeacTaBurenei u «llepconamy nns aamu-
HUCTpaTUBHOTO mepcoHaina. [lociae 3Toro ciemyer mpuUCBOUTH HauWOOJIbIIEE
KOJIMYECTBO PA3PEIICHUN rpymnne «YpaBSIOIINE», MPOMEXYTOUHOE KOJIU-
yecTBO rpyme «lIpexcraBurenn» n MmuaumansHoe rpynme «llepconam». Ilpu
CO3/IaHMU YYETHOM 3alHUCH Ui HOBOT'O COTPYJIHHUKA 3Ta 3aIUCh OyneT n1o0aB-
JATHCA B OAHY M3 TPYIII, U COTPYIHUK aBTOMAaTUYECKU MOJYUUT pa3pelieHus,
MpUHAJIEKAIIME 3TOU TPYIIIIE.

Korna nmons3oBarens B MEpBBIA pa3 3amyckaeT Access MOCIe YCTaHOBKH
Microsoft Office, Access aBToMaTuuecku co3aaeT (aitn padbodeit rpymmbl, KO-
TOPBIA MIEHTU(PUIUPYETCS MO YKa3aHHBIMHU I0JIb30BATEJIEM MMEHH U Ha3Ba-
HUIO opraHu3auuu. OTHOCUTENBbHOE pacroioxeHue ¢aina paboueld rpymnmbl
3aMMCBIBAECTCS B CIEIYIOLIUE IIapaMETPhl peecTpa:

HKEY CURRENT USER\Software\Microsoft\Office\1l0.0\Access\Je

t\4.0\Engines\SystemDB u

HKEY USERS\.DEFAULT\Software\Microsoft\Office\1l0.0\Access\

Jet\4.0\Engines\SystemDB

Tak kak moxyuyeHue 3Tol MHPOPMAIUU HE MPECTABISAET 0COOOTO TPY/a,
CYILIECTBYET BEPOATHOCTh TOTO, YTO KTO-TO CMOYKET CO311aTh IPYT'YIO BEPCHUIO
daiina pabouel Tpynmbl U MPUOOPECTH HEOTHEMIIEMbIE Pa3PEIICHUS HA J0-
CTYN C IOMOILBIO CTAaHAAPTHOM YYETHOW 3alMCH aJIMUHHUCTPATOpa, T.K. MPO-
rpaMma YCTaHOBKM aBTOMAaTHYECKH J100aBisieT B rpymnmy «Adminsy cTaH-
JApTHYIO YUETHYIO 3amuCh mosib3oBatens «Adminy. YToObl nzbexars 3TOTO,
MpU AKTUBHU3ALMU 3alIUThl HA YPOBHE I0JIb30BATENIsI HEOOXOAMMO CO3/1aTh
HOBBIN (paitn pabouelt Tpynmnbl U TPUCOEIUHUTH ero K 3amuimaemon bJI. Co-
3aHHBIN (paiia paboyeill TPyNIbl UCHOJIB3YETCS MPU OTKPHITUU HE TOJIBKO 3a-
LIUIIAeMOW, HO JIt000H Apyroil 0a3bl JaHHBIX, YTO BBI3BIBAET CEPbE3HBIE HE-
yno6ctBa. Ecnu ninanupyercs ucnolib3oBaTh (pailyn pabodeil rpymnibl sl KOH-
KkpetHoH b/, cienyer co3narh ApiabIK 1t OTKPBITUA 3TOM b/l 1 B KOMaHIHOU
CTpPOKE KOTOPOTO yKa3aThb mapameTp /wrkgrp u momHoe ums daitna pabodeit
rpynnsl. Hanmpumep:

"C:\Program Files\MSOffice2003\OFFICE11\MSACCESS.EXE"

/WrkGrp C:\test\gr.mdw

Haznauenue paspemieHuii. HasHauaTb U U3MEHATH pPa3pelleHUsT MOTYT
CIEAYIOUIUE TIOJIb30BATEIIN:
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e yjieHHI Ipymmsl «Adminsy;
e BIajelel] 00bEKTA;

e 1000¥ MOJB30BATENb, MOTYYUBIIUN HA 3TOT OOBEKT pa3peuieHUs aji-
MUHHUCTpaTOpa.

[Tonp3oBaTeNw, SBISIONIMECS WICHAMH TPYMIbl «Adminsy WM BiIaaelb-
1IaMd OOBCKTOB W HE HMMEIOIIHME Pa3pEIICHUs Ha BBIMOJHEHUE KaKOTO-THO0
NIEHCTBUSA, HMEIOT BO3MOXKHOCTL Ha3HAYUTh UX ce0€ CaMU.

[Tonp30BaTenb, CO3/ABIIMKN TAOIMILy, 3aMpoc, PopMy, OTYET UM MAKpPOC,
SIBJISIETCS BIIJIeIblieM 3TOro oobekTa. Kpome Toro, moiap3oBaTeu, BXOISAIINE
B rpynny «Admins», MOTYT TakK€ CMEHHUTh BJIaJieiblla 00hEKTa WJIM 3aHOBO
C03/1aTb OOBEKT, UTO SIBJISICTCS AIbTEPHATUBHBIM CITIOCOOOM CMEHBI BJIaJielblia
obbekTa. [ co3manus 00beKTa JOCTATOYHO UMIIOPTUPOBATH WIIM SKCIIOPTH-
POBaTh ATOT OOBEKT B APYTyI0 03y TaHHBIX UJIH C/ICJIaTh KOIHIO 00BbEKTa. DTOT
MIPUEM SIBIISICTCS MTPOCTEUIIMM CITOCOOOM CMEHBI BIIJIEbIla OOBEKTOB, B TOM
YHCJIe ¥ BCeH 0a3bl JJaHHBIX.

HexoTopelie pa3pernieHus Ha JOCTYN aBTOMAaTHYECKH MPEIOCTaBIISIOT APY-
rue paspemrenusi. Hampumep, paspenieHue «0OHOBJICHUE JAaHHBIX» Ha TaOJIu-
IIy aBTOMATUYECKH TPEIOCTABIISCT pa3peIIeHUs «UTCHUE JaHHBIX» U «UTEHUE
MakKeTay, He0OXO0UMBbIe JIJI1 U3MEHEHUS JIaHHBIX B Ta0nwmie. Pa3pemenus
«M3MEHEHHE MaKeTa» W «UYTCHHE JaHHBIX» aBTOMATHYECKHU IPEAOCTABIISIOT
pa3pelIeHue «ITeHHEe MakeTay. JIJ1si MaKpoCOB pa3pelicHrue «UTCHHE MaKeTa
BJICYET MPEIOCTABIICHUE Pa3pCIICHHS «OTKphITHE/3anmyck». [Ipu m3mMeHeHun
00BEKTa M €ro MOCIEIYIOMEM COXPAaHCHHH pa3pelieHUs Ha JOCTYH K HEMY
coxpanstoTrcs. OgHaKo eclii O0OBEKT COXPAHSCTCS IMOJ HOBBIM HMEHEM, OH
CTAHOBUTCS HOBBIM OOBEKTOM H, CJEAOBATEIIbHO, TOJIyYaeT pa3pelIeHus,
YCTAaHOBJICHHBIC TI0 YMOJITYAHHUIO JIJISl JTAHHOTO THIIAa OOBEKTOB, a HE pa3pelie-
HUS UCXOIHOr0 OOBEKTA.

YcraHoBKka M CHATHE 3allMTh. B HEeMCTBUTEIBHOCTH, CHCTEMa 3aIllUThI
Microsoft Access Bcernma Bikio4yeHa. J[0 aKTHUBW3AlMK 3allUTHl Ha YPOBHE
roJib3oBateliss Microsoft Access aBTOMaTHYECKH TOJKIIFOYAET BCEX IT0JIb30Ba-
TeJel ¢ MOMOIIBI BCTPOSHHOW YYETHOHW 3amucH IMojb3oBaTens «Adminy c
mycThIM maposieM. Microsoft Access HESIBHO HCHOJB3YeT JaHHYIO YUYETHYIO
3aMuCh KaK yYETHYIO 3alKCh aJMUHUCTpATOpa paboueil Tpymmbl, a TaKXKe Kak
BJIJIeIbIIa BCEX CO37aBaeMbIX 0a3 JaHHBIX W TaOUIl, (HOPM, OTYECTOB M MaK-
POCOB.

YToOBl aKTUBUPOBATH 3AIIUTY HA YPOBHE IMOJIH30BATEIST HEOOXOIUMO BBE-
CTH TIapoJib TOJIb30BaTeNs MpHU 3amycke Microsoft Access. Jlns akTuBanuu
MOSIBJICHUST OKHA BBOJIA MAPOJIS JOCTATOYHO HAa3HAYUTH MapOJIb MOJb30BaTEITO
«Adminy (BHayasne oH myctoi). COOTBETCTBEHHO, JIJIsi OTKJIIOUYEHUS BBIBOJAA
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JMAJIOTOBOTO OKHA BBOJIA MAapoJisi CJIEAYET CHATh Mapoiib 3amucu «Adminy.
[TockonpKy ydeTHBIE 3alUCH MOJIb30BaTes «Adminy COBEpIIEHHO OIMHAKO-
BBI JUUIs BCeX dK3eMIuisipoB Microsoft Access, To mepBbIM I1IaroM npu OpraHu-
3al[MM CUCTEMBI 3aLIUTHI ABJISIETCS ONPENEICHUE YUYETHBIX 3alHCEl aJIMUHU-
CTparopa U Biajenblia (MM €IMHON YYETHOM 3amucH, SBISIIOUIEIHCS 3alliChio
U aJIMUHHCTpATOpa, W Biajenbiia). [locie 3Toro cienyer yaaiuth y4eTHYIO
3anuch nosb3oBatens «Admin» u3 rpynnsl «Admins». Ecnu atoro He cre-
JaTh, T1000# mosb3oBares MICrosoft ACCess cMoXeT MOAKIIOUUTHCS K pabo-
Yeil rpyIine ¢ MOMOIIbIO yUeTHOM 3anmucu « Adminy U MOTy4YUTh BCE paspeliie-
HUS Ha JOCTYyN K TabnuiiaM, 3ampocam, popmam, oTdyeTam u MakpocaMm pabo-
yeil rpynibl. Kpome Toro, rpynne USers no ymMoa4aHuiO MPUCBOEHBI BCE Ipa-
Ba focryna. Tak kak 000 moias3oBareab ACCESS BXOIUT B ATy IPYIILY, TO
OH HESIBHO TaKXe MoJlydaeT Bce mpaBa goctyma. [[oaToMy, BTOpBIM I1arom

SBJISIETCS MUHUMM3AIUS TpaB Tpymibl USErs 10 MUHUMaJIBHO TpeOyeMOoro
ypoBHs. ClieayronuM BaXXHBIM IIArOM SIBJIIETCSI CMEHA BIIaJIeblia BCeX 00b-
extoB b/l ¢ yuetHo# 3anucu «Adminy Ha HOBYIO YUETHYIO 3alUCh BJaJelblia
MyTeM CO3J]aHusl HOBOM 0a3bl JaHHBIX U UMIIOPTA B HEE BCEX OOBEKTOB U3 HC-
XOJTHOM 0a3bl JaHHBIX. B 3aKkimioueHne mporu3BOAUTCS HACTPOIKA pa3peIIeHH.

B rpynny «Admins» pa3pemaercs 100aBIsATh MPOU3BOJIBHOE YHCIIO yUET-

HBIX 3aMKceil, 0JJHAKO BiajelblieM 0a3bl JaHHBIX MOXKET ObITh TOJIBKO OJIHA
y4eTHasl 3aluCh - Ta, YTO OblJIa aKTUBHOM MPHU CO3IaHUK 0a3bl JaHHBIX, JIUOO
Ta, YTO ObLJIa aKTUBHOM IMpU Mepeade mpaBa BiaJIebla IMyTeM CO3AaHUs HO-
BOM 0a3bl TaHHBIX U UMIIOPTA B HEE BCEX OOBEKTOB M3 MCXOJHOM Oa3bl JaH-
HbIX. OJIHAKO YUYETHBIE 3aMKUCHU TPYII MOTYT SIBJISIThCS BJaJeibllaMH TaOJIuII,
3arpocoB, (popM, OTYETOB U MAKpOCOB Oa3bl HaHHBIX. [l BXoaa B Microsoft
Access MoryT ObITh MCHOJBb30BaHbl TOJBKO YYETHBIE 3aIHCH IMOJIb30BATENS;
BXOJ] C IOMOIIBIO YUYETHOM 3alIUCHU TPYIIIBI HEBO3MOXKEH.

JIist cHATUS 3alUTHI HA YPOBHE MOJIH30BATENsI HEOOXOAMMO CO37aTh HO-
Byto BJl, B sipibike mponucath myTh K 3T0i BJl, k ¢aiiny pabouux rpymm 3a-
nuiéHHo B/l ¥ mpu OTKPBITUM yKa3aTh UMSI U MapoJib Biajeiblia. 3aTeM
HE0OXO0IMMO UMITIOPTHPOBATh B co31aHHy0 b/ Bce 00bekThI 3ammuménHoin b/1,
[ocJie 4ero CMEHUTh BIAJIeNblla BCEX OOBEKTOB HA BCTPOEHHYIO YUYETHYIO
3anuch Admin. B 3akitoueHne oCcTaeTcsi OTKIOYUTh OKHO TOSIBJICHUS 3arpoca
napoJsi, CHSB Mapoiib 3anucu « Adminy.

3amura Access SBISIETCS OTHOCUTEIBHO HEHanexkHOo#. Mmerores crnerua-
JU3UPOBAHHBIE TTPOTPaMMBbI, MTO3BOJISIIOIIME Y3HATh UMS M TIApOJib Biajieliblia
BJI. I1pu orcytcTBum daiisia pabounx rpymnm ero ToKe MOXXHO BOCCTAaHOBHUTb.
Jlist aToro moTpedyeTcsi y3HaTh UMEHA U UACHTHU(PUKATOPHI BIAJCIBIEB 00b-
extoB b/I. [Tockonbky 5Ta nHGOpMaIHs cogepKuTcs B (paitie 6a3bl JaHHBIX, TO
M OHA MOXET OBITh M3BJICUYCHA C TIOMOIIBI0 TakuxX mporpamm kak AOPR.

98



Nuornma nnst B3noma b Access coBceMm He 00s3aTENBHO MCTOIB30BATh PO-
IrpamMMBbl, ITO3BOJIAIOLIME OINpenenuTh napoib b/[ nim nosb3oBarens. Yacto
POrPAMMUCTBI COBCEM HE 3a00TATCA O COKPBHITUU MApOJIsi B TEKCTE MPOTrpam-
MBI. 3aIyCTUB MPOrpaMMy, padoTaIOIIyIO C 3alUIEHHON B/], MOKHO OT-KpBITh
B IIECTHaALATepUuyHOM penakrope WinHex BuUpTyalibHyI0 MaMmsTh 3TO- TO
npunoxkenus. [Iposeas nmouck Unicode ctpok Buaa ‘User ID="; 'Password="
'Database Password=" wim 'pwd=' MOXXHO HaWTH UM IOJb30Ba- TEJsI, €ro
napojb U MapoJib 0a3bl JaHHBIX. MOKHO U BOBCE MPOUTHOPUPOBATH HAIUYUE
3amuThl. CylIeCTBYIOT MPOrpaMMBbl, HallpUMep, MporpaMma BOCCTa- HOBJICHUS
BJI Access AccessRecovery, kotopast co3qaét HOBBIN (aiin 6e3 3a- MUTH U
MEPEHOCUT B HETO TaOJMIIBI, 3ampochl, (HOPMBI, MAKpPOCHI, OTYETHI M KOJI
MO/TyJIEH.

7.2 MeTtoabl NPOTUBOAENCTBUA B3NOMY 3alMUTbl ACCESS.

3ammrTa ¢ ucnoJab3oBanueMm mnapoJs B/, comepxkamero Heme4aTHbIe
CUMBOJIBI. B mepByro ouepenb 3TOT croco0 HalelleH Ha MPOTHUBOJEHUCTBUE
OTIpE/ICNICHUIO NapoJiel ¢ MOMOUIBIO CHEeNHAbHBIX porpamMM. Crocob ocHo-
BaH Ha ToM, 4yTo mapoib bJ] dopmara Access 2000 u 2002-2003 - TekcToBas
ctpoka B popmare Unicode. [Ipu 3TOM, HET HU KaKMX OTPAHMYEHUN Ha €€ CO-
nepxxkumoe. CTaHmaapTHBIM cOCOO0 YCTAaHOBKU W HCIMOJb30BaHus mapois b/l
MO/IPa3yMEBAET €ro BBOJI C KJIABUATYphl B JUAJIOrOBOM OKHE. Eciu cTpoka mna-
pOJI COACPKUT HENeYaTHbIe CUMBOJIbI, TO OHU HE OyIyT KOPPEKTHO OTOOpa-
YKEHBI POrpamMMoi, oTkpsiBatomer napoau b/[. C npyroi cTopoHsl, 3TOT na-
POJIb HEJB3s1 BBECTU B IMAIIOTOBOM OKHE IIpH OTKpbITHH B/l B MS Access, 4To
TpeOyeT HamrcaHue CHelMalbHOW IporpaMMBbl 3arpy3uuka. B crnenudukanuu
6a3 mansbix U B crpaBke 1o DAO 3.60 yka3zaHo, 4TO MaKCUMaJIbHOE YHCIIO
CHUMBOJIOB B mapoje - 14. Ho Ha camoMm aene ux moxet ObITh 20. 3aganue mna-
poisia B 20 CHMBOJIOB C HAaJIMYHEM HECKOJIBKO HENEYaTHBIX CUMBOJIOB IPHUBO-
JUT OOJIBIIMHCTBO B3JIaMbIBAIOIIKX MPOTPaMM B ITOJHOE 3aMEIIaTeIbCTBO.

3ammurTa nyrem moaudukannu ¢aina b/l u ero pacmupennst. J[anHbiii
Croco0 3aImuThl OCHOBaH Ha MoJudUKAIMU NepBhIX OalT ¢aiina. Takum 06-
pas3oM, nepes oTkpbiTieM b/l ¢ MOMOIIBIO0 JONIOIHUTEIBHON POrPpaMMBI B €€
¢aiin 3anuchiBaeTCs MPaBUIIBHBIM 3aroJIOBOK, XpaHUMBIM B IporpaMmme J0-
CTyIla, a IOCJIE 3aKPBITUS BO3BpalaeTCs HENpaBuibHbIM. [Ipu momnbsiTke oT-
KpbeITh (aitn B/l ¢ momousio ACCESS mosiBieTcs cooOUIeHnE 00 OnImoKe.
DTOT €Moco0 3alUThl XOPOIIO COBMECTUTh CO CIIOCOOOM HM3MEHEHHS PacCIu-
penus Qaiina. Hanpumep, MoxHO B3sTh 3aroioBok dbf daiina u 3anucare ero
B Hayanio mdb ¢aiina. Jlanee usmenuts pacmmpenue (daiina Ha dbf. Ykazan-
HBII METOJ HE T0CTAaTOYHO A((PEKTUBEH, TaK KaK MPOrpamMmy, pabOTarOMIYIO C
b/, MO>XKHO MpepBaTh UCKYCCTBEHHO W Ha JUCKE OCTAHETCS HE 3alIUILIEHHAS
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BJI. [ToaTOMy CTOMT €ro MCIOIB30BaTh TOIBKO B COYETAHWM C IPYTMMH CIIO-
cobamu.

3ammuTa usmMenenneM Bepcuu BJI. DToT criocob - manpHEiIIee pa3BUTHE
uaeu MOAU(pUKALMU 3aroyioBKa Qailyia ¢ 1eabl0 NPOTUBOJACHCTBUS MPOrpaM-
MaM, YATAIOLUM apoiau. MeTo1 0CHOBaH Ha TOM, 4To AJis1 paboTsl ¢ b1 Access
97 m BbILLIE IPOTPAMMBbl UCIIOJIB3YIOT Pa3HbI€ AJTOPUTMBI YTEHUS Na- PO U
IPU 3TOM IBITAIOTCSA CAMOCTOATENBHO onpeaenuTh Bepcuto mdb daii- na. s
OTIpe/IeNICHUS] BEPCUU MOKHO MCIOJIb30BaTh MOCIEN0BATENbHOCTD U3 40 Oailt,
HaunHasg ¢ 122 Gaiita ot Hauana (aiina. Ecnu B B/ Access 97 Bnu- caTh 3Ty
nocneaoBareabHOCTh OT Access 2003, To MS Access, OuOIHMOTEKH AOCTyMa
ADO u DAO 6yayTt HopMmaiibHO paboTaTh ¢ 3TUM (ailioMm, a 60J1b- HTMHCTBO
B3JIAMBIBAIOIIMX MAPOJIM IPOrPAMM HET. AHAJOTUYHBIN pE3yJIbTAT MOKET OBITh
MOJlydeH TMpHU Tepecagke OaWToBOW mociemoBaTenbHOCTH M3 ACCESS 97 B

Access 2003.
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8. ApxuteKkTypa cuctembl 6e3onacHocTn SQL Server

Cucrema 6e3onacHoct MS SQL Sever peanusyeT TUCKpEMOHHBIN U po-
JIEBOM MOJXOMABI K YIPABJICHUIO JOCTYIIOM U UMEET JBa YPOBHS: ypPOBEHb CEp-
Bepa U ypoBeHb 0a3bl JaHHbEIX (cMoTpH Puc. 3). Ha ypoBHe cepBepa paszpera-
€TCSl WA OTKJIOHSIETCA JOCTYII MOJIb30BaTENEN K camomy cepBepy. Ha ypoBHe
0a3bl JAaHHBIX TMOJI30BATEIH, UMEIOIIUE TOCTYIl Ha YPOBHE cepBepa, Moryda-
10T JOCTYI K 00beKkTaM 0a3bl NaHHBIX. Takoil moaxod mo3BoJisieT 6oee THOKO
YOPABJISTH TOCTYTIOM TOJIb30BaTeNeH K 0a3am JaHHbBIX.

4 User ID )

TTonr3osarens Windows
I'pynma Windows

+ mosp3oBatenb SQL server
(cMelIaHHBIN pexXuM)

SNZ
~
qDI/IKCI/IpOBaHHBIe
Ox3emrusap SQL pOITH CepBepa
Server b/l
(cimyx6a Windows) Master
J

VYposeHs Ge30macHOCTH cepBe-

e OukcupoBaHHble poiu B/ 4 v \ 4

o [Tonp3oBarenbckue poau b1

e S|BHBIE pa3pellIeHus Ha J0- “ u “
cryn (GRANT, REVOKE)

Yposenb 6e3omacHocT B

Puc. 3 O606mennas cxema 6e3omacaoctu CYBJ MS SQL Server

Ha ypoBHe cepBepa cucteMa 0e30MacHOCTH OTEPUPYET CICAYIOMIUMH TO-
HATHSAMMU:
e ayrenTudukarnus (authentication);

e yueTHas 3anuck (login);
e BCTpoeHHbIe posn cepBepa (fixed server roles).

Ha ypoBHe 06a3bl JaHHBIX HCIIOIB3YOTCS MOHATHS:
e moyib30BaTeb 0a3bl JaHHbIX (database user);

e (ukcupoBaHHas pojb 0a3sl manubIx (fixed database role);
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e I10JIb30BaTEILCKas POJIb Oa3bl maHHbIX (USers database role);
e poub npusoxeHus (application role).

CremoBaTeabHO, MOKHO BBIICIHUTD JBE IPYIIIbI POJICH:
e poiu cepBepa (server role);

e poumu 0a3bl JaHHbIX (database role).

8.1 Cucrema 6e3onacHOCTM YPOBHSA cepBepa

SQL Server ucnoisib3yet AByX3TallHYIO0 cXxeMy ayTeHTH(UKaiuu. Bravaie
M0JIb30BaTENIb AyTEHTUPUIUPYETCS CEepBEpOM. TOIBKO TMOCHE YCIEIHON
ayTeHTHU(PUKALUA HA CEpBEPE IMOIb30BATEII0 MOXKET ObITh MPEAOCTABICH J10-
cTyn K ogHoi uiu HeckodbkuM BJ[. SQL Server xpanut Bcro nundopmanuo o
PETHCTPAlIMOHHBIX 3aMMHUCIX B 0a3e JaHHBIX master.

SQL Server mpeaaraeT nBa pexxuMa ayTeHTH(DHUKAITAN TTOJIb30BaTEIICH:

e Pexum ayrentudukanuu cpeactsamu OS Windows. B atom pexxume

SQL Server noaHOCTBIO JOBEPSET ONEPALMOHHON CUCTEME MPU ayTEH-
TU(UKAIIUN TTOJIB30BATENECH;

e Cwmemannbiii pexxum ayteHtudukamun (Windows Authentication and
SQL Server Authentication). B aTom pexumMe cUCTeMbl ayTeHTH(HKA-
un Windows u SQL Server cymiecTByrOT He3aBUCHMO APYT OT ApyTa.

[Tpu ycranoBke SQL Server olHUM U3 NEPBBIX PEUICHUN, KOTOPBIE CIIETY-
€T TPHUHATH, SBISICTCS BBIOOP HMCIOJB3YEMOTO METOJa ayTeHTU(DUKAIINH.
VY CTaHOBICHHBIM TPU MHCTALIALMHN PEXUM ayTCHTH(UKAIIUM MOKHO H3Me-
HUTH Ha cTpanwmile Security auansoroBoro okHa SQL Server Properties B yTu-
aute Management Studio. B mporpaMMHOM KOJ€ YCTaHOBICHHBIH PEXHM
ayTEeHTU(UKAIIMK MOYKHO TIPOBEPUTH C IMMOMOIIBI0 CHCTEMHON XpaHUMOM IPO-
neaypst Xp_loginconfig:

EXEC xp loginconfig 'login mode'

Pe3ynbTaT BBIMOJHEHHS 3TOM MPOLEIYPhl BBITVIAUT CICAYIOIIUM 00pa-
30M:

name config value

login mode Mixed

CoOTBETCTBEHHO, I10JIH30BaTENb JOJDKCH OBITh MICHTHU(MUIIMPOBAH CEpPBE-
POM OJHUM M3 CJIEAYOUIUX METOJOB:

e C TIOMOIIBIO YYETHOM 3amucu nojb3oBarens Windows (B obmem ciry-

yae MpUHAJISKAIIeH HEKOTOPOMY IOMEHY WK pabodei rpymre);

e Ha OCHOBE WICHCTBA B OJHOM M3 rpyI nojs3oBatenein Windows;

® C TIOMOIIBI0 OTAEIBHOW perucTparronHou 3amucu SQL Server (ecnu
Ha CEPBEPE UCIIOIB3YETCS CMEIIaHHas MOJIeNb O€30TTaCHOCTH).
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He cnenyer mytath peructpanuonssie 3anucu SQL Server ¢ yueTHbIMU
3anucamMu Windows B 3TOM cepBepe 06a3 JaHHBIX. JTH JBa TUIA PETUCTPALUU
coBepilieHHO pa3nuyHbl. [Tonb3oBaTtensm SQL Server He Hy>KeH JOCTyH K Ka-
Tajgoram, rje Xpanarcs (anibl 6a3pl JaHHBIX, WM K JIIOOBIM ApyTuM (aiiam,
TaK KaK peasbHbli AOCTYM K (aiiam ocymecTsiseT npouecc SQL Server, a He
caM moJib3oBaTelNb. B TO e BpeMs mpaBa JocTyna K (ailiiaMm HyKHbI ca- MOMY
npoueccy SQL Server, cienoBaTenbHo, eMy Hy»Ha ydeTHas 3amuch Windows.
311ech TaKKe JOCTYIIHBI JBa BapUaHTA!

YdeTHas 3amMch JIOKANbHOTO agMuHHcTpaTopa. SQL Server moxer
WCITOJIB30BATh 3Ty YUYETHYIO 3aIUCh JJIS TIOTYYCHUS JOCTYIA K KOMITh-
I0TE€py, Ha KOTOPOM yCTaHOBJICH. DTOT BapHUaHT MICHTHYEH yYCTAHOBKE
Ha 000COOJICHHBIN CepBEp, TaK Kak B 3TOM CJIydae HET BO3MOXHOCTHU
MOJ/ICP)KUBATh CETEBYIO cucTeMy Oe3omacHocTH Windows, HeoOxou-
MYIO JUIsl pacrpeiesieHHON 00paboTKy;

VYyeTHas 3anuch nojp3oBaTens goMeHa (pekomenayetcs). SQL Server
MOJKET UCTIOJIh30BATh YUCTHYIO 3aIUCh MoJib3oBaTelst fomerna\Windows,
CO3JaHHYIO CHEIHUATBHO JJISi HEro. YYEeTHOW 3aluCH TO0JIb- 30BaTElIs
SQL Server moryT ObITh Ha3HAY€HbI aJIMUHUCTPATUBHBIC MPUBUIICTUH
JUTSL JIOKAJIbHOTO CEpBEPA, U MOCPEJICTBOM HEro OH MOKET IMOJIYYUTh
JOCTYIl K CETH ISl TOAJEpXaHUS B3aMMOJEHCTBUA C JPYTH- MU
cepBepamu.

Habop poneii cepBepa ctporo orpannyed. Hukro, Bkitouas aqMUHUACTpA-
TOpa cepBepa, HE MOXKET CO3/aTh HOBYIO WJIM yIAJUTh CYIIECTBYIOLLYIO POJIb
cepBepa. [Toaromy onu HaswiBaroTCs Qurcuposannuvimu ponsmu (fixed server
roles). Huke mpuBeieH CIMCOK HEKOTOPBIX (PUKCUPOBAHHBIX poJIeH cepBepa C
KpPaTKUM OIMCAaHUEM KaXKJI0M U3 HUX:

Sysadmin
(System Adminis-
trators)
Setupadmin
(Setup Adminis-
trators)

Serveradmin
(Server Adminis-
trators)

Securityadmin
(Security Admin-
istrators)

Unensl 3T0# poiu umeroT abcomoTHble mpasa B SQL Server.
Huxkro He nMeeT OONBIINX MpaB IOCTYIA, YeM YJICHBI TaHHOK
poH.

DTOM oMM PEAOCTABIICHBI TIPaBa YIPABJICHUS CBI3aHHBIMU
cepBepaMu, KOH(UTYpUPOBAHHSI XpaHUMBbIX IPOLEAY, 3aIlyCKa-
€MBIX aBTOMaTHUeCKH Tpu ctapte SQL Server, a Taxxe npaBo
n00aBIIATh YYETHBIC 3aITUCH B poJih setupadmin.

OOBIYHO B ATY POJTb BKIFOUAIOTCS ITOJIB30BATENN, KOTOPBIE
JIOJKHBI BBITIOJIHATH aIMUHUCTPUpOBaHue cepeepa. lmeror npa-
BO Ha ocTaHoB cepepa (SHUTDOWN), usmeHsTh mapaMeTpbl
paboTsI ciyx0 (sp_conf igure), MpUMEHATh U3MEHEHUS
(RECONFIGURE), ynpaBasiTh HOJTHOTEKCTOBBIM TOMCKOM
(sp_fulltext_service).

UneHspl TaHHOW PO UMEIOT BO3MOXKHOCTB CO3/IaBaTh HOBBIE
YYeTHBIE 3aIHCH, KOTOPBIM OHH MOTYT TPEIOCTABIIATh ITpaBa Ha
co3slanue 06a3 TaHHBIX U €€ 0OBEKTOB, a TAKKE YIPABJIATH CBS-
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3aHHBIMH CEpBEpaMH, BKIIIOYATh YUETHBIC 3aIIHCH B POJIb
securityadmin u unTath )xypHan omubok SQL Server.

Dbcreator YJieHbI 3TOM POJIM MOTYT CO3/1aBaTh HOBbIC Oa3bl TaHHBIX, y/1a-
(Database Crea- JISITh ¥ IEPEUMEHOBBIBATh UMEIOIIINECS, BOCCTAHABIUBATH pe-
tors) 3epBHBIC KOITMHU 0a3bl JAHHBIX U KypHaJa TPaH3aKIHH.

Jlnst noOGaBiieHUsT YYSTHOM 3aIlMCH IOJIh30BaTENIs B Ty WM MHYIO (DUKCH-
POBaHHYIO POJIb CEpBEpa MOXKHO BOCITOJIB30BATHCS XPaHUMOW IIPOIETYpOit
sp_addsrvrolemember, umerorieii CleayOMnui CHHTAKCHC:

sp_addsrvrolemember [@loginame =] 'login' , [@rolename =]

'role'!

Hanpumep, paccmotpum nob6asienue yuetHou 3anucu Windows ¢ uMeHeM
Admin kommsrotepa STORAGE B pukcupoBaHHyI0 poib cepepa Sysadmin:

EXEC sp addsrvrolemember 'STORAGE\Admin', 'sysadmin'

Xotd B 0011eM cityyae TpedyeTcsi, 4TOObl Ha CepBEpe CYIeCTBOBAIA yUET-
Has 3aliCh, KOTOPYIO TMPEIOIAraeTcsl BKIOUYNTD B OJHY M3 (DMKCUPOBAHHBIX
poJsieil, ecTb oAHO uUcCKiIto4YeHue. Jlemo B ToM, 4Tto moJib3oBaresb Windows
MOXeET MoJyuuTh 10ocTyn Kk SQL Server kak wieH rpynmnsl Windows, KoTopoit
IPEIOCTaBIIEH JOCTYI K cepBepy. Takue yuyeTHbIe 3aliCch MOKHO BKJIIOYATh B
poiii cepBepa 0€3 MpeABAPUTEIBHOIO MPEIOCTABICHUS JIOCTYMa HEMOCpPe-
CTBEHHO y4YeTHOM 3amucu. s monydeHus nHopMauu o TOM, Kakas y4eT-
Hasl 3aMKCh B KaKylo (PUKCHPOBAHHYIO POJIb CEPBEPA BKIIOUEHA, UCTIOIB3YETCS
CJIeyIOIasl CUCTEMHas XpaHuMas poleaypa:

sp_helpsrvrolemember [ [@srvrplename =] 'role']

Ecnu mpouenypa BbI3bIBaeTCs O€3 MapaMeTpoOB, TO BBIBOAUTCS MOIHBIM
CIIMCOK YYETHBIX 3aMKCeil, BKIIOUEHHBIX B JTI00YI0 U3 pojiel cepepa. Koraa ke
HEOOXOUMO TOJYyYUTh CHUCOK YYETHBIX 3aIluced, BKIIOYEHHBIX B KOH-
KPETHYIO pOJib cepBepa, TpeOyeTcsl yka3aTh UMs poiid. B npuBeneHHOM HIDKE
pyuMepe BBIBOAUTCSA MH(OpMAITUs 0 wieHax poJu Sysadmin:

EXEC sp helpsrvrolemember 'sysadmin'

Jns ynanieHus: y4eTHOM 3anucu U3 (PUKCUPOBAHHOM POJIU cepBepa MpeIHa-
3Ha4YeHa CUCTEMHas XpaHumas npoueaypa sp dropsrvroiemember, umeroias
CHUHTAKCHUC:

sp_dropsrvrolemember [@loginame =] 'login', [@rolename =]

'role'

W3 npuBEAEHHOrO CIIUCKA POJIEM YPOBHS CEPBEPA BUIAHO, YTO BKIIKOUCHUE
MOJIb30BATENIEN B 3TU POJIM MO3BOJISIET ONPEAECIUTH TOJIBKO aJIMUHUCTPATOPOB
cepBepa, a He pAnoBbIX moibs3oBareneid bJI. Ilyts mobaBieHus OOBIYHBIX
nosib3oBateneit bJl 3aBUCHT OT BRIOPAHHOTO peXMMa ayTEHTU(DUKAITUN TIOJTh-
30BaTeIIei.
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8.1.1 Ayrenruduxamus Windows

Hcnonb3oBanue ayrentudukanum Windows 03HayaeT, 4YTO MOJIb30BATEIIO
st noctyna k SQL Server 1ocTaTouyHO MMETh yueTHYIO 3amuch Windows.
WNnentuduxatop 6e3omacHoctu Windows nepenaercs u3 onepaluoHHON Cu-
CTeMbI Ha cepBep 0a3 nannbix. SQL Server mpeanonaraer, 4To Mpolecc peru-
CTpAIlMH TMOJIb30BATENIEH B CETH JOCTATOYHO 3AIIUIIECH, U TO3TOMY HE BBIMOJ-
HSIET HUKAKUX JOTOJHUTEIBHBIX MpOoBepoK. [losb30BaTeslb aBTOMATHYECKU
MOJIy4aeT COOTBETCTBYIOIIME MpaBa JocTymna K JaHHbiM SQL Server cpasy xe
[IOCJIE PETUCTpaly B JoMeHE. Takoi METOJl MPeJOCTaBIEHUS OCTyNa Ha3bl-
BAETCS ycmanogienuem 0ogepumenviozo coeourenus. OnepaluoHHas CUCTe-
Ma pabotaet ¢ yuemuwvimu 3anucamu (logins), KOTOpbIE COAEPKAT BCE JaHHBIE
0 T0JIb30BAaTelIe, BKIIOYAsl €r0 UMsl, Tapojib, WICHCTBO B IPYIIAX, KATAJIOT O
yMOJYaHUIO U T. 1. Kaxknasa yueTHas 3anuch UMEET YHUKATbHbIU UOeHMuUugu-
kamop (Login ID) wim, kak ero Ha3bIBalOT MO-APYTroMy, UOeHMUpuUKamop
besonacnocmu (SID, Security Identification), ¢ mOMOIIBIO KOTOPOTO MOJIB30-
BaTeJIb PETUCTPUPYETCS B CETH.

Nnentudukatop npeacrasBisieT coooi amuHHOE (85-0MTOBOE) 1IECTHAIIA-
TEPUYHOE YUCIIO, KOTOPOE TEHEPUPYETCS CIy4ailHbIM 00pa3oM ONepaluOHHOM
CHUCTEMOM BO BpPEMS CO3/IaHUS YUETHOM 3amuch. Takou Moaxo/ MO3BOISET U3-
0exxaTh MOJJEIIKM YUETHBIX 3anucel nmosb3oBaTeneil. Ecnu nmonbp3oBaTens ObLT
yAaJIeH U3 JOMEHa, TO JaXe MOBTOPHOE CO3JaHUE MOJIb30BATENS C aHAJIOTHY -
HBIMHU XapaKTEPUCTUKAMH (MMSI YUETHOU 3alKCH, TTApOJIh, YWICHCTBO B TPYIIIE
U T. JI.) HE JACT BO3MOXKHOCTH MOJYYUTh JOCTYI K O0BEKTaM, K KOTOPBHIM UMET
JIOCTYIl OpUTHHAIBHBIN MOJIb30BaTelNb. [IpuMenuTtensHo k SQL Server moxHO
CKa3aTh, UTO €CJIM MOJIb30BaTEh IOMEHA UMETT ONIPEICIICHHbBIE TIpaBa J0CTYIa,
HO ObUI yaJieH, TO HUKTO HEe CMOKET MPUCBOUTH €ro MpaBa J0CTy- 1a.

Aytentudukarus Windows npeaycMaTpuBaeT COXpaHEHHUE B CHCTEMHOM
0a3e maHHBIX Master TOJIBKO MACHTU(PUKAIIMOHHOTO HOMEpPA YUYETHON 3alHCH
nosnb3oBatens B goMeHne (SID). Mudopmanus o0 MMeHH MOIb30BATENs, €ro
napoJie ¥ T. JI. XpaHUTCs B 0a3e NaHHbIX JoMeHa. MI3MeHeHne UMEeHU MOJIb30-
BaTEJISI WIIH €T0 MapoJisi HUKaK He OTpa3uTcs Ha mpaBax aoctyna k. SQL Server.
Nudopmanus 00 yd4eTHOW 3alyCH MOJTH30BATENS U €r0 WICHCTBE B TpyIINax
Windows cuutbeiBaetcs SQL Server u3 6a3pl JaHHBIX CHCTEMBI 0€3- OITAaCHOCTH
JIOMEHa BO BpeMs MOAKIIOYEHUs MoJib3oBaTesd. Ecinu anMuHu- ctpaTop BHEC
KaKHe-TO U3MEHEHUS B YUETHYIO 3aIlMCh MOJIb30BATEsl, HAIIPH- MEP, UCKITIOUIIT
€ro W3 HEKOTOPOH TPYyMMbl, TO W3MEHEHHS OTPa3sSITCS TOJBKO BO BpeMs
OYepeTHOM perucTpanuu mnojb3oBaTenss B gomeHe win B SQL Server B
3aBUCUMOCTH OT KaT€TOPUH CICTaHHBIX U3MECHECHHM.
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Ayrentudukamms WIindows nmaer omnpeneneHHble TpeumymniectBa. Ha
MOJIb30BATENSIX ABTOMATUYECKH OTPAXKAIOTCA BCE MpaBWia TMOJUTHUKU Oe3-
OMAacCHOCTH, YCTaHOBIICHHbIE B loMeHe. [lonb30oBaTento He MPUXOAUTCS 3aro-
MUHATh €IIe OJWH MapoJib. ITO MOBBIIIAET YPOBEHb OOIIEH 3aIIUIEHHOCTH
naHHbIX. Hampumep, aBTOMaTH4eCKH KOHTPOJMPYETCS MUHUMAJIbHAS JJIMHA
napojsi ¥ Cpok ero nerctBus. OnepannoHHasl cuctema TpedyeT OT MOoJIb30Ba-
Tesl TEPUOJUYECKON CMEHbI mapois. J{OMOJHUTENbHO MOMKHO 3alpeTUTh
M0JIb30BATEJISIM YCTAaHOBKY IMapoJiel, y)Ke yKa3bIBaBIIUXCs paHee. Kpome To-
ro, Windows umeeT BCTpOEHHBIC CpeJCcTBa 3allUThl OT IOJA0O0pa IMapoJici.
Aytentudukanus Windows paboTaeT Takxke ¢ TpynmnaMu nosb3oBareneii. Ko-
raa ums rpynmsl Windows niepemaercst B SQL Server B kadecTBe peructpaiiu-
OHHOM 3aIlHCH, JIIOOOW YJIEH 3TOW TPYHIbl MOXKET OBbITh ayTEeHTH(PUIUMPOBAH
cepBepoM 0a3 manHbix. SQL Server Tak:ke U3BECTHO UCTUHHOE UMS MTOJIh30Ba-
tens Windows, BXOJSIIETO B TPYMIY, BCIACACTBHE YETrO MPHIOKEHUE MOXKET
BBITOJIHATH aAyAUT Ha yPOBHE TMOJIb30BaTENEH, a TAK)KE HAa yPOBHE TPYIII M10JIb-
30BaTeseH.

J51g co3anust y4eTHOM 3amrcy mosb3oBatens uiau rpynmnsl Windows B SQL
Server B IporpaMMHOM KO/I€ HCTIOIb3y€ETCS CUCTEMHAs XpaHUMasi TIpo- Ieypa
sp_grantlogin. B kauecTBe apryMeHTa eii He00X0 MO Mepe1aBaTh MOJTHOE UMS
MOJIb30BATES], BKIIOYAIOIEEe UM JOMEHA, KaK B CIEAYIOIIEM pUMEpE:

EXEC sp grantlogin 'RFE\Sidorov'

Jns ynanenusa ydetHoil 3amucu wiau rpynnbel Windows u3z SQL Server
IpPOrpaMMHBIM TIYTEM HCHOJB3YETCS CHCTEMHAas XpaHWMas TMpoIeaypa
sp_revokelogin:

EXEC sp_revokelogin 'RFE\Sidorov'

Pazymeercs, 3Ta onepanus He yJajiseT JaHHYIO YYETHYIO 3alluCh U3 OIle-
PaIIOHHOM CHCTEMbI —TIPOU30MIET BCETO JIMIIb MCKIIOUYEHUE TOJIb30BaTEIs
U3 CIIMCKa MOJb30BaTelNiel cepBepa 06a3 TaHHBIX.

3anper y4yeTHou 3anucu Windows MOXKHO HPOU3BECTH C MOMOIIBIO CHU-
CTeMHOU XpaHnuMoi mpouenypsl sp denylogin. CiaegoBaTenbHo, TOCTYI JIIO-
6oro nons3oBarens B SQL Server MokeT ObITh MPUHYAUTENIBHO 3aKPBIT. ITO
MOJIHOCTBIO 3ampelaeT JOoCTyn moJib3oBarenss k SQL Server, naxe ecinu oH
0aJ1 OTKPBIT ¢ TOMOIIBIO Ipyroro Meroaa. Hanmpumep:

EXEC sp denylogin 'RFE\Sidorov'

Ecnu monp3oBatens Windows 0wl mo6aBied B SQL Server, a 3aTem ObLI
yaajieH u3 noMeHa Windows, OH MPOJIOJDKAET CYIIECTBOBATh KaK ITOJIh30Ba-
TEJb B ce€Bepe 0a3 JaHHBIX, HO CYUTACTCS Y)KE OCHUPOTEBIIMM. DTO 3HAYUT, YTO,
HECMOTPS Ha TO, YTO TOJIb30BaTeNIb (POPMAIILHO UMEET JOCTYI K CEPBEPY,0H HE
UMEeT JIOCTyIa K pecypcaM CeTH U, CIIeI0OBATEIbHO, KO BCEMY KOM-
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miekcy cpeactB SQL  Server. CucremHas XpaHuMas —Tpoleaypa
sp_validatelogins mo3BossieTr HalWTH "ocHpOTeBIMX'" IMOJIH30BATEICH M BO3-
BpamaeT ux uaeHtudukaropsl cucreMsl 6e3onacHoct Windows NT u numena
yUeTHBIX 3amuceii. B cienmyromem npumepe monb3oBareinto RFE\Joe Obut OT-
KpHIT noctyn kK SQL Server, mocse 4ero ero yuerHas 3anuch Obljia yiajneHa u3
Windows:

EXEC sp validatelogins

SID NT Login

0x010500000000000515000000FCE31531A931 RFE\Joe

OTO0 HeNb3s CUMTATh OpelIbio B cuctemMe 6e3omacHocT. He nmest yueTHon
3anmucu Windows ¢ TakuM HJIEHTU(GUKATOPOM (HEBO3MOXXHO MOBTOPHO CO-
3/1aTh YYETHYIO 3aUCh U 3aJaHHbIM SID), mosib30BaTeNb HE CMOXKET MOAKIIO-
guthcst K SQL Server. [lns pasperieHus: mpoOiaemMbl "oCUPOTEBIINX" MOTB30-
BaTeJIEH MOYKHO MCIOJIb30BaTh CJIEIYIOIIUN IPOTOKOII:

1. Ort3oBHUTE MpaBa J10CTyIa M0JIb30BATENS KO BCEM 0a3aM JaHHBIX C I0-

MOIIBIO XpaHUMOI Tiporieypsl SP_revokedbaccess;

2. OT30BHTE MPABO JOCTYIIA TAHHOTO IOJH30BATEISA K CEpBEPY C MTOMO-
1o Sp_revokelogin;

3. Co3paiiTe U1 OJIB30BATENS HOBYIO YUETHYIO 3aIUCh;
4. 3apeructpupyiTe yUYETHYIO 3alHCh HAa CEPBEPE.

8.1.2 Ayrentuduxamus SQL Server

OTOT THN ayTeHTHU(UKAIMKA peanu3yercs Ha camoM cepepe SQL Server.
B »Tom ciyuae B cucremHoi 0aze Master XxpaHutcs moJsiHas UHGOpMAIHS O
MOJIb30BATENSIX BKJIIOYas UM MOJIb30BAaTeNss W €ro mapoib. s Kaxaoro
MOJIb30BATENs YKa3bIBACTCS MMsI YUETHOM 3alMCH, YHUKAIbHBIA UACHTH(UKA-
Top SQL Server, naposib u apyras undopmanus. [Ipu noneITke moiab30BaTes
MOJIKJIIOUUTECS K CepBepy cHucTeMa Oe30MacHOCTH TMOTpeOyeT BBECTH HMS
YYETHOM 3aIUCH U €€ MapoJib. 3aTeM CUCTEMa CPaBHUBAET BBE/ICHHBIC TaHHBIC
¢ uHdopmarmeil, XxpaHsuieics B cucTeMHbIX Tabnuiax. Ecinu nanHeie coBna-
JAI0T, TO JOCTYN MPEeIoCTaBiseTcs. B MPOTHBHOM Cily4ae MoJb30BaTeNb I10-
Jy4aeT cooOuieHre 06 omudKke, 1 COeAMHEHNE HE YCTaHABIMBACTCH.

Hanuure nomosHUTENBHBIX pErucTpalMoHHbIX 3amucerr SQL - Server
YMECTHO TOT/a, Korja ayreHtudukanus Windows He JoCTynmHa WU HE MOA-
XOJUT JJIsl CO37aBaeMON CUCTEMBI. DTa perucTpanusi UMeeT 0OpaTHYIO COBMe-
CTUMOCTb C MPEAbIIYIIUMHU BEPCUIMU CEPBEPA, a TAKXKE C MPUIIOKEHUSIMH, B
KOTOPBIX PErUCTpaIlMOHHAs 3alliCh BCTPOEHA B MPOTPaMMHBIN KOA. AyTEeHTH-
¢ukamms SQL Server B OCHOBHOM NPUMEHSIETCS KJIMEHTAMHU, TSI KOTOPBIX
HenocTymnmHa peructpaius B gomene Windows. Hampumep, monb3oBarensimMu
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Novell NetWare, Unix u 1. 1. [lpu noakmouenuu k SQL Server uepe3 Internet
perucTpanus B JIOMEHE HE BBIMOJHSIETCA, MOATOMY B JAaHHOM CIydae TaKkKe
HE0OXO0IMMO UCIIOJIb30BaTh ayTeHTHPuKamuo SQL Server.,

B npormecce macTamusiimuun SQL Server m BrIOOpE CMEMIAHHOTO pPEXUMa
ayTeHTU(UKALUA MacTep YCTaHOBKU CO3/1a€T CHEIHAIBHYIO YYETHYIO 3alUCh
sa (system administrator) ¢ MycThIM TapoJIeM, SBJISIOIIUANCS WICHOM (DHUKCH-
POBaHHOM cepBepHOU poiH sysadmin M MMEIOIIUKA BCe MpaBa JOCTyMa K cep-
BEpy. 3a4acTyro eMy 3a0bIBalOT MPHUCBOUTH MAapOib, U 3TH NPSIMbIE BOPOTa B
cucTeMe 0€30MacHOCTH OTKPBIBAIOT MYTh K cepBepy JAr000My B3iIoMITUKY. Kak
paBUJIO, HAIMYUE TaKOW Opeln Xakepbl MIPOBEPSIOT B EPBYIO ouyepenb. Mc-
XOJI U3 ATOTO, MPEXkKIE BCEro HYKHO 3aJ1aTh MapoJib WIH MPOCTO OTKIIOYUTH
M0JIb30BATEIISl Sa M HA3HAYUTh aJIMUHUCTPATUBHOM posik sysadmin Kakoro-to
JPYTroro MoJib30BaTelNs (MJIM CO3/1aTh JOMOJHUTENbHBIE POJIA C aMUHUCTpA-
TUBHBIMU TIPUBWIECTHUAMHM). JTa yueTHas 3alKCh OCTaBJEHA JIJIi COXPaHEHUS
oOpaTHOU coBMecTUMOCTH ¢ mpenbiaymuMu Bepcusimu SQL Server. Panee
y4eTHasl 3aluch ObliIa 00s3aTeNIbHOM, UMelia abCOIIOTHBIE MpaBa Mo yrpaBiie-
HUIO CepBEpOM M He Morya ObITh ynajeHa. [lomp3oBarenio sa B mporiecce
YCTAaHOBKH BCETJa MPUCBAUBACTCS OJMHAKOBBIN HAa BCE KOMITHIOTEPAX HJICH-
tudukarop 6e3omacuocta 0X01.

Wnentudukatop Oe3omacHOCTH XpaHUTCS B cTojiOme Sid  Taliwibl
sysxlogins cucremHol 6a3b1 nanabix Master. B Heit xpanurces nadopmaiusod
y4eTHBIX 3anucsax kak SQL Server, Tak m Windows. [[is yueTHbIx 3amuceit SQL
Server MakCUMabHBIA pa3Mep ujeHTU(DHUKATOpa O0E30MaCHOCTH COCTaB- JISIET
16 Gaiit, s yuetHeix 3anucedt Windows - 28 Oaiir. Kaxkmast ctpoka 3Toi
TaOJIMIIBI COOTBETCTBYET OJIHOM yueTHOM 3amucu. Takum oOpazom, BTabimIe
sysxlogins MOXET coepkKaThCsl TOBOJIHLHO MHOTO CTPOK ¢ UH(OpMa- 1ueit 00
y4eTHbIX 3amucsx. Js Oonee ynoOHON paOOThl C JOKAIBHBIMU YU€T- HBIMU
3aMUCsIMU MOKHO HCTIOJIb30BaTh MpEACTaBiICHUE Syslogins, BKIIIOUarO- Iiee
TOJILKO T€ CTPOKM Tabmuubl sysxlogins, KoTopble MMeKT B crondue srvid
(upenTu@UKaIUOHHBIN HOMEp cepBepa) 3HaueHnne NULL.

Jlis perucTpanuy TOJIb30BATENsl HCIONB3YETCS CHUCTEMHAs XpaHUMas
nporeaypa Sp_addlogin:

sp_addlogin 'mma', 'mapone', 'Oasza no_ yMOJYaHUD',

'A3HK O yMOJYaHuio', 'MOeHTUPMKATOP M[NOJIb30BaTesid cepsepa’,

'nmapaMeTp mmMppoBaHMA'

Cpenu mepenaBaeMbIX MPOIEAYpE apryMEHTOB 0O0sI3aTENIbHBIM SIBIISICTCS
TOJILKO MMSI PErHCTPAIlMOHHON 3amucu. Tak Kak B JaHHOM ciiydae TpeOyercs
HACTpOIKa MOJIK30BaTENsA, @ HE IPOCTO BHIOOpP €ro M3 CIHCKa, JaHHas 3a7ada
Oosiee clokHAs, YeM BBIMOJHEHUE mpoueAaypbl Sp_grantlogin. Hampuwmep,
CJIEIYIONUI MMPOTPAaMMHBIN KO co37aeT nojib3oBarens SQL Server ¢ umenem
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Den u HazHauaeT eMy B Ka4eCTBE 0a3bl TAHHBIX 110 YMOJTYaHHUIO yIeOHYI0 Oa3y
test:

EXEC sp addlogin 'Den', 'myoldpassword',6 'test'

[Tapametp mudpoBanus skip _encryption yka3bIBaeT cepBepy XpaHUTH Ma-
poiip B cucteMHOU Tabmuie sysxlogins 6e3 Bcsikoro mmudpoBanus. B 1o ke
Bpemss SQL Server oxumaer, 4to mapoib 00s13aTenbHO OyAeT 3ammudpoBa,
[IO9TOMY OH HE PAclO3HaeT CO3JaHHbIM TakuM oOpa3oM mnapoib. CienoBa-
TEJBHO, ClIeAyeT N30eraTh UCIOIb30BaHUS 3TOTO MapaMeTpa.

Ecnu HEKOTOpBIN MOJIB30BaTENb CO3/IAETCS HA JIBYX CEpBEpax Kak OJUH U
TOT K€, TO JUIsI BTOPOTO CepBepa CileayeT sIBHO 3aaaTh uaeHtudukatop SID,
MPUCBOCHHBIN TEPBBIM cepBepoM. s momyuenus uaentudukaropa SID uc-
MOJIb3YETCs TpeICTaBIIeHHe Sysserver_principals:

SELECT Name, SID FROM sysserver principals WHERE Name =

'Den'
Name SID
Den OX1EFDC478DEB52 045B52D241B33B2CD7E

Haponb MOET OBITH U3MEHEH C [IOMOIIBIO CHUCTEMHOM XpaHHMOﬁ Imponc-
Iyphl sp_password, Harpumep:
EXEC sp password 'myoldpassword', 'mynewpassword',6 'Den'

Ecnu maposb mycT, To B XpaHUMYIO TPOIeIypy BMeCTO mycToi cTpoku (' ')
nepenaercs NULL. Ecnu napametp @sid onyiiieH Wiy JJisi HETO yKa3aHo 3Ha-
yeHne NULL (Taxxe siBItonieecs: 3Ha4eHHEM 110 YMOJIYAHUIO JIJIsl TapaMeTpa
@sid), To xpanumas mpouenypa sp_addlogin camocToATeNTEHO CreHEpUpYeT
uaeHtudukatop Oe3zonacHoctTu. s mpuMmepa co31aiuM YUYETHYIO 3aIUCh C
KOHKPETHBIM UACHTU(PUKATOPOM O€30MaCHOCTH U MapOsIeM:

USE pubs

EXEC sp addlogin 'Andrey' , 'analitik', @sid =

0x0123456789ABCDEF0123456789ABCDEF

B npunmune, nocie co3nanusi y4eTHON 3aMCH MOKHO U3MEHUTD UICHTH-
¢ukarop 6e3omacHoctu ¢ momoiisio komanasl UPDATE, nanpsmyto o6pa-
THUBIIKMCH K cHCTeMHOM Tabmurie. [Ipu BeIOOpe 3HaUeHUS 11 apamerpa (@sid
cienyeT coOioaaTh TpeOOBaHWE YHUKAIHHOCTH MACHTH(PUKATOPOB Oe3omac-
HOCTH. TO €CTh Ha TEKyIIeM CEpBEPE K MOMEHTY PETUCTPAIIMH HE TOJKHO OBITh
YYETHBIX 3aMucedl ¢ MACHTU(PUKATOPOM OE30MTaCHOCTH, PABHBIM BbI- OpaHHOMY
3HaueHUI0. CIUCOK WCIOJIB3yeMbIX HICHTH(PUKATOPOB OE30MMacHO- CTH
JIOKaJIBLHOTO CEPBEPA MOKHO IMMPOCMOTPETH C IIOMOIIIBIO CIEAYIOIIETO 3a- Mpoca:

SELECT sid FROM syslogins

Jns ynanenusi peructpauronHou 3anucu SQL Server ucnonb3yercs cu-
CTeMHas XpaHuMas mporeaypa Sp_droplogin, manpumep:
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EXEC sp droplogin 'Den'
VY nanenue y4eTHOM 3alMCU IPUBOIUT K YJAJICHHIO U BCEX €€ HACTPOEK
0€30MMacHOCTH.

8.2 Cucrtema 6e3onacHOCTM ypoBHA 6a3bl AaHHbIX

s Toro 4ToOBl MOJB30BATENIb MMEN BO3MOXHOCTH BBITIOJNHATH T€ WIIH
WHBIE JEHUCTBUS ¢ 00BEKTaMU 0a3bl JaHHBIX, OH JIOJHKEH MPEABAPUTEIBHO I10-
Jy4uTh HEOOXOUMBIE MpaBa noctyna. Brnagener 6a3pl JaHHBIX WU KOHKPET-
HOTO O0BEKTa JIOJDKEH MPEJOCTAaBUTh MOJB30BATENSIM 0a3bl TaHHBIX BO3MOX-
HOCTh oOpalieHusi K o0bekTam 0a3pl JaHHbIX. [loMuMo mpaB pocTyna, BblIa-
BAEMBIX IOJIb30BATENIO ABHO, CYLIECTBYET KJIacC HesgHbIx npas docmyna. He-
SABHBIE TIpaBa JIOCTYyMa MPEIOCTABISIOTCS IOJIb30BATEII0 YEpEe3 WICHCTBO B
(MKCHUpPOBAaHHOM poJIM cepBepa WM 0a3bl JaHHBIX. Hampumep, HET HUKaKOU
Jpyroil BO3MOXHOCTH INPEAOCTaBUTH IOJIb30BATENIO MPAaBO Ha co3laHue 0a3
JAHHBIX, KpPOME KaK BKJIIOYUTH €ro B pojib cepBepa dbcereator. Ipyrum rnpume-
poM pabOThl HESBHBIX TPaB JOCTYIIA SIBJISETCS MOJYyYEHUE BIAJIETbIEM 00b-
eKkTa abCONIOTHBIX MPaB Ha yMHpaBlieHHEe 00BEKTOM BiajeHus. Eciou monbp3oBa-
TeJb CO3/1a]l 0OBEKT B 0a3e JaHHBIX, TO €My aBTOMATUYECKU MPEOCTABISIIOT-
Csl MAKCHMAaJIbHBIE TIPaBa MO YIPABICHUIO 3TUM 00BHEKTOM.

Takum 00pa3om, Ha ypoBHE 0a3bl JAaHHBIX IOJb30BATEII0 MOTYT OBIThH
MPEOCTaBICHbl MPUBUJIETUU C MOMOUIBIO MPUKPEIUICHUSI K (DUKCUPOBAHHOM
posir 0a3bl JAHHBIX WM IYTEM SIBHOIO Ha3HAYEHUS MPUBWIETUMN C MOMOIIBIO
oneparopa SQL GRANT. UckiroueHneM SBISIOTCS MOJIb30BATENH, YUETHbBIC
3alUCH KOTOPBIX BKJIIOYEHBI B (PMKCUPOBAHHYIO POJib cepBepa sysadmin. Yie-
HbI JAHHOW POJIM MMEIOT HEOTPaHUYEHHBIE MTpaBa B MpEeNax cepBepa, U, Kak
CJIeICTBUE, TTOJHBIN TOCTYM K J11000H 0a3e JaHHBIX, UMEIOIICHCS Ha CEpBEpeE.

[Tepeuncnum Bce PuKCHpOBaHHBIE PO Oa3bl TAHHBIX:

db_securityadmin YJIeHBI pOJTM MOTYT YIPABJISATH IPaBaMH JJOCTyIA K 00bEKTaM
0a3bl JaHHBIX JAPYTHX MOJIH30BATEICH U WICHCTBOM HX B PO-
JISIX

db_owner YsieHBI pOJTM UMEIOT TIpaBa BIIAAEblIa, T. €. MOTYT BBIION-
HSTB JIIOOBIE ICHCTBHS

db_denydatawriter YnenaM 3TO# poJIH 3amPEIIeH0 H3MEHEHHE JaHHBIX HE3aBH-
CHMO OT BBIZIAHHBIX UM Pa3pelIcHU i

db_denydatareader Unenam 1aHHOU pOJIK 3ampelleH MPOCMOTp JTaHHBIX He3aBH-
CHMO OT BBIZIAHHBIX UM Pa3pelieHui

db_ddladmin YneHb! pojii MOTYT CO3/1aBaTh, U3MEHATH U yJIANIATh OOBEKTHI
0a3bl JTaHHBIX

db_datawriter [Monb30BaTeNH, BKIFOYCHHBIE B 3Ty POJIb, MOT'YT U3MCHSTh
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JaHHBIE B JII000W TaOIMIIe UITH MTPEICTaBICHUH 0a3bl TaHHBIX

db_datareader [Tonp30Baresy, BKIOYEHHBIE B 3Ty POJIb, MOI'YT YUTATh JaH-
HBIE U3 JIFOOBIX TAOJIHUI] U TPEICTABICHHI 0a3bl JTaHHBIX

db_backupoperator YJieHBI pOJIH BBIIOJIHSIOT PE3EPBHOE KOMMPOBAHUE Oa3bl
JTaHHBIX

db accessadmin YJieHBI pOJIM KMEIOT MPABO YIIPABIIATH IOJIB30BATEIIIMHU Oa3bl

JAaHHBIX: CO3aBaTh, YAAJIATb U USMCHATH

[Tonb3oBaTENbCKUE POJIM - ATO JAOMOJHUTEIBHBIE POJIH, CIIyXKalUe B Kaye-
cTBe Tpynm. Poiau MoxeT ObITh pa3perieH J0CTyIl K 00beKTy 0a3bl JaHHBIX, a
MOJTH30BATEII0 MOXKET OBITh Ha3HAYCHA IOJIb30BATENIbCKAs POJIb Oa3bl JaH-
HbIX. Bce momp3oBaTe aBTOMATHYECKH CTAHOBSITCS YiICHAMHU CTaHAApTHOMN
poiu 0a3bl JaHHbBIX public.

Bxirouenue nosib3oBaTelield B posib peaqu3yeT HesBHOE Ha3HAUYCHHE MpU-
BUJIETHM. SIBHBIE pa3pelieHus K O0beKTaM Ha3HAYalTCA C MOMOIIBIO HH-
crpykuuii SQL GRANT, REVOKE, DENY u oHM IOCTaTOYHO AETaIU3UPO-
BaHbl. CyIIIECTBYIOT OT/EJbHBIC pa3pelieHust s KaKJIO0TO U3 BO3MOXKHBIX
nevicreuit (SELECT, INSERT, UPDATE, RUN u 1.1.) Ha 1 1I006IM 00BEK- TOM.
3anpeTr NpUBUIIETHN 3aMeIIaeT Co00H ee Mpea0CTaBlIeHNe, a MPEA0CTaB- JICHUE
MPUBWJIETHHA 3aMeniaeT co0oit ee oT3bIB. Ilomb3oBaTenmo MOXKET OBITh
MPEOCTaBICHO MHOXECTBO pPa3pelICHUl K O00BEKTY (MHIWBUAYAJIbHBIX,
HACJICIOBAHHBIX OT HEKOTOPOH POJI MTH 00€CTICUEHHBIX IPHUHAIIICKHOCTHIO K
posu public). Hekotopsie hukcrpoBaHHbBIE pOJIH 0a3bl JTAHHBIX TAKXKE BIU- SIFOT
Ha JIOCTYn K OOBEKTY, HampHUMep, YIpaBisas BO3MOXHOCTBHIO CUYUTHIBATH
nH(OpMAITHIO U 3alUCHIBATh €€ B 0a3y JaHHBIX. BIojlHe BO3MOXKHA CHTYaIlUs,
KOT'JIa MoJIb30BaTelb ObLT pacno3Had B SQL Server, HO y HETro HET 1OCTyNa HUA
K OJIHOW M3 ero 0a3 JaHHbIX. Takke BO3MOXKHO UM OOpaTHOE: MOJIb30BaTEIIO
OTKPBIT JIOCTYI K 0a3aMm JaHHBIX, HO OH HE ObLI pacro3HaH cepBepom. Ilepe-
MereHre 0a3bl JaHHBIX W €€ pa3pelleHuil Ha APyroi cepBep 0e3 mapasuiesnb-
HOTO TEpPEMEIIECHUsI PErUCTPAIIMOHHBIX 3alUCe CepBEpa MOXKET MPHUBECTH K
BO3HUMKHOBEHUIO TaKUX "OCHPOTEBIINX'" MOJIH30BATEIICH.

B 11006011 6a3e maHHBIX aBTOMAaTHYECKH CO3/IAI0TCS JIBA MTOJTH30BATEI:

1. dbo (database owner). 3T0o crielMaIbHBIN MOJB30BATENb 0a3bl JAHHBIX,

SBJISIOIIANCS €€ 1adenvyem. Brnangener 6a3pl JaHHBIX UMEET aOCOJIIOT-
HbI€ MpaBa 1o ynpasienuto ero. [lonb3zoBatens dbo Henb3st ynanuts. [1o
YMOJTYaHUIO B TI0JIb30BaTessi dbo oToOpakaeTcs ydeTHasi 3auch sa, KO-
TOpPOH TEM CaMbIM MPEIOCTABISAIOTCS MaKCHMallbHBbIC TpaBa B 0Oasze
naHHbIX. KpoMe Toro, Bce uieHsl poiu 0aspl JaHHbIX dbowner Takxke
CUMTAIOTCS BiIaJienbllaMu 0a3bl qaHHbIX. [loms3oBarens dbo BkirOYeH B
posb db_owner u He MOXeT ObITh yIaJIeH U3 Hee;
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2. guest. Ecnu y4eTHOM 3amucu sIBHO HE MPEIOCTaBIICH JOCTYI K Oa3e
JAHHBIX, TO OHA ABTOMATUYECKU OTOOpakaeTcsl CEPBEPOM B IMOJIb30BA-
Tenst guest. C MOMOIIBIO 3TOTO MOJIB30BATENSI MOKHO MPEJOCTABIISTh
paspelieHus Ha TOCTyI K 00beKTaM 0a3bl JaHHBIX, HEOOXOIUMEIE JTFO-
O0oMy TOIB30BaTENIO. Pa3pemmnB 10CTyI MOJIb30BaTENO guest, BbI, TEM
caMmbIM, JaeTe aHaJOTHMYHBIC MpaBa JOCTYMa BCEM YUYETHBIM 3aIHCSM,
ckoH(purypupoBanHbiM Ha SQL Server. [[ns moBelenust 6e30mnacHo-
CTH XpaHsiencs nHHOpMalud PEKOMEHTYEeTCS YIAIATh MOJIb30BaTENs
guest 13 0a3bl TaHHBIX.

WNudopmarius o moiap30BaTeNIX, CO3JaHHBIX B 0a3e JaHHBIX, XpPAaHUTCS B
cucTeMHoM Tabnuie sysusers. Mupopmaiuio o moyib3oBatensax TeKyIieh 0as3bl
JAHHBIX MOXXHO TOJYYUTh C TIOMOIIBIO CHCTEMHOW XpaHUMOUW IPOIIETypPHI
sp_helpuser:

USE pubs

EXEC sp helpuser

Cozllanre HOBOTO TOJIb30BATEl M CBS3BIBAHUE €T0 C YUETHOM 3aIMChIO
BBITIOJIHAETCS C TTIOMOIIBIO OJTHOM U3 IBYX XPAHUMBIX MPOIEAYD:

e sp adduser. /lanHas mpoieaypa ocTaBlieHa JJisi 0O€CreYeHus COBME-

CTUMOCTH ¢ npeasiaymumMu Bepeusimu SQL Server m onepupyer ycra-
PEBIIMMH TTOHSATUSMHU.

e sp_grantdbaccess. Dta xpaHumast mporeaypa MoJHOCTbIO COOTBETCTBY -
€T MOHATHAM CUCTEeMbI Oe3omacHocTH SQL Server u mpuIuia Ha CMEHY
npeapayIe mpouenype, HaunHas ¢ Bepcun SQL Server 7.0.

[Tporeaypa Sp_grantdbaccess umeer cieayroImi CHHTaKCHUC:
sp_grantdbaccess [(@loginame =] 'login' [, [@name in db =]
'name in db' [OUTPUT]]

[IpaBoM BbI30Ba yKa3aHHOW XpaHUMOM MpOLETypbl 00IaAal0T YieHbl (PUK-
CUPOBAHHOW poyiu cepBepa sysadmin M 4iieHbl (PUKCUPOBAHHBIX poJiel 0a3bl
nanHbix db_owner u db_accessadmin. [TapameTp @loginame onpeaensieT ums
YYETHOU 3aIIUCHU, KOTOPOW MPEANOJIAraeTCs MPEI0CTaBUTh TOCTYII K TEKYILEH
0a3e MaHHBIX. YKa3aHHAs y4eTHas 3allkCh JIOJDKHA CYIIECTBOBATh HAa CEPBEPE.
C nomoimpio mapamerpa @name_in_db ykassiBaeTcsi uMs, KOTOpoe Oymer
MIPUCBOCHO CO37aBa€MOMY IOJIb30BATENI0. DTO UMS JIOJDKHO OBITh YHUKAIIb-
HBIM B Tipeziesiax 0a3bl JaHHBIX. [[puBeneHHBIN qanee mpumMep WLUTFOCTPUPYET
MCIIOJIb30BaHUE XPaHUMOM Tiporieayphl SP_grantdbaccess. B 6a3e manubix pubs

CO3/1aeTCsl HOBBIM MOJIb30BaTeNlb ¢ MMeHeM Admin, KOTOPBIH CBSA3BIBACT- CS C
yuetHoit 3anmucbio STORAGE\Admin:

USE pubs
EXEC sp_grantdbaccess 'STORAGE\Admin', 'Admin'
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V najieHre moJab30BaTE/s BBIMOIHACTCS C IIOMOIIBI0 CHCTEMHOM XPaHUMOM
nporeAypsl SP_revokedbaccess, nmeronield CHHTaKCHC:

sp_revokedbaccess [@name_ in db =] 'name'

[TpaBoM BBI30BA yKa3aHHOW XpaHUMOM MpOIEAypbl 00Ja1at0T YIeHBI (PUK-
CHUpPOBaHHOM posii cepBepa sysadmin U wieHbl (UKCUPOBAHHBIX poJieil 0a3bl
nanHbix db_owner u db_accessadmin. EnMHCTBEHHBIN MmapaMeTp MPOLETyPhI
onpenensieT uMs MOJIb30BaTeNsl, KOTOPOro HEOOXOAuMO yaanuTh. OJHaKo,
NPEXKJIe YEM PEIIUTHCS Ha MOJOOHBIN IIar, cienyeT yOeauThCs, YTO MOJb30-
BaTEJIO HE MPUHANJICKUT HUKAKOU 00BEKT 0a3bl NaHHBIX. Eciu ske mosb3oBa-
TeJb SIBJSIETCS BJIAJENbLEM OJHOTO M3 OOBEKTOB 0a3bl JaHHBIX, TO CIEIYET
a00 ynamuTh 3TOT 00BEKT ¢ momouipio komaHael DROP, nmu6o u3zmeHUTH
BlIaJenblla OOBEKTa C TMOMOIIbI0 CHCTEMHOW XpPaHUMOH MpOLEAypbl
sp_changeobjectowner. Hanpumep, ans yganeHus: nosb3oBaresss Admin jo-
CTaTOYHO OYJET BBIMOIHUTH KOMAHY:

EXEC sp revokedbaccess 'Admin'

YToOBl BKIIOUHTH HOBOTO 4jieHA B (DUKCHPOBAHHYIO POJib 0a3bl JAaHHBIX,
HEO00XO0JIMMO BBI3BaTh CUCTEMHYIO XpaHUMYIO npouenypy sp addrolemember,
HMMEIOLIYI0 CHHTAKCHUC:

sp_addrolemember [@rolename =] 'role' , [@membername =]

'security account'

C nmomotpto nmapameTpa @rolename ykas3blBaeTCs UMsI pOJIM, B KOTOPYIO
TpeOyeTcs 100aBUTh HOBOTO WiIEHA. Y Ka3aHHas POJIb JOJKHA CYIIECTBOBAThH B
Tekyien 0a3e nanubIX. Hanpumep:

EXEC sp addrolemember 'db accessadmin', 'Userl'

Jlnst monmydenuss “HGOpPMAIM O WICHCTBE BO BCEX POJIAX TEKyIIeH Oa3bl
JAHHBIX MOXHO HMCITOJIb30BaTh mporeaypy Sp_helprolemember. Hammpumep:

USE pubs

EXEC sp_ helprolemember

Hcknrouenne n3 GUKCHPOBAHHOM POJIM BBITIONHSAETCS C TTOMOIIBIO MPOIIe-
nypsl sp_droprolemember. Hampumep, anis uckitoueHus: u3 (GUKCHUPOBAHHOM
pomu db accessadmin mosas3oBaTens Userl HE0OXOAUMO BBITIOJHUTH CIICTY-
FOIIY0 KOMaH]TY:

USE pubs

EXEC sp droprolemember 'db accessadmin', 'Userl'

Ecnmu puxcupoBaHHbIe pOM MpeaHA3HAYCHBI VIS HAJICJIECHUS T0JIb30BaTe-
Jel CHeruanbHBIMA TpaBaMH B 0a3e JaHHBIX, TO IOJH30BATEILCKHUE POJIH
CITy’aT JIMIIb JIJIS TPYIIITUPOBKH TOJIB30BATEIICH C IENbI0 00JIETYeHHsI yIIpaB-
JICHUS WX MpaBaMH JIOCTyma K oObekTaM. Co3/1aHKe MOJIb30BaTEILCKON POJTU
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BBITIOJTHACTCS € IMOMOIIBI0 CHCTEMHOM XpaHuMoi miporieaypsl Sp_addrole, ko-
TOpasi IMEET CUHTAKCHC:

sp_addrole [@rolename =] 'role' [, [@ownername =] 'owner']

HIIK IIPOCTO CREATE ROLE <rolename>

[IpaBOM BBITIOJIHEHHS YKAa3aHHOW XPAaHUMOM MPOLIETypbl 00JIaJal0T YJIEHBI
GukcupoBaHHO ponm cepBepa Sysadmin u (UKCHpPOBAaHHBIX posel Oazbl
nanaeix db owner m db_securityadmin. I[To ymomyanuio BiagenblieM poOJu
CTAaHOBUTCS Biazeier] 0a3pl MaHHBIX (moib3oBarenb dbo). Takum oOpaszowm,
nosib3oBatenb dbo mproOperaeT MOJHBIM KOHTPOJb Haa poibto. Ecim HEoO-
XOJIMMO TIPHCBOWTH IMPaBa BIIAJICHUS POJIBIO IPYTOMY IOJIH30BATEIIO, TO MM
ATOTO TOJB30BaTENs JOJDKHO OBITh YKa3aHO C TIOMOIIBIO IapaMeTpa
(@ownername. YKa3bIBa€MblIii MMOJIH30BATENb JOJDKEH UMEThCS B 0a3€ TaHHBIX.
Bragenbiiem nmoib30BaTeNbCKOM POITU MOMKET TaKkKe SIBJSTHCSA M POJIb MIPHUIIO-
KeHus. B xauecTBe mpumepa pacCMOTPUM CO3JaHHUE MOIb30BATEIBLCKON POJIH
AccessDBUser, BriazenblieM KOTOpOH OyIeT SBIATHCS MOJIb30BaTE b guest:

USE pubs

EXEC sp addrole 'AccessDBUser', 'guest'

Y naneHue mojb30BaTeIbCKOW POJIM OCYIIECTBIISETCS ¢ MOMOIIBIO XpaHH-
Moii riporieypsl SP_droprole, umeroriei ciexyoni CHHTAKCHC:

sp droprole [rolename =] 'role'

C moMoIIbI0 €JUHCTBEHHOTO IMapamMeTpa MpOIEAYPhl YKa3bIBACTCS WUMS
MOJIb30BATEILCKONW POJIM, KOTOPYIO HEOOXOIMMO YAQIUTh U3 TEKYIIer Oa3bl
naHHbiX. OJHaKO mepen MoJA00HOM omepalreil Hy>KHO YIalluTh U3 HEE BCEX
YICHOB, MJII Yero MOXXHO WCHOJb30BaTh XPAaHUMYK  MPOILEIYypPY
sp_droprolemember. Eciu ponb BiaseeT oqHUM WM Oojiee 00beKTaMu Oa3bl
JAHHBIX, TO YHUUTOXXHUTh TaKyl0 pOJib OyJieT HeBO3MOXHO. [Ipexie yem npu-
CTYNHThH K yAaJICHUI0, He0O0X0AUMO JIMOO TepeaTh MpaBa BIaJACHUS COOTBET-
CTBYIOIIUMU  OOBEKTaMH  C  TOMOIIBIO  XPAaHUMOW  TIPOLETYPbI
sp_changeobjectowner, 6o yganmuts 3TH 00beKThI. C IMOMOIIBIO TIPUBEICH-
HOTO HIDKE MPUMEPa MOKHO YJIaJIUTh MOJIb30BATENIbCKYIO POJIh

USE pubs

EXEC sp droprole 'AccessDBUser'

JIist IpocMOTpa CIUCKA SIBHBIX MPaB JOCTyTa BO3MOXEH 3aIyCK CHUCTEM-
HOW XpaHUMOW mporienypsl SP_helprotect, umeroreii cCHHTaKCHUC:

sp_helprotect [[@name =] 'object statement'] [, [Qusername
=] 'security account'] [, [@grantorname =] 'grantor'] [,
[@permissionarea =] 'type']

Hanpumep:

sp_helprotect Clients (st oowvekta Clients)
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sp_helprotect @username = 'RFE\Joe' (ﬂﬂﬂ IMOJIL30BATECIIA
RFE\Joe)

Hannas npouenypa 3¢pdeKTUBHA UL A TPOCMOTPA SBHBIX MPUBUIIC-
Ui, Ha3HadyeHHbIX ¢ nomolbio oneparopa GRANT. [Ins mpocMoTpa Bcex
NPUBWJIETUNA, BKJIIOYAs HESBHBIE, CIIEyeT MCIOJIb30BaTh cieayronmii SQL
3a1poc:

WHERE principal type desc <> 'DATABASE ROLE'
UNION
--role members
SELECT rm.member principal name, rm.principal type desc,
p.class desc, p.object name, p.permission_ name,
p.permission state desc,rm.role name
FROM perms cte p right outer JOIN (
select Eole_principal_id, dp.type desc as
principal type desc, member principal id,
user name (member principal id) as member principal name,
user name (role principal id) as role name--,*
from sys.database role members rm
INNER JOIN sys.database principals dp
ON rm.member principal id = dp.principal id
) rm
ON rm.role principal id = p.principal id
order by 1
s nepemetnenust b1 Ha qpyroil KoMnboTep HEOOXOAUMO BHAYaJIE OTCO-
ennanTh bJl. [{mg 3TOro Ha KOMIBIOTEpE MCTOYHHMKE BHAyalle CIEIyeT CMe-
HUTb KOHTEKCT Ha cuctemMHyto bJl Master, 3aTem BbpI3BaThb XpaHUMYIO IIpOLiE-
nypy sp_detach db umeroiyro onuH 00s3aTeNbHBIN MapaMeTp — UMs OTCO-
GHHHﬁCMOﬁ 0asbl JAaHHBIX:

USE [master]

GO

sp _detach db 'test'

go

[Tocne nepemenienus QaitnoB bJ] B MecTo Ha3Ha4YEeHHs TPOU3BOUTCS 00-
paTtHas mporeaypa. Eciu mecto, Kyaa cKkomupoBaHbl (ailyibl, OTIIMYAETCS OT
KaTayora 1o yMOJYaHUIO JIJIsl cepBepa Ha KOMIBIOTEPE Ha3HAUYCHMs, TO TPeOy-
€TCAd Ha3HA4YWTh [JAHHOMY KaTaJlory TMOJIHbIE TMpaBa JIOCTyHa Trpynmne
SQLServer2005MSSQLUser$MyPC$SQLEXPRESS  (nmpumeuanue: Mexmy
CMMBOJIaMH JOJIJlapa HaxoJWTcs uUMs cepBepa). Eciau cepBep 3amymieH OT
UMEHU HEKOTOPOTrO IMOJb30BaTENsl, TO MpaBa HA3HAYAIOTCS €My, a HE BBbIIIE-
ykazanHou rpymnre. [logcoenunenue b/l mpou3BoguTCsS ¢ MOMOIIBIO XpaHU-
Mol mpoueaypsl sp_attach db. IlepBeim ee aprymentom unet ums b/, 3atem
nyTh K Qaitny BJl ¢ pacummpennem mdf, 3atem nyth k aitiny B/l ¢ pacmmpe-
auem ldf, Hampumep:
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use [master]

go

sp_attach db 'test', 'D:\Service\Database
files\MSSQL.1l\Data\test.mdf', 'D:\Service\Database
files\MSSQL.1\Data\test log.ldf'

go

CrenyromumM marom siBiIsI€TCSl BOCCTAHOBJIEHUE OCHPOTEBIIMX IOJIb30BA-
teneil. [lokaxxem mporeaypy BOCCTaHOBJIEHUSI Ha MPUMEPE MOJIb30BaTENs Op-
erator. BHayane npou3BoauTcs J00aBIEHUE YUeTHBIX 3anuceil B/1.

exec sp addlogin 'operator', 'password',6 'test'

go

[Tocne sTama no0OaBiIeHUS YYETHBIX 3aIUCEN MPOU3BOAUTCS BOCCTaHOBJIE-
HUe (TeHepalus) UX CUCTEMHBIX HAeHTU(UKATOpoB. [nst 3TOoro tpedyrorcs
CHeLHaJIbHBIE TOJTHOMOYHS, KOTOPBIE O3BOJISAIOT PEKOH(UTYpALII0 HACTPOEK
cepBepa. B cepeepe Bepcun 2000 MX MOXKHO MOJIYYHUTh, BHI3BAB MPOLEIYPY
sp_configure 'allow update', 1 u 3arem BbI3BaTh KOMaHa1y RECONFIGURE
WITH OVERRIDE. CuctemHblii UASHTH(PHUKATOP MOIYYalOT C TOMOIIBIO
¢ynkuunn SUSER SID(‘norun'). Hampumep:

USE test

GO

sp_configure 'allow update', 1
RECONFIGURE WITH OVERRIDE

GO

USE Test

UPDATE sysusers SET sid=SUSER SID('operator') WHERE name =
'operator'

GO

B 3akiiroueHne BOCCTaHABIMBAKOTCS UCXOJIHBIE HACTPOMKH CEpBEPA

sp_configure 'allow update', 0

RECONFIGURE

GO

s cepepoB Bepcun 2005 1 BbIlIe HEOOXOAUMO 3aITyCTUTh CEPBEP B MO-
HOMOJBLHOM peXUMe (KJITH0Y -Mm) ¥ 3aTeM MPOBECTU npoueAypy ooHoBieHust SID
OCHPOTEBLINX MOJIb30BATENEH.

B 3axmouenne paccmorpum npumep cosganus b/[ B SQL Server 2005 u
BBIITOJTHEHUE JIEVCTBUNM MO aAMUHHUCTpUpOBaHUIO0 BJ[. OTn neicTBUs BHIION-
HUM B KOHCOJIM, UCTIOJNIBb3YS KIIMEHTCKYIO Mporpammy sqlemd.

cmd
sglcmd -S 1lab48-sk\SQLEXPRESS
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ITocne COCONHCHHUA BCC KOMAHJBbI BBIITOJIHAKOTCA B KIIMCHTC. I[J'DI Hayalia
BOWJIEM B CHCTEMY C MpaBaMu aAMUHHUCTparTopa. [lonyunm crnmcok nmosb30Ba-
TeJieH, BKIIFOYEHHBIX B (PMKCUPOBAHHYIO POJIh cepBepa sysadmin:

sp_helpsrvrolemember 'sysadmin'

Bxirounm nons3oBarens RFE\Joe B poins sysadmin:

sp_addsrvrolemember 'RFE\Joe', 'sysadmin'

B ciyuyae cmemnianHoi ayTeHTU(UKAIIMU cepBepa 100aBUM HENPUBUIICTH-
poBanHoro nojiis3oBarens RFE\User (6a3a mo ymomuanwuro test):
sp_addlogin 'RFE\User', 'mypassword',6 'test'

B ciyuae ayrentudukanun Windows mpocTo mpeaocTaBUM JTOCTYII MMOJb-
3oBatento RFE\User k cepsepy

sp _grantlogin 'RFE\User'

IJoBaBmmM nosbs3oBaTesa RFE\User B COMCOK IMOJIb30BaTejiell 6ash
OaHHBIX test (c mMeHeM user)

USE test

go

sp_grantdbaccess 'RFE\User', 'user'

Bxmounm RFE\User B pukcupoBannyro poib bJ]

sp_addrolemember 'db datareader', 'user'

HDobaBuM ele ONHOTO IoJib30BaTesia Operator

sp_grantlogin 'RFE\Operator'

sp_grantdbaccess 'RFE\Operator',6 'operator'

[lpenocTaBMM €My HABHEIE [IpaBa OOCTYyIa

GRANT SELECT, INSERT, UPDATE, DELETE ON Clients

TO operator

GRANT SELECT, INSERT, UPDATE, DELETE ON Orders TO operator
GRANT SELECT, INSERT, UPDATE, DELETE ON Goods TO operator
DENY UPDATE (Goods.price) ON Goods TO operator

HpOCMOTpMM CIIMCOK Ha3Ha4Y€eHHEIX HABHEIX IIpakB »OJOCTYyIla

exec sp helprotect @username='operator'
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